Stakeholder A: The Drugsdealer

Profile

The drugsdealer is a powerful person who
manages rather than commits crimes.

To cover up his illegal dealings, he is also
involved in legal activities.

The drugsdealer is highly aware of his place
in the drugs trade hierarchy. Above him in
rank are the big players from whom he buys,
below him are the drugs runners to whom he
sells. It is a rough world, and in response the
drugsdealer has adopted an opportunistic
attitude in his pursuit of money and power.

Attitude towards appointments

The drugsdealer has two agendas, one legal

and one illegal. The information about his

illegal activities is very sensitive. It should not

fall into the wrong hands, be it ‘colleagues’ or

the police. Clearly, he is very careful with

whom he makes appointments and where.
Meeting places are specified by their
characteristics. Roads which will allow a quick get-away and buildings which will provide cover
are important considerations.

The drugsdealer does not plan very far ahead. Dealers come and go; the scene may look very
different next week. The drugsdealer is ambivalent about exposing his appointments. On the one
hand, they contain sensitive information. On the other, exposing them means enforcing his position
in the hierarchy, a kind of powerplay which draws new trade. In his appointments he needs to
express his respect for the big players and his superiority over the smaller dealers to whom he sells.

Security goal summary
« Role-based access control on illegal agenda.

« All data on the handset should be wiped if illegal agenda data is compromised.
« Meeting place characteristics should be captured.
 Role-based access control on the visibility of meeting place characteristics.
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