
The Cyber Security
Body of Knowledge
Adversarial Behaviours Knowledge Tree

Version 1.0.1
22nd July 2021

https://www.cybok.org/

https://www.cybok.org/


The Cyber Security Body Of Knowledge
www.cybok.org

COPYRIGHT

© Crown Copyright, The National Cyber Security Centre 2021. This information is licensed
under the Open Government Licence v3.0. To view this licence, visit:

https://www.nationalarchives.gov.uk/doc/open-government-licence/

When you use this information under the Open Government Licence, you should include
the following attribution: CyBOK © Crown Copyright, The National Cyber Security Centre
2021, licensed under the Open Government Licence: https://www.nationalarchives.gov.uk/doc/
open-government-licence/.

The CyBOK project would like to understand how the CyBOK is being used and its uptake.
The project would like organisations using, or intending to use, CyBOK for the purposes
of education, training, course development, professional development etc. to contact it at
contact@cybok.org to let the project know how they are using CyBOK.
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CHANGE LOG

Version date Version number Changes made
July 2021 1.0.1 Version updated in line with KA version 1.0.1
October 2019 1.0

— July 2021 Page iii

https://www.cybok.org


The Cyber Security Body Of Knowledge
www.cybok.org

— July 2021 Page iv

https://www.cybok.org


The Cyber Security Body Of Knowledge
www.cybok.org

Characterisation of Adversaries

Elements of a malicious operations

Models

Cyber-enabled crime vs Cyber-dependent crime

Interpersonal crimes

Cyber-enabled organized crime

Cyber-dependent organized crime

Hacktivists

State actors

Cyberbullying

Doxing

Cyberstalking

Sextortion

Child predation

Advance fee fraud

Drug dealing

Email spam

Phishing

Financial Malware

Click fraud

Unauthorized cryptocurrency mining

Ransomware

Denial of Service

Email Regulation

Mitigations

Directive on Privacy and Electronic Communications

Privacy and Electronic Communications Regulations

CAN-SPAM

Botnet as a Service

Underground forums

Card skimming

Insider threats

Dumpz

Fullz

Click fraud botnets

Montization rates

Cryptojacking

Low Orbit Ion Cannon

Data leaks

Web defacements

Differences from financially motivated attacks

Sabotage

Espionage

Disinformation

Affiliate programmes

Infection vectors

Infrastructure

Specialised services

Human services

Payment methods

Malicious attachments

Black hat search engine optimisation

Drive-by download attacks

Compromising Interent-connected devices

Bulletproof hosting

Command and Control infrastructure Takedown resilient architectures

Multi-tier botnets

Fast flux

Domain fluxExploit kits

Pay-per-install services

CAPTCHA solving services

Fake accounts

Content generation

Money mules Reshipping mules

Credit card processors

Paypal

Western Union and untraceable payments

Cryptocurrencies

Attack trees

Kill chains

Environmental criminology

Flow of capital

Attribution

Attack graphs

Reconnaissance

Weaponisation

Delivery

Exploitation

Installation

Command and Control

Actions on objectives

Other models

Routine activity theory

Rational choice theory

Pattern theory of crime

Sitiuational crime prevention

Crime scripting

Hot spots

Hot products

Repeat victims

Mitigations

Adaptation

Displacement

KA — July 2021 Page 1

https://www.cybok.org

