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The CyBOK project would like to understand how the CyBOK is being used and its uptake.
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contact@cybok.org to let the project know how they are using CyBOK.
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INTRODUCTION

This index provides a guide to where various topics are discussed within CyBOK. Reference
terms are presented alphabetically, with the knowledge areas most likely to contain the term
shown in red. If a term is likely to be found in multiple knowledge areas, then all are listed.

Note that this document is just a guide. It was produced by analysing the terms used in other
professional bodies of knowledge. We do not claim that it is complete, nor do we guarantee
that the knowledge areas we refer to discuss the terms in detail—just that if they are discussed
in CyBOK this is where you’ll most likely find them.

For the sake of brevity we refer to the knowledge areas through acronyms. The acronyms are
expanded below:

Acronym Knowledge Area

AAA Authentication, Authorisation & Accountability
AC Applied Cryptography
AB Adversarial Behaviours
C Cryptography
CI CyBOK Introduction
CPS Cyber-Physical Systems Security
DSS Distributed Systems Security
F Forensics
FMS Formal Methods for Security
HF Human Factors
HS Hardware Security
LR Law & Regulation
MAT Malware & Attack Technologies
NS Network Security
OSV Operating Systems & Virtualisation
PLT Physical Layer & Telecommunications Security
POR Privacy & Online Rights
RMG Risk Management & Governance
SOIM Security Operations & Incident Management
SS Software Security
SSL Secure Software Lifecycle
WAM Web & Mobile Security
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CHANGELOG

Version date Version number Changes made
July 2021 1.3.0 Includes terms from mappings of professional certifica-

tions: CISSP, CISM, CRISC and SSCP as well as the index
terms and the new KA trees for FMS, AC and updates to
NS and RMG.

December
2020

1.2 Corrections made to introduction text and changelog.

October 2020 1.2beta1 Addition of 115 new terms from introduction and formal
methods for security knowledge trees.

March 2020 1.1 Initial version of the mapping reference 1.1.
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