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The Cryptographic Triumvirate

Algorithms, Schemes and Protocols

Cryptographic Implementation

Key Management

Consuming Cryptography

Applied Cryptography in Action

Future of Applied Cryptography

Hash functions

Block ciphers

Stream ciphers

Message Authentication Code(MAC) schemes

Authenticated Encryption(AE)schemes

Public Key Encryption Schemes and Key Encapsulation Mechanisms

Difie-Hellman Key Exchange

Digital Signatures

Cryptographic Diversity

The Adversary

The Role of Formal Security Deinitions and Proofs

Key Sizes

Development of Standardised Cryptography

Post-quantum Cryptography

Quantum Key Distribution

From Schemes to Protocols

AE Security

Nonces in AE

AE Variants

Constructing AE Schemes

PKE Security

Key Encapsulation Mechanisms

Some common PKE schemes and KEMs

From Difie-Hellman to ElGamal

Cryptographic Libraries

API Design for Cryptographic Libraries

Implementation Challenges

Defences

Random Bit Generation

Side Channel

Attacks Arising from Shared Resources

Implementation Weaknesses

Attacks Arising from Composition

Hardware Side Channels

Fault Attacks

Length Side Channels

Timing Side Channels

Error Side Channels

The Key Life-cycle

Key Derivation

Password-Based Key Derivation

Key Generation

Key Storage

Key Transportation

Refreshing Keys and Forward Security

Managing Public Keys and Public Key Infrastructure

Binding Public Keys and Identities via Certificates

Reliance on Naming, CA Operations and Time

Reliance on Certificate Status Information

Reliance on Correct Software and Unbroken Cryptography

Other Approaches to Managing Public Keys

The Challenges of Consuming Cryptography

Addressing the Challenges

Making Cryptography Invisible

Transport Layer Security

Secure Messaging

Contact Tracing a la DP-3T

Apple Message

Signal

Telegram
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