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https:/www.nationalarchives.gov.uk/doc/open-government-licence/ OGL

When you use this information under the Open Government Licence, you should include
the following attribution: CyBOK © Crown Copyright, The National Cyber Security Centre
2021, licensed under the Open Government Licence: https:/www.nationalarchives.gov.uk/doc/
open-government-licence/.

The CyBOK project would like to understand how the CyBOK is being used and its uptake.
The project would like organisations using, or intending to use, CyBOK for the purposes
of education, training, course development, professional development etc. to contact it at
contact@cybok.org to let the project know how they are using CyBOK.
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CHANGE LOG
Version date | Version number Changes made
July 2021 1.0.2 Version updated in line with KA version 1.0.2
March 2021 1.0.1 AAA abbreviation removed from knowledge tree title,
and version updated in line with KA version 1.0.1
October 2019 | 1.0

Pageiiii



https://www.cybok.org

I The Cyber Security Body Of Knowledge CyBGK

I Page iv


https://www.cybok.org

The Cyber Security Body Of Knowledge m
www.cybok.org CyBUK

dentity based access control
attibute based access control

seculy policies

discretionary aceess controls (DAC)

mandatory access controls (VAC)

multidevel security policies

) S T

access control

]

-

reference monitor

=

certficate

‘sender policy framework (SPF)

coss st esuece shrng

orginbased polcies
sccess contl ndistiuted ystems |- fedrtedsccess cono

key-policy attrbute-based encryption

constrained delegation

falure o capture

false rejects

sutentcation | user autanicaton

border control gates.

pattems for entity authentication

analysing the evidence

technical aspects

assessing the evidence

} privacy and bl ‘L } ‘

I KA — July 2021 Page 1


https://www.cybok.org

