Secure Acquisition Case Study 2: Acquisition/SCRM
Project Risk Analysis

Dan Shoemaker, University of Detroit Mercy

April 2021



Copyright 2021 Dan Shoemaker. All Rights Reserved.

NO WARRANTY

THIS MATERIAL IS FURNISHED ON AN "AS-IS" BASIS. THE AUTHOR MAKES NO
WARRANTIES OF ANY KIND, EITHER EXPRESSED OR IMPLIED, AS TO ANY
MATTER INCLUDING, BUT NOT LIMITED TO, WARRANTY OF FITNESS FOR
PURPOSE OR MERCHANTABILITY, EXCLUSIVITY, OR RESULTS OBTAINED FROM
USE OF THE MATERIAL. THE AUTHOR DOES NOT MAKE ANY WARRANTY OF ANY
KIND WITH RESPECT TO FREEDOM FROM PATENT, TRADEMARK, OR COPYRIGHT
INFRINGEMENT.

Use of any trademarks in this report is not intended in any way to infringe on the rights of the
trademark holder.

Internal use. Permission to reproduce this document and to prepare derivative works from this
document for internal use is granted, provided the copyright and “No Warranty” statements are
included with all reproductions and derivative works.

External use. This document may be reproduced in its entirety, without modification, and freely
distributed in written or electronic form without requesting formal permission. Permission is
required for any other external and/or commercial use. Requests for permission should be
directed to the author.



Secure Acquisition Case Study 2: Acquisition/SCRM Project Risk Analysis

Background

Systems are built out of components that are integrated from the lowest level of a supply chain
up to a finished product. This creates a serious weakness in that malicious code, or counterfeit
parts can be inserted at the bottom of the process without scrutiny and then integrated up into the
end-product, as was demonstrated by the recent SolarWinds hack.

The possibility of such a thing occurring is so obvious that you would think that there have been
practical efforts to address it. However, even though we’ve expended much time and effort to
ensure robust, efficient and defect free code, we have done very little to ensure against
compromises that could occur during the integration process. Thus, the aim of this project is to
help the student understand the stages involved in establishing supply chain capability, as well as
present a sample solution.

Case Study Overview

The student will utilize NIST 800-161 (provided) to identify and assess risks against the standard
Base Practices SCRM in order to obtain an overall risk rating for each of the functions identified
in case one. The risk rating can be used to prioritize the risks.

Student Instructions

There are a lot of requisite best practices. Therefore, it is necessary to employ a generic checklist
as a means of identifying what risks may affect components, or participants. Hence utilize the
forms taken from NIST 800-161 (provided) to obtain an overall risk rating for the organization
under analysis. In order to prioritize findings by criticality, we have developed the following
standard for remediation timelines: Critical = 30 days, High = 60 days, Medium = 120 days, Low
=356 days

Instructor notes

This is an individual assignment done during a live-lab session. The process steps are taken a
step at a time as guided by the instructor. This is done in-class as a first of four lab projects done
over the semester to illustrate an explicit process for risk mitigation in supply chains using NIST
800-161

Example solution

A checklist form is provided. The student works through the example case with the blank
checklist and makes judgments about whether each function is adequately performed. A sample
solution follows:

Gap Description Additional Comments Priority = Action Timeline
Do you evaluate the use of MFA configured for the Critical Implement MFA September,
multifactor authentication mobile apps but not across the board, 2020
mechanisms when users login via including for users

the web browser who login using the

web browser



Do you document any
applicable information-
sharing arrangements
between customer and
supplier in contract
documents - including:

a. Description of the
information to be shared?

b. List of Recipients?

Do you have organizational
policies and contractual
requirements that require
SCRM awareness and
training for all relevant
personnel in acquirer and
integrator organizations

Do you do comprehensive

awareness and training that
promotes the organization’s
SCRM policy and procedures

Do you require SCRM
awareness training for all
acquirer and integrator
personnel who are involved
in requirements, acquisition,
and procurement activities

Do you leverage industry
best practice for security
patches to include a list of
what issues are “covered” in
the patches (i.e., the nature
of the issues, a severity
rating such as CVSS, etc.)

No NDA in place High

SCRM process are Medium
already in place but
there is a lack of

awareness.

SCRM process are Medium
already in place but
there is a lack of

awareness.

No required training Medium

available

Patching in general is
scheduled quarterly,
which is a gap for
newly discovered
vulnerabilities

High

November,
2020

Implement a non-
disclosure
agreement as well
as provision a
system for
information sharing

Develop training in
place to educate
business

January,
2021

stakeholders on
how to leverage
the existing SCRM
process

Develop training in
place to educate
business

January,
2021

stakeholders on
how to leverage
the existing SCRM
process

Develop training to
educate business

January,
2021
stakeholders on

how to leverage

the existing SCRM

process

December,
2021

Implement a patch
policy to enforce
monthly patching



Do you utilize existing
vulnerability and incident
management capabilities to
identify potential supply
chain vulnerabilities

Identified multiple
supplier who are not
using our existing IR &
VM processes

Critical

October,
2020

Identify suppliers,
vendors who do
not follow the
existing processes,
especially when it
comes to indecent
notification and
work with them to
socialize and
enforce the
processes
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