Archetypal Users—Personae non Gratae (PnGs) Case Study

Nancy R. Mead
Forrest Shull
Krishnamurthy Vemuru, University of Virginia

Ole Villadsen, Carnegie Mellon University

April 2021



Copyright 2018 Carnegie Mellon University. All Rights Reserved.

This material is based upon work funded and supported by the Department of Defense under
Contract No. FA8702-15-D-0002 with Carnegie Mellon University for the operation of the
Software Engineering Institute, a federally funded research and development center.

The view, opinions, and/or findings contained in this material are those of the author(s) and
should not be construed as an official Government position, policy, or decision, unless
designated by other documentation.

This report was prepared for the SEI Administrative Agent AFLCMC/AZS 5 Eglin Street
Hanscom AFB, MA 01731-2100

NO WARRANTY. THIS CARNEGIE MELLON UNIVERSITY AND SOFTWARE ENGINEERING
INSTITUTE MATERIAL IS FURNISHED ON AN "AS-IS" BASIS. CARNEGIE MELLON
UNIVERSITY MAKES NO WARRANTIES OF ANY KIND, EITHER EXPRESSED OR IMPLIED,
AS TO ANY MATTER INCLUDING, BUT NOT LIMITED TO, WARRANTY OF FITNESS FOR
PURPOSE OR MERCHANTABILITY, EXCLUSIVITY, OR RESULTS OBTAINED FROM USE OF
THE MATERIAL. CARNEGIE MELLON UNIVERSITY DOES NOT MAKE ANY WARRANTY OF
ANY KIND WITH RESPECT TO FREEDOM FROM PATENT, TRADEMARK, OR COPYRIGHT
INFRINGEMENT.

[DISTRIBUTION STATEMENT A] This material has been approved for public release and
unlimited distribution. Please see Copyright notice for non-US Government use and distribution.

Internal use:* Permission to reproduce this material and to prepare derivative works from this
material for internal use is granted, provided the copyright and “No Warranty” statements are
included with all reproductions and derivative works.

External use:* This material may be reproduced in its entirety, without modification, and freely
distributed in written or electronic form without requesting formal permission. Permission is
required for any other external and/or commercial use. Requests for permission should be
directed to the Software Engineering Institute at permission@sei.cmu.edu.

* These restrictions do not apply to U.S. government entities.



Archetypal Users—Personae non Gratae (PnGs) Case Study

Background

Personae non Gratae (PnGs) represent archetypal users who behave in unwanted, possibly
nefarious ways. However, like ordinary personas, PnGs have specific goals that they wish to
achieve and specific actions that they may take to achieve their goals. Modeling PnGs can
therefore help us to think about the ways in which a system might be vulnerable to abuse and use
this information to specify appropriate mitigating requirements.

The PnG approach makes threat modeling more tractable by asking users to focus on attackers,
their motivations, and abilities. Once this step is completed, users are asked to brainstorm ideas
about targets and likely attack mechanisms that the attackers would deploy. The theory behind
this approach is that if engineers can understand what capabilities an attacker may have and what
types of mechanisms, they may use to compromise a system, the engineers will gain a better
understanding of targets or weaknesses within their own systems and the degree to which they
can be compromised. Some critics of this approach argue that a PnG can often take users down
the wrong path. For example, for a system related to national security, users might reason that
the system may be the target of a sophisticated attack from another nation-state. This conclusion,
however, overlooks the fact that a nation-state might compromise a system first through a much
simpler entry point and then ratchet up operations from there.

We provide examples of two PnGs in Figure 1. These PnGs were constructed manually for
training purposes and target the domain of Electro-Cardio Converters. Each PnG includes an
image of the persona, his or her name, a description, the assumed role (e.g., Mechanical
Engineer), and a moniker (e.g., Bitter and revengeful). Furthermore, it includes a set of relevant
goals and skills, and a set of misuse cases that describe specific ways in which the PnG intends
to attack the system [Opdahl 2009]. From this, we can construct a threat model that includes the
actor (i.e., the PnG) and the attack mechanism and target specified in the misuse cases. Attack
intent is provided in the general description.

A different set of examples is provided in the Example Solution section.



As a mechanical engineer, Marvin developed a new design for an irnplant-
able cardioverter-defibrillator (ICD) that he planned to patent. However,
the MedsRUs Company beat him to the punch and filed a patent for a
similar design. MedsRUs is now getting rich and Marvin is feeling cheated
and angry at his lost opportunity.

Recently divorced, and without the funds to support the lifestyle he
dreamed of, he has become increasingly bitter about his perceived loss.

Marvin’s Misuse Cases that C (o) ion of the ICD
. Snoop on the data transmitted along the serial cable between the ICDs’
reprogramming equipment and communication device in
order to retrieve the patient’s name, ID, and basic medical history
that is all stored in the ICD. i
. Transmit commands to replace the patient's personal information ‘
in the ICD. e :
. Transmit commands to shut off the device’s ability to respond to Mechanic al Engineer
cardiac events. Bitter and revengeful
. Transmit commands to switch to test mode so that a carefully
timed current triggers an arrhythmic test event that could stop the
heart entirely.

Goals:

+ Toundermine the reputation of MedsRUs by
disrupting the ICD behavior of random ICD
users on the street.

+ To accomplish the attack without detection.

* To cause discomfort to ICD users without
killing them.

Skills:

« Strong code/hacking skills

+ Mechanical engineering/device
building skills

Angela is a medical researcher who believes that current practices in
heart monitoring and defibrillation are not as effective as they might be.
She has run some experiments on lab rats but wishes to experiment with
human subjects. She knows that she first needs to go through the process
of human-subject research approval, but before doing so, she has decided
to try some informal experiments on her own group of patients. This way
she can short-circuit the otherwise laborious task of getting her study
approved. She needs a breakthrough discovery to boost her career, which
has currently stagnated.

Angela’s Misuse Cases that Threaten Correct Operation of the ICD

1. Set heart rate cut-off rate and therapy initiation delays to experimen-
tal levels outside normal bounds.

2. The ICD stores a record of any changes in setting, therefore Angela
will tamper with the ICD command audit log on both the ICD and the
external history database to remove all record of the current Angela
change in settings. Medical Doctor

3. During normal operation, the ICD records pulsing/therapy events Ambitious researcher
and sensor readings. Angela’s boyfriend has written code to
remove evidence of the illegal study by purging the historical log.

Goals: Skills:
* To perform a non-approved study on her * Medical training to plan new
patients by testing a variety of non-approved therapy patterns
pulsing therapies. » Lacks technical gkills to tamper with the
+ To cover her tracks by purging her illegal ICD command log in order to hide the
commands from the ICD logs. unorthodox commands she sends to the
device. However, she has persuaded her
boyfriend, who is a skilled hacker, to write
a program to purge entries from the log.

Figure 1: Two Personae Non Gratae

We asked students in two introductory information security courses, one undergraduate and the
other graduate, to work in teams of three to four people to construct PnGs for one of two systems
[Shull 2016b]. Here we focus on one of these systems, which utilized unmanned aerial vehicles
(UAV5s) to perform a rescue mission. The drones could carry payloads such as emergency
supplies and were capable of autonomous operation if communication with the base station was
lost. Each scenario was described in a two-page document that represented very early ideas for



each of the projects. Goals, major constraints, and high-level designs were provided, but not the
lower-level implementation decisions.

We used crowdsourcing in conjunction with PnG to enhance the results. Mead describes the
crowdsourcing part of the study [Mead 2017].

Case Study Overview

A persona provides a realistic and engaging representation of a specific user group. It is typically
depicted through a representative image and a personal description that portrays something about
the psyche, background, emotions and attitudes, and personal traits of the fictitious person
[Putnam 2012, Nielsen 2013]. The task of creating a persona usually involves surveying and
inter-viewing users, identifying optimal ways for slicing users into categories, collecting data to
demonstrate that the proposed slices create distinguishable user groups, discovering patterns
with-in the user groups, constructing personas for each group, and then creating scenarios
describing how the persona might interact with the system under development. A project will
typically have about five to eight personas.

Student Instructions

Complete the PnG example you have been given, until you have a complete profile including the
PnG description, goals, skills and misuse cases. Discuss the likelihood of the misuse cases and
prioritize them accordingly.

Instructor notes

The instructor could introduce PnG exercises to the students gradually. For example, after
explaining the method and giving the students some examples, you could start by giving the
students the PnG description, Goals, and Skills, and ask the students to construct the misuse
cases, and discuss how likely they are. For a more advanced exercise, the students could be
given only the PnG description, and asked to identify the likely Goals, Skills, and Misuse Cases,
and then discuss the likelihood and prioritize accordingly. This is best done as a team exercise as
there is an element of brainstorming, and different students are likely to have differing ideas of
priority. These could either be homework or classroom exercises, but they are not likely to
occupy significant parts of a semester.



Example Solution

A cardiologist, Josh, has worked in the same department for
several years and has a bitter competition with other cardiolo-
gists, regarding rankings for the best cardiologist in the region.
He was the top cardiologist a few years ago. His rank slipped
significantly in the recent years. He presently finds it increas-
ingly hard to go up in ranking, so he wants to use alternate
methods (i.e., by decreasing the success rate and reputation of
the other cardiologists in the department).

Goals:

* Modify the functionality of the ICDs, take some components out of
the circuit or functioning, so that it malfunctions (i.e., does not do
the right things, but does not cause injuries to patients).

Make parameters (some variables) very different from the

optimized settings, so it takes a. much longer time for the patients Cardiolo, gist

to show the intended recovery.

Skills:
Cardiologist by profession and is actively practicing medicine.
Expert-level medical knowledge in cardiology and biomedical
instrumentation for cardiology.
Programming medical devices, programming the treatments
using ICDs.

Bitter about
professional competition

Josh’s misuse cases:

1. Access the ICDs, change their internal clock settings so that the calculations are off by days.

2. Replace some of the ICDs with a collection of ICDs that are made from different components
than the original maker’s (supply chain attack) so that the functions are very different,
although the settings may look the same,

Misuse Case Likelihood Measuring Scale: 5 high, 3 medium, 1 low

Figure 2: PnG Competing Cardiologist

Misuse Cases
The PnG profile in Figure 9 lists the following Misuse Cases:

Access the ICDs, change their internal clock settings so that the calculations are off by days.

2. Replace one of the ICDs with a collection of ICDs that are made from different components than the
original maker’s (supply chain attack) so that the functions are very different, although the settings may
look the same.

Misuse Case Discussion: Case 1
How likely is this case?

Let us take a look at the function block diagram of a typical implantable cardioverter-defibrillator (ICD):
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Figure 1: Functional Block Diagram of ICD
(Source: [Swerdlow 2014] http://circep.ahajournals.org/content/7/6/1237.figures-only)

Looking at the block diagram, one can imagine that the clock has a range of frequencies. By changing the
frequency (i.e., making it different from what is initially set up), one should be able to modify the pulse
patterns.

We can also see that there are several ways the ICD’s performance can be modified from its intended
operation.

Alternate modes of attack on the ICD: Change the amplifier gain, filtering parameters, rectifier parameters,
change threshold.

Based on these vulnerabilities, which are not difficult to implement (if the attacker gets some time to play with
the ICDs, then he could make the changes), we can easily give a high score of 4-5 for this misuse case.

What should the defender do to be prepared, and how much might it cost?

Consider some pulse shape verification algorithm or real-time pulse shape display so that the internal function
of the chip can be continuously monitored to prevent a potential attack. The features are some minor changes
in the programming, so it should take some time, but not too much cost if there is an internal IT team.

Misuse Case Discussion: Case 2

How likely is this case?

The block diagram shows that the ICD has three main components. It is most likely that these three
components are integrated in a single chip. If this is the case, then the chip can be replaced with a duplicate one
that has similar components—but its gains, filter, and rectification circuit are designed differently, so that the
pulse shape is different.

Considering that the complexity of designing a chip that performs similar function as the original one involves
manufacturing of a new chip, we can assign the likelihood as 2-3.



What should the defender do to be prepared, and how much might it cost?

The physician should be advised to physically examine each ICD internally to make sure the
components are not compromised. If this is not possible for the physician, then an electronics
engineer can do the inspection before the device is implanted into the patient. This additional
protocol should not cost extra, it only requires planning to have the electronics engineer be
present at the time of installing the ICD.

For additional reading on secure ICD programming, see the review article by Biffi [Biffi 2014].

Software developer and tester Sima works in the IT
department of the hospital. She has been working in the IT group
for several years and has issues with the developers and some
friction regarding the test results she has been reporting. She is
frustrated with the team and has decided to leave the group, but
before that she wants some revenge for the troubles she had.

{ IC.J She knows all the detadls of the code and the programmed

| modules and versions of the software that runs the ICDs.

| ‘ . Goals:
+ Modify the test reports and results so that the key bugs in

3 { the new versions of the software are not identified, so that =S

p the team does not meet the release deadlines for the new
! version. As a result, the old versions with the bugs will - Sima 3
| { continue to remain the system that is currently used. Programmer
Frustrated with IT

Skills:
* Programming, software development, testing, debugging
code for medical device programming.

Misuse cases:

Yoy 1. Report that the new software has passed most of the key testing compo- ~
nents; hide the dangerous bugs, but report only miner bugs.

2. Add more bugs to the code after the testing of the code, either directly or
indirectly, but before release.

Figure 32: PnG Software Developer and Tester

Misuse Cases
The PnG profile in Figure 3 lists the following Misuse Cases:

1. Report that the new software has passed most of the key testing components; hide the
dangerous bugs but report only minor bugs.

2. Add more bugs to the code after the testing of the code, either directly or indirectly, but
before release.
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