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INTRODUCTION

This index provides a guide to where various topics are discussed within CyBOK. Reference
terms are presented alphabetically, with the knowledge areas most likely to contain the term
shown in red. If a term is likely to be found in multiple knowledge areas, then all are listed.

Note that this document is just a guide. It was produced by analysing the terms used in
other professional bodies of knowledge. We do not claim that it is complete, nor do we
guarantee that the knowledge areas we refer to discuss the terms in detail—just that if they
are discussed in CyBOK this is where you'll most likely find them.

For the sake of brevity we refer to the knowledge areas through acronyms. The acronyms
are expanded below:

Acronym Knowledge Area

AAA Authentication, Authorisation & Accountability
AB Adversarial Behaviours

C Cryptography

Cl CyBOK Introduction

CPS Cyber-Physical Systems Security

DSS Distributed Systems Security

F Forensics

FMS Formal Methods for Security

HF Human Factors

HS Hardware Security

LR Law & Regulation

MAT Malware & Attack Technology

NS Network Security

osv Operating Systems & Virtualisation

PLT Physical Layer & Telecommunications Security
POR Privacy & Online Rights

RMG Risk Management & Governance

SOIM Security Operations & Incident Management
SS Software Security

SSL Secure Software Lifecycle

WAM Web & Mobile Security

CHANGELOG

2020-03-06. Initial version of the mapping reference 1.1.

2020-10-08. Mapping reference 1.2betalincluding the addition of 115 new terms taken from
introduction and formal methods for security knowledge trees.

2020-12-17. Mappingreference 1.2 including corrections to introduction text and a changelog.
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FPROPERTY ..o e
NET ARCHITECTURE

3-DES (TRIPLE DES) .. ...C
3G .o PLT
4G (LTE) _.PLT
B0 e PLT

ABAC (ATTRIBUTE-BASED ACCESS CONTROL)
ABSOLUTE ADDRESSES
ABSTRACT INTERPRETATION ..
ABSTRACTION
ABUSE CASES
ACCEPTABLE INTERRUPTION WINDOW (AIW) .
ACCEPTABLE RISK
ACCEPTABLE USE POLICY
ACCEPTANCE TESTING
ACCEPTED WAYS FOR HANDLING RISK .
ACCESS ...t
ACCESS CONTROL (AC) - LOGICAL ...
ACCESS - ABAC (ATTRIBUTE-BASED ACCESS CONTROL)
ACCESS APPLICATION
ACCESS CONTROL ...........
ACCESS CONTROL - ACCESS .
ACCESS CONTROL - CBAC .
ACCESS CONTROL - DAC (DISCRETIONARY ACCESS CONTROL) .................... AAA
ACCESS CONTROL - DAC (DISCRETIONARY ACCESS CONTROL) - POLICY
IMPLEMENTATION ... oo AAA
ACCESS CONTROL - DAC (DISCRETIONARY ACCESS CONTROL) - RSBAC .
ACCESS CONTROL - DEFINITION ..........\iiieeeeii e -
ACCESS CONTROL - LOGICAL ...\ eeiee e
ACCESS CONTROL - LOGICAL - EXECUTE .........\oieeeeieie e
ACCESS CONTROL - LOGICAL - READ AND WRITE
ACCESS CONTROL - LOGICAL - READ ONLY ..................
ACCESS CONTROL - MAC (MANDATORY ACCESS CONTROL) ...
ACCESS CONTROL - MANAGERIAL
ACCESS CONTROL - MANAGERIAL - GUIDELINES ...
ACCESS CONTROL - MANAGERIAL - POLICY DOCUMENTS .
ACCESS CONTROL - MANAGERIAL - POLICY LIFECYCLE .
ACCESS CONTROL - MANAGERIAL - PROCEDURES ..
ACCESS CONTROL - MANAGERIAL - STANDARDS .
ACCESS CONTROL - MATRIX ..............
ACCESS CONTROL - MODEL ................
ACCESS CONTROL - NDAC (NON-DISCRETIONARY ACCESS CONTROL) .
ACCESS CONTROL - OBJECTS
ACCESS CONTROL - OPERATIONAL
ACCESS CONTROL -PUBLIC ... ..oeveeeiies e e
ACCESS CONTROL - ROLE-BASED ..
ACCESS CONTROL - SUBJECTS ... .
ACCESS CONTROL - TRBAC .......o\\ eie e e
ACCESS CONTROL IN DISTRIBUTED SYSTEMS
ACCESS CONTROL LIST .....................
ACCESS CONTROL LIST (ACL)
ACCESS CONTROL LISTS
ACCESS CONTROL LOGICS
ACCESS CONTROL MATRIX ...

ACCESS CONTROL MATRIX - BELL-LAPADULA MODEL . CAAA
ACCESS CONTROL MODEL ... . AAA
ACCESS CONTROL TABLE .. .AAA
ACCESS DEFINITION ... .. AAA
ACCESS METHOD ... .S0IM
ACCESS NETWORK .. ..NS
ACCESSPATH ....... .osv
ACCESSREMOTE ... ..o

ACCESS RIGHTS ..
ACCESS SYSTEM ... o AAA
ACCESS/ADMISSION CONTROL & ID MANAGEMENT
ACCOUNT MANAGEMENT ....................

ACCOUNT VALIDATION
ACCOUNTABILITY

ACCOUNTABILITY - EXTERNAL PROGRAM DRIVERS FOR ..LR
ACCOUNTABLE/ACCOUNTABILITY .................... . AAA
ACCREDITATION ............... ..

ACCREDITATION - MEASURING NUMBER OF SYSTEM RMG

ACCREDITATION - SYSTEM AUTHORIZATION AUTHORI'I;\'/ .
ACCREDITATION BOUNDARIES - ESTABLISHING .........

ACCURACY AS RECOVERY TESTMETRIC ... F
ACHIEVABLEGOALS .................... RMG
ACL (ACCESS CONTROLLIST) ................. .AAA

ACPO (ASSOCIATION OF CHIEF POLICE OFFERS) ........ ..LR
ACPO GOOD PRACTICE GUIDE FOR DIGITAL EVIDENCE ..
ACQUISITION LIFECYCLE
ACQUISITION/DEVELOPMENT PHASE
ACQUISITIONS STRATEGY
ACT (HIPAA) .o
ACTION PLAN - FOR IMPLEMENTATION OF INFORMATION SECURITY GOVERNANCE
RMG

ACTION PLAN - FOR INCIDENT MANAGEMENT ... ... ... .. ..., SOIM
ACTION PLAN - GAP ANALYSISASBASISFOR ........ ..., SOIM
ACTIONS ON OBJECTIVES ...... ... i e AB MAT
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ACTIVE ATTACK ..o AB

ACTIVEDETECTION ...... ... ...l CPS
ACTIVE DIRECTORY DOMAIN SERVICES (ADDS) .. AAA
ACTIVE FAULT ATTACKS ...................... .. ....HS
ACTIVEX ..................... .. SSL WAM
ACTOR-ORIENTED APPROACHES ... RMG
ACTS OF WAR ..o

AD HOC MODE .

ADAPTATION

ADDRESS - BUS
ADDRESS - RESOLUTION PROTOCOL (ARP)
ADDRESS - SPACE LAYOUT RANDOMIZATION (ASLR) .
ADDRESS BAR MANIPULATION ATTACKS ..........
ADDRESS RESOLUTION PROTOCOL (ARP)
ADDRESSSPACE .............c.cooiit
ADDRESS VARIANCE

ADDRESSING . ..NS
ADDRESSING - ..NS
ADDS (ACTIVE DIRECTORY DIRECTORY SERVICE)

ADHERENCE TO USE CASES

ADMINISTRATION OF SECURITY PROGRAMS ..
ADMINISTRATIVE ACTIVITIES
ADMINISTRATIVE ACTIVITIES - ACCEPTABLE USE POLICY ..
ADMINISTRATIVE ACTIVITIES - CULTURE AND REGIONAL VARIANCES ................ LR
ADMINISTRATIVE ACTIVITIES - ETHICS AS
ADMINISTRATIVE ACTIVITIES - FOR INFORMATION SECURITY FRAMEWORK
ADMINISTRATIVE ACTIVITIES - LEGAL AND REGULATORY REQUIREMENTS AS . .
ADMINISTRATIVE ACTIVITIES - PLAN-DO-CHECK-ACTAS ....................oea.
ADMINISTRATIVE ACTIVITIES - PROGRAM DEVELOPMENTAS ......................
ADMINISTRATIVE ACTIVITIES - PROGRAM MANAGEMENT EVALUATION

ADMISSION INTO EVIDENCE OF ELECTRONIC DOCUMENTS ..
ADOPTION
ADSB ..............

ADVANCE FEE FRAUD ...
ADVANCED ENCRYPTION STANDARD (AES) ......ouuiiiiiiiiiiiiiii e C
ADVANCED NETWORK SECURITY TOPICS ..
ADVANCED PERSISTENT THREATS ........
ADVANCED PERSISTENT THREATS (APTS) ...ttt e AB
ADVANCED PROTOCOLS
ADWARE .............
ADWARE - BOTNETS

AES (ADVANCED ENCRYPTION STANDARD) - CCMP ...... ..C
AES (ADVANCED ENCRYPTION STANDARD) - RIJNDAEL .. ..C
AFFILIATEPROGRAMMES ................. ..AB

AFTP (ANONYMOUS FILE TRANSFER PROTOC!
AGGREGATEDRISK .............................
AGGREGATION .....
AGILE AND DEVOPS
AGREEMENT ...............

AGREEMENTS - INITIATIONOF ............
AH (AUTHENTICATION HEADER) PROTOCOL
AICPA SERVICE ORGANIZATION (SOC) REPORTS .........coiiiiiiiiiiiiiieaanns RMG
AICPA/CICATRUST SERVICES ...................
AIR TRAFFIC COMMUNICATION NETWORKS ... .
AIW (ACCEPTABLE INTERRUPTION WINDOW) .............ooiiiiiiiiiiin e
AIW (ALLOWABLE INTERRUPTION WINDOW) ...........ooiiiiiiiiiiiaiianns
ALARMFATIGUE ...
ALE (ANNUALIZED LOSS EXPECTANCY) .
ALERT CORRELATION
ALERT MESSAGE LAYERS
ALERT SITUATION ...
ALERTS IN SECURITY INFORMATION AND EVENT MANAGEMENT .
ALGEBRAIC ATTACKS ..
ALGORITHMS .................
ALGORITHMS - ASYMMETRIC ...........
ALGORITHMS - CONFIDENTIAL MESSAGES
ALGORITHMS - DIFFIE-HELLMAN .................
ALGORITHMS - ECC (ELLIPTIC CURVE CRYPTOGRAPHY) .
ALGORITHMS -ELGAMAL ...
ALGORITHMS - ELLIPTIC CURVE CRYPTOSYSTEM
ALGORITHMS - ENCRYPTION
ALGORITHMS - OPEN MESSAGES
ALGORITHMS - RIJNDAEL .......
ALGORITHMS - RSA
ALGORITHMS - SYMMETRIC ....... ... o e

ALIASING .................

ALIVENESS .
ALLOWABLE INTERRUPTION WINDOW (AIW) .........coiiiiiiiiiiiiiiiiieean SOIM
ALPHATESTING ... o SSL
ALTERNATE FACILITIES . .SOIM
ALTERNATE PROCESS .. ..SOIM
ALTERNATE ROUTING ....... ...NS
ALTERNATE SITE SELECTION .SOIM

ALTERNATIVE PROCESSING .

ALTERNATIVE ROUTING ... ..NS
AMBIGUITY ANALYSIS ............................... .SSL
AMERICAN NATIONAL STANDARDS INSTITUTE (ANSI) . RMG

AMOUNT AS RECOVERY TEST METRIC
ANALYSE: ANALYSIS METHODS
ANALYSING THE EVIDENCE

ANALYSIS - EQUIVALENCE-BASED . .FMS
ANALYSIS - GAME-BASED ....... .FMS
ANALYSIS - NETWORK ..o F
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ANALYSIS - REFINEMENT-BASED
ANALYSIS - SEMANTICS-BASED ..
ANALYSIS - SIMULATION-BASED .
ANALYSIS - SOFTWARE .........
ANALYSIS ENVIRONMENTS .
ANALYSISTECHNIQUES ... ... . e
ANALYTIC ATTACK ...
ANCHORING IN INFORMATION SECURITY STRATEGY
ANNUAL LOSS EXPECTANCY (ALE) .................. .
ANNUALIZED LOSS EXPECTANCY (ALE) ...t
ANOMALY DETECTION
ANOMALY MODELS ....
ANOMALY-BASED IDS
ANONYMISATION .
ANONYMITY JR
ANONYMOUS COMMUNICATIONS NETWORKS ...
ANONYMOUS FILE TRANSFER PROTOCOL (AFTP) ...........
ANONYMOUS FILE TRANSFER PROTOCOL (ANONYMOUS FTP) ..

ANONYMOUSPETITIONS ...l

ANTI-ANALYSIS AND EVASION TECHNIQUES . MAT
ANTI-COLLISION PROTOCOL (RFID) ....uuiiiiitiii et e HS
ANTIMALWARE ... osv

ANTI-MALWARE - POLICIES ..
ANTI-MALWARE - SYSTEMS ..
ANTI-MALWARE SOFTWARE
ANTI-MALWARE SYSTEMS INCIDENT RESPONSEAND ............................. SOIM
ANTI-PHISHING TRAINING ...........................
ANTI-SPAM SOFTWARE INCIDENT RESPONSE AND .. .
ANTI-VIRUS SOFTWARE INCIDENT RESPONSE AND ...
ANTIVIRUS ENGINES
ANTIVIRUS SOFTWARE .
APIDESIGN ........

API USABAILITY .
API VULNERABILITIE
APP DEVELOPMENT AND VULNERABILITIES
APPIFICATION ...... ... ...
APPLE TALK - DATA STREAM PROTOCOL (ADSP) .
APPLE TALK - SESSION PROTOCOL (ASP) .......
APPLET
APPLICATION
APPLICATION - AVAILABILITY ...
APPLICATION - PROGRAMMING INTERFACE (API) - SECURITY .SS
APPLICATION ARTIFACTS ...t
APPLICATION CONTROLS ... ..o
APPLICATION DEVELOPMENT
APPLICATION FORENSICS ....
APPLICATION GATEWAY ... ..
APPLICATION ISOLATION ...t WAM
APPLICATION LAYER
APPLICATION LAYER (OSI) - PROTOCOLS .......
APPLICATION LAYER (OSI) - WEB-BASED LAYER .
APPLICATION LAYER INTERPRETATION ...
APPLICATION LOGS: WEB SERVER LOGS AND FILES .
APPLICATION PROGRAMMING INTERFACE (API) ...
APPLICATION SECURITY CONTROL DEFINITION ...
APPLICATION SERVICE PROVIDER (ASP
APPLICATION SPECIFIC INTEGRATED CIRCUIT (ASIC)
APPLICATIONSTORES .......... ...
APPLICATION SYSTEM TESTING
APPLICATION WHITELISTING
APPLICATION-LAYER PROTOCOLS
APPLICATION-LAYER SECURITY .. ..
APPLICATION-LEVEL PROXIES ... ..ot
APPLICATION-SPECIFIC INTEGRATED CIRCUITS ... NS
APPLICATIONS ...
APPLICATIONS - ACCESS CONTROL AND .
APPLICATIONS - VIRTUALIZATION
APPLICATIONS DEVELOPMENT ... ...
APPLYING LAW TO CYBERSPACE AND INFORMATION TECHNOLOGIES . .LR
APPROACHES TO API BASED RECOVERY ...

APPROVED CRYPTOGRAPHIC ALGORITHMS
APPROVING AUTHORITY - RESPONSIBILITIES OF
APPROXIMATE ANALYSIS ...................... ..

APTS (ADVANCED PERSISTENT THREATS) ATTACKS ...AB
ARCHICTECTURE - DEFINED SOIM
ARCHICTECTURE - DYNAMIC INTERCONNECTIONS WITH . SOIM
ARCHICTECTURE - IN INFORMATION SECURITY APPROACH .. .RMG

ARCHICTECTURE - MEASUREMENT OF TECHNICAL SECURITY ..................... SOIM
ARCHICTECTURE - OF SECURITY PROGRAMS ... ... ... ... ...cciiiiiiiiiaa..

ARCHICTECTURE - OF TECHNICAL CONTROLS
ARCHITECTURAL PRINCIPLES .................
ARCHITECTURAL THREATS ..... .. e
ARCHITECTURE
ARCHITECTURE (SABSA) ...........

ARCHITECTURE - BELL-LAPADULA MODEL
ARCHITECTURE - BIBA MODEL
ARCHITECTURE - BREWER-NASH MODEL
ARCHITECTURE - CHINESE WALL MODEL .
ARCHITECTURE - CLARK-WILSON MODEL .
ARCHITECTURE - DESIGN ...
ARCHITECTURE - DESIGN - ACCOUNTABILITY .
ARCHITECTURE - DESIGN - AUTHORIZATION ..
ARCHITECTURE - DESIGN - CONTROLS ..........
ARCHITECTURE - DESIGN - DEFENSE-IN-DEPTH ...
ARCHITECTURE - DESIGN - DOCUMENTATION ...
ARCHITECTURE - DESIGN - LEAST PRIVILEGE .....
ARCHITECTURE - DESIGN - RISK-BASED CONTROLS ... ..
ARCHITECTURE - DESIGN - SEPARATION OF DUTIES .................ccooiiiinn..
ARCHITECTURE - ENTERPRISE ARCHITECTURE ...
ARCHITECTURE - GRAHAM-DENNING MODEL ....... ..
ARCHITECTURE - HARRISON-RUZZO-ULLMAN MODEL ........................... ... AAA
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ARCHITECTURE - INFORMATION SYSTEMS ARCHITECTURE ..
ARCHITECTURE - NETWORK ARCHITECTURE ...............
ARCHITECTURE - TRUST ARCHITECTURE-DMZ ........
ARCHITECTURE - TRUST ARCHITECTURE - EXTRANETS
ARCHITECTURE - TRUST ARCHITECTURE - INTERNET ...
ARCHITECTURE - TRUST ARCHITECTURE - INTRANETS ............................ ...
ARCHIVING PROCEDURES ........... ..
ARCHTECTURAL RISK ANALYSIS
ARMTRUSTZONE .....................
ARP (ADDRESS RESOLUTION PROTOCOL) ..
ARP SPOOFING ...
ARPSCAN
ARREST OF NATURAL PERSONS IN STATE TERRITORY .
ARTIFACT ANALYSIS ..............
ARTIFACTS AND FRAGMENTS .
AS/NZS 4360 ...............
ASLR ..o
ASLR (ADDRESS SPACE LAYOUT RANDOMIZATION) ..
ASP (APPLICATION SERVICE PROVIDER) .............
ASSERTIONS ...l ..
ASSESS THE SECURE SOFTWARE LIFECYCLE .......................................
ASSESSING THEEVIDENCE ................
ASSESSMENT AND DECISION .
ASSESSMENT CRITERIA ...... ..
ASSESSMENT FOCUS ... . e
ASSESSMENTS (US NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY) ...
ASSET CLASSIFICATION
ASSET IDENTIFICATION - IN INFORMATION RISK MANAGEMENT PROGRAM
ASSET IDENTIFICATION - IN RISK ASSESSMENT
ASSET IDENTIFICATION - IN RISK MANAGEMENT PROCESS
ASSET MANAGEMENT ...
ASSET OWNERSHIP ..
ASSET SECURITY .....
ASSET SEIZURE AND FORFEITU
ASSET VALUATION ................
ASSET VALUATION - INTANGIBLE .
ASSET VALUATION - TANGIBLE .
ASSETS ...l
ASSISTANCE ...
ASSOCIATION CONTROL SERVICE ELEMENT (ACSE) ..........cooviiiiiiiiiiiiiane..
ASSURANCE EVALUATION CRITERIA ... .o
ASSURANCE INTERNET PROTOCOL ENCRYPTOR (HAIPE) ..

ASSURANCE INTERNET PROTOCOL ENCRYPTOR (HAIPE) - WORK FACTOR
ASSURANCE PROCESS INTEGRATION - AS OUTCOME OF SECURITY PROGRAMS .. SOIM
ASSURANCE PROCESS INTEGRATION - AS RESULT OF INFORMATION SECURITY

GOVERNANGCE ... RMG

ASYMMETRIC .....ooeiiieeeieeeiiee
ASYMMETRIC ADVANTAGES AND DISADVANTAGES
ASYMMETRIC ALGORITHM ...
ASYMMETRIC ALGORITHM .
ASYMMETRIC CRYPTOGRAPHY .
ASYMMETRIC ENCRYPTION ...
ASYMMETRIC KEY ...
ASYMMETRIC KEY ENCRYPTION ........
ASYMMETRIC MODE MULTIPROCESSING .. .
ASYNCHONOUS TRANSFER MODE (ATM) .........ooieee oo NS
ASYNCHRONOUS -
ASYNCHRONOUS TOKEN GENERATING METHOD
ASYNCHRONOUS ENCRYPTION ................ .
ASYNCHRONOUS PASSWORD TOKENS ..........oeeiseeeiieeeeiieeeeeiin
ASYNCHRONOUS TIME DIVISION MULTIPLEXING (ATDM)
ASYNCHRONOUS TOKENS
ASYNCHRONOUS TRANSFER MODE (ATM) ... .
ATOMICITY CONSISTENCY ISOLATION AND DURABILITY (ACID) .................... osv
ATTACK
ATTACK ATTRIBUTION
ATTACK DETECTION ..
ATTACK GRAPHS ...
ATTACK RESISTANCE ANALYSIS
ATTACK SIGNATURE ..........
ATTACK SURFACE ..
ATTACK TREES ...
ATTACK TYPES ...
ATTACK(S) 802.LQ ................
ATTACK(S) ACCESS CONTROL (AC)
ATTACK(S) - ALGEBRAIC ... ..o
ATTACK(S) - ANALYTIC .
ATTACK(S)-ARP .....
ATTACK(S) - BAITING ...
ATTACK(S) - BETWEEN-THE-LINES
ATTACK(S) - BIRTHDAY ..............
ATTACK(S) - CHOSEN-CIPHERTEXT ..

)

)_

)_

)_

)_

)_

;_
ATTACK(S) - CHOSEN-PLAIN TEXT ... oo
ATTACK(S) - CIPHERTEXT-ONLY
ATTACK(S) - CROSS-SITE SCRIPTING (XSS) MAT
ATTACK(S) - CRYPTANALYTIC ............. ....C
ATTACK(S) - DICTIONARY ....... e
ATTACK(S) - DOUBLE-ENCAPSULATED 802. MAT
ATTACK(S) - FRAGGLE MAT
ATTACK(S) - IP FRAGMENTATION ... MAT
ATTACK(S) - IP FRAGMENTATION -NFS .................... MAT
ATTACK(S) - IP FRAGMENTATION - OVERLAPPING FRAGMEN MAT
ATTACK(S) - IP FRAGMENTATION - SMURF AND FRAGGLE ...
ATTACK(S) - KNOWN-PLAINTEXT
ATTACK(S) - MAC FLOODING
ATTACK(S) - MAN IN THE MIDDLE (MITM) ... ..o c
ATTACK(S) - MULTICAST BRUTE FORCE .
ATTACK(S) - PARKING LOT
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ATTACK(S) = PASSIVE ...\t AB
ATTACK(S) - PHISHING ... .AB
ATTACK(S) - PRETEXTING ............ .AB
ATTACK(S) - PREVENTATIVE MEASURES MAT
ATTACK(S) - RANDOM FRAME STRESS .. ..MAT
ATTACK(S) - REPLAY ...t
ATTACK(S) - SIDE-CHANNEL ........ oo it
ATTACK(S)-SMURF ................

ATTACK(S) - SOCIAL ENGINEERING .
ATTACK(S) - SOURCE CODE MALFORMED INPUT .........iiiiiiaiiiaiieeiin S
ATTACK(S) - SPANNING-TREE ... o\uuiiieeiieei e MAT
ATTACK(S) - STATE ............. ..SS
ATTACK(S) - STATISTICAL ...C
ATTACK(S) - SURFACE .. .MAT
ATTACK(S) - SYN FLOODING . MAT
ATTACK(S) - TAGGING ... ..MAT
ATTACK(S) - TAILGATING ............... ... AB
ATTACK(S) - TCP SEQUENCE NUMBER .............. NS
ATTACK(S) - TIME-OF-CHECK/TIME-OF-USE (TOC/TOU) ..SS
ATTACK(S) - TREE .. MAT
ATTACK(S) -WORMHOLE ........ooooii e MAT
ATTACKABILITY IMPLICATIONS .. ...\ oot DSS
ATTACKER ECONOMICS

ATTACKER MODEL .......

ATTACKING P2P SYSTEMS ...\t oo DSS
ATTACKS ..o CPS HS POR PLT C SS

ATTACKS - ACTIVE .....
ATTACKS - ALGEBRAIC .
ATTACKS - ANALYTIC
ATTACKS - BIRTHDAY

ATTACKS - CHOSEN-CIPHERTEXT ..C
ATTACKS - CHOSEN-PLAINTEXT ... .C
ATTACKS - CIPHERTEXT-ONLY .... .C
ATTACKS - CREATE OR IMPORT A CODESIGN CERTIFICATE . .0SV MAT
ATTACKS AGAINS CPSS ... .o s CPS
ATTACKSON ....................... -MAT
ATTACKS ON DIGITAL ASSISTANTS ... ..CPS
ATTACKS ON ETHERNET SWITCHES ............ ...NS
ATTACKS ON PHYSICAL LAYER IDENTIFICATION ..PLT
ATTACKS ON QUALITY ..., CPS
ATTESTATION

ATTRIBUTE BASED ACCESS CONTROL ..
ATTRIBUTE BASED CREDENTIALS .......... .
ATTRIBUTE-BASED ACCESS CONTROL (ABAC) ... .evvoeee oo AAA
ATTRIBUTE-BASED ENCRYPTION
ATTRIBUTES-ABAC .............cceveee.

ATTRIBUTING ACTION TO A STATE UNDER INTERNATIONAL LAW .
ATTRIBUTION ...
AUDIT APPROACH . ... e
AUDIT CHARTER .........
AUDIT DOCUMENTATION
AUDIT EVIDENCE .......
AUDIT FINDINGS TRACK
AUDIT HOOKS .............
AUDIT METHODOLOGY
AUDIT OBJECTIVE .
AUDIT PLANNING .
AUDIT POLICIES ...
AUDIT PROGRAM
AUDIT REPORT ..o
AUDITRISK ......
AUDIT STRATEGY
AUDIT TRAIL
AUDIT TRAILS
AUDIT TRAILS TECHNICAL CONTROLS
AUDIT(S) - INTERNAL ..
AUDIT(S) - LOGS
AUDIT(S) - RECORDS
AUDIT(S) - THIRD-PARTY .......
AUDIT-BASED TRANSPARENCY .
AUDITING SPECIFICATIONS ...
AUDITOR - RESPONSIBILITIES
AUDITOR - USE OF RISK REMEDIATION PLAN BY .
AUDITS .o
AUDITS - AND INCIDENT MANAGEMENT ..........
AUDITS - IN INFORMATION SECURITY STRATEGY
AUTH (AUTHENTICATION MODULE) ...........
AUTHENTICATION ..o
AUTHENTICATION AUTHORIZATION - ACLS ..
AUTHENTICATION - BIOMETRICS ..............
AUTHENTICATION - BIOMETRICS - BEHAVIORAL .............
AUTHENTICATION - BIOMETRICS - BIOMETRIC STANDARDS
AUTHENTICATION - BIOMETRICS - IMPLEMENTATION
AUTHENTICATION - BIOMETRICS - PHYSICAL USE .....
AUTHENTICATION - BIOMETRICS - PHYSIOLOGICAL .
AUTHENTICATION - CERTIFICATE-BASED
AUTHENTICATION - CHARACTERISTICS ... .o\
AUTHENTICATION - COMPUTER RECOGNITION SOFTWARE
AUTHENTICATION - CONTINUOUS
AUTHENTICATION - DUAL CONTROL ..
AUTHENTICATION - E-MAIL ...........
AUTHENTICATION - HEADER (AH) ...
AUTHENTICATION - IDENTIFICATION
AUTHENTICATION - IDENTIFICATION - ACCESS LEVEL REVIEW .
AUTHENTICATION - IDENTIFICATION - ACCOUNT NUMBER ..
AUTHENTICATION - IDENTIFICATION - CLEARANCE ........
AUTHENTICATION - IDENTIFICATION - METHODS
AUTHENTICATION - IDENTIFICATION - PIN
AUTHENTICATION - IDENTIFICATION - USERID ..............
AUTHENTICATION - IDENTIFICATION - USER REGISTRATION .
AUTHENTICATION - KERBEROS

.SOIM SSL LR
SOIM
.SOIM
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AUTHENTICATION - KNOWLEDGE
AUTHENTICATION - MULTIFACTOR ........
AUTHENTICATION - OTP (ONE-TIME PASSWORD)
AUTHENTICATION - OUT-OF-BAND VERIFICATION ..
AUTHENTICATION - OWNERSHIP - PASSWORDS DYNAMIC .
AUTHENTICATION - OWNERSHIP-RFID ..............................................
AUTHENTICATION - OWNERSHIP-SMART CARDS ...............................
AUTHENTICATION - OWNERSHIP - TOKENS ...
AUTHENTICATION - PASSWORD-BASED ... .
AUTHENTICATION - PASSWORDS STATIC ....... ... i
AUTHENTICATION - PERIODIC ... ..o
AUTHENTICATION - PERIPHERAL DEVICE RECOGNITION .
AUTHENTICATION - PROTOCOL
AUTHENTICATION - REVERSE ...
AUTHENTICATION - SMARTCARDS .......
AUTHENTICATION - TECHNICAL CONTROLS .
AUTHENTICATION-TOKENS ................
AUTHENTICATION - VULNERABILITIES AND
AUTHENTICATION AND IDENTIFICATION ......
AUTHENTICATION AND IDENTITY MANANGEMENT .
AUTHENTICATION AUTHORIZATION ... ... ... s
AUTHENTICATION AUTHORIZATION - ACCESS CONTROL MATRIX ..
AUTHENTICATION AUTHORIZATION - DIRECTORIES
AUTHENTICATION AUTHORIZATION-SSO .............. .
AUTHENTICATION AUTHORIZATION - SYSTEM ACCESS .......................... ..
AUTHENTICATION FOR CREDIT OR RESPONSIBILITY
AUTHENTICATION HEADERS .......................
AUTHENTICATION IN DISTRIBUTED SYSTEMS . .
AUTHENTICATION PROTOCOLS ...
AUTHENTICATION TOKENS ...
AUTHENTICATION VS VERIFIED ASSOCIATION .
AUTHENTICITY/AUTHENTICATION ..........
AUTHENTICODE ............

AUTHORISATION .........

AUTHORITATIVE SERVERDNS ......... ...
AUTHORITY IN INFORMATION RISK MANAGEMENT PROGRAM
AUTHORITY TO OPERATE (ATO) .
AUTHORIZATION ....... ... ...,
AUTHORIZATION - ACCESS CONTROL MATRIX . ..
AUTHORIZATION - ACLS ... .o
AUTHORIZATION - DIRECTORIES
AUTHORIZATION - DIT (DIRECTORY INFORMATION TREE) ...............
AUTHORIZATION - LDAP (LIGHTWEIGHT DIRECTORY ACCESS PROTOCOL) ..
AUTHORIZATION - RDN (RELATIVE DISTINGUISHED NAME) ...............ooooiui AAA
AUTHORIZATION - SSO (SINGLE SIGN-ON)
AUTHORIZATION - SYSTEM ACCESS .........
AUTHORIZATION - VULNERABILITIES AND S
AUTHORIZATION ADVOCATE RESPONSIBILITIESOF ................................ RMG

AUTHORIZATIONTIMING ........ o SOIM
AUTHORIZED USERS ........ ..o e AAA
AUTHORIZING OFFICIALS (AOS) ............... . SOIM RMG
AUTHORIZING OFFICIALS - RESPONSIBILITIES OF .. ...SOIM RMG
AUTHORIZING OFFICIALS - ROLE OF IN CONTINUOUS MONITORING ............... SOIM

AUTO-SPREADING ....... ... ..o i i,
AUTOMATED SOFTWARE DIVERSITY
AUTOMATED TESTING TOOLS .
AUTOMATIC LOGOUTS ..........
AUTOMATIC UPDATES INAPPS .......
AUTOMATIC UPDATES IN BROWSERS
AVAILABILITY oo
AVALANCHE EFFECT - ENCRYPTION .
AWARENESS ........................
AWARENESS - FORACTION PLAN ... ...
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COMPUTERCRIME ..................
COMPUTER ETHICS INSTITUTE (CEl)
COMPUTER FORENSICS ..
COMPUTER MISUSE ACT ...
COMPUTER SECURITYACT ................................ .
COMPUTER SECURITY INCIDENT RESPONSE TEAM (CSIRT) ............coooee...
COMPUTER-AIDED SOFTWARE ENGINEERING (CASE) ..........ooooviiiiiiiii
COMPUTER/CYBER CRIME - CHILD PORNOGRAPHY SCAREWARE .
COMPUTER/CYBER CRIME - CITADEL RANSOMWARE ...........
COMPUTER/CYBER CRIME - CRYPTOLOCKER RANSOM WARE
COMPUTER/CYBER CRIME - FAKE OR ROGUE ANTI-VIRUS SOFTWARE ..............
COMPUTING - CLOUD - CHARACTERISTICS
COMPUTING-GRID ...........oooiiiiiia .
CONCEALMENT CIPHER ... ..o
CONCENTRATORS
CONCEPTUAL MODELS .
CONCOLIC EXECUTION .
CONCURRENCY ...
CONCURRENCY BUGS ..
CONCURRENCY BUGS AND DOUBLE FETCH .
CONDUCT ...
CONDUCTING THE BUSINESS IMPACT ANALYSIS (BIA) ...
CONFIDENTIAL DATA DISPOSALOF ...........
CONFIDENTIAL DATA SENSITIVITY ..
CONFIDENTIALITY
CONFIDENTIALITY INTEGRITY AND AVAILABILITY ...
CONFIDENTIALITY LEVEL (CL) ...................
CONFIGURATION MANAGEMENT
CONFIGURATION MANAGEMENT/CONFIGURATION CONTROL ...................... SSL
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CONFIRMATION BIAS
CONFLICT OF LAW - CONTRACTS .
CONFLICT OF LAW ~ ELECTRONIC SIGNATURES AND TRUST SERVICES
CONFUSED DEPUTY ATTACKS
CONFUSION ..................

CONSENSUS ... oo
CONSERVATIVE CONTROL
CONSISTENCY
CONSTANT ...........c......
CONSTANT TIME EXECUTION ...
CONSTITUENCY FOR INCIDENT MANAGEMENT
CONSTRAINED DELEGATION ................
CONSTRAINED RBAC .........
CONSTRAINING ACTUATION .
CONSTRAINTS IN INFORMATION SECURITY STRATEGY DEVELO
CONSTRUCTIONS BASED ON ELLIPTIC CURVES
CONSTRUCTIONS BASED ONRSA .............
CONSTRUCTIVE COST MODEL (COCOMO) ..
CONSUMERCHOICE ........................
CONTACTLESS CARD READERS .
CONTAINERS ...t
CONTAINMENT IN INCIDENT RESPONSE PLAN
CONTENT - DISTRIBUTION NETWORKS
CONTENT FILTERING ...................
CONTENT GENERATION ...t
CONTENT ISOLATION ... oot
CONTENT SECURITY POLICY (CSP) .
CONTENT-BASED ACCESS ..........
CONTEXT-BASED ACCESS
CONTEXTUAL INQUIRY
CONTINGENCY PLAN ........
CONTINUITY MANAGEMENT
CONTINUOUS AND INTERMITTENT SIMULATION (CIS)
CONTINUOUS AUDITING ..........eoeeveeaaennn..
CONTINUOUS AUTHENTICATION .
CONTINUOUS MONITORING
CONTINUOUS MONITORING - CONFIGURATION MANAGEMENT/CONFIGURATION
CONTROL © ..ot SOIM
CONTINUOUS MONITORING - INFORMATION SECURITY CONTINUOUS MONITORING
(ISCM) STRATEGY ... ...\t
CONTRACT ..ot
CONTRACTS ..o
CONTRIBUTION OF SIEM TO ANALYSIS AND DETECTION
CONTROL

..SOIM POR CPS RMG

CONTROL ACTIVITIES ....RMG
CONTROL ANALYSIS . .RMG
CONTROL CENTER ......... ...S0IM
CONTROL FLOW INTEGRITY ... SSHS
CONTROL FUNCTIONS

CONTROL IMPLEMENTATION .. SOIM
CONTROL MATRIX ........... .. AAA
CONTROL MONITORING .SOIM

CONTROL OBJECTS FOR INFORMATION AND RELATED TECHNOLOG
CONTROL RECOMMENDATIONS
CONTROL REQUIREMENTS ...
CONTROLRISK ..............
CONTROL SELF-ASSESSMENT (
CONTROL TECHNOLOGY CATEGORIES
CONTROL TYPES
CONTROL(S) - ADMINISTRATIVE
CONTROL(S) - ASSESSMENT/MONITORING .
CONTROL(S) - COMPENSATING ........
CONTROL(S) - CORRECTIVE
CONTROL(S) - DATA SECURITY
CONTROL(S) - DETECTIVE ......
CONTROL(S) - DETERRENT . .
CONTROL(S) - DIRECTIVE ......ouuite e
CONTROL(S) - FRAMEWORKS - COMPREHENSIVE
CONTROL(S) - FRAMEWORKS - CONSISTENT ......
CONTROL(S) - FRAMEWORKS - MEASURABLE .
CONTROL(S) - FRAMEWORKS - MODULAR ..
CONTROL(S) - FRAMEWORKS - STANDARDIZED .
CONTROL(S) - FUNCTIONS ....................
CONTROL(S)-LAYER .................
CONTROL(S) - LOGICAL (TECHNICAL) ..
CONTROL(S) - PREVENTATIVE ........
CONTROL(S) - RECOVERY ...
CONTROL(S) - SERVER ... ..o
CONTROL(S) - TYPES
CONTROL-FLOW HIJACK ATTACKS .
CONTROL-FLOW INTEGRITY ........
CONTROL-FLOW RESTRICTIONS
CONTROLLER AND PROCESSOR
CONTROLS ..................
CONTROLS - ANALYSIS OF
CONTROLS - AS STRATEGY IMPLEMENTATION RESOURCES ....................... SOIM
CONTROLS - CATEGORIES OF
CONTROLS - DEFINED ..........

CONTROLS-DESIGN ..........coiieiinieiie
CONTROLS - FOR INFORMATION SECURITY STRATEGY ..
CONTROLS - FOR SECURITY PROGRAMS ................
CONTROLS - FUNCTIONALITY VERSUS EFFECTIVENESS .
CONTROLS - IN RISK ASSESSMENT ....................
CONTROLS - IN RISK MANAGEMENT ..
CONTROLS - MODIFICATION OF ...
CONTROLS - OPERATIONAL .. .
CONTROLS - PREVENTIVE ...\ttt
CONTROLS - RECOVERY ..ottt
CONTROLS - TECHNICAL .................
CONTROLS - TECHNICAL - AUDIT TRAILS ... .
CONTROLS - TECHNICAL - AUTHENTICATION ...........cooiiiiiiiainaiainns. AAA
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CONTROLS - TECHNICAL - IDENTIFICATION ....
CONTROLS - TECHNICAL - LOGICAL .........
CONTROLS - TECHNICAL - PUBLIC ACCESS ..
CONTROLS-TESTING .....................
CONTROLS - VALIDATION ........... .
CONTROLS -WITH ARCHITECTURE ... .. .. ... i
CONTROLS POLICY ...
CONVERGED COMMUNICATIONS ...
CONVERGED COMMUNICATIONS - FCOE (FIBRE CHANNEL OVER ETHERNET) ........
CONVERGED COMMUNICATIONS - ISCSI (INTERNET SMALL COMPUTER SYSTEM
INTERFACE) ... CPS
CONVERGED COMMUNICATIONS - MPLS (MULTI-PROTOCOL LABEL SWITCHING) ....NS
COOKIE-BASED TECHNIQUES . POR
COOKIES .................

COORDINATE

COORDINATED RESOURCES CLUSTERING ............ ...
COORDINATED SPREAD SPECTRUM TECHNIQUES .
COORDINATING IRT ...
COORDINATION CLASSES AND ATTACKABILITY ....................
COORDINATION OF RESOURCES VS COORDINATION OF RESOURCES
COORDINATION PRINCIPLES
COPYRIGHT
COQ...........t ..
CORE CONCEPTS ... o e
CORE REGULATORY PRINCIPLES
CORPORATE GOVERNANCE ...
CORPORATE NETWORKS ...
CORPORATE SECURITY ...t
CORPORATE SECURITY POLICY
CORRECT IMPLEMENTATION ...
CORRECT USE
CORRECTIVE ACTION - INCLUSION OF IN RISK REMEDIATION PLAN .
CORRECTIVE ACTION - VALIDATING
CORRECTIVE CONTROLS ............
CORRELATION BETWEEN ALERTS
CORRELATION BETWEEN ALERTS AND EXTERNAL SERVICES
CORRELATION BETWEEN ALERTS AND THE ENVIRONMENT ..........

CORRELATION IN SECURITY INFORMATION AND EVENT MANAGEMENT .
CORRESPONDENCE PROPERTIES ........ ... ... ... i i,
COSO (COMMITTEE OF SPONSORING ORGANIZATIONS) ...
COST-BENEFIT ANALYSIS
COST-EFFECTIVENESS
COSTS - AS INFORMATION SECURITY STRATEGY CONSTRAINT .................... RMG
COSTS - LOWERING WITH CLOUD COMPUTING
COSTS - METRICS FORMEASURING .............
COSTS - OF RISK ASSESSMENT ...

COTTONMOUTH

COUNTER MODE WITH CIPHER BLOCK CHAINING MESSAGE AUTHENTICATION CODE
PROTOCOL (CCMP) ... C
COUNTERMEASURE SELECTION . ..S0IM

COUNTERMEASURES .........
COUNTERMEASURES - DEFINED ...........covuiisiiiieaeins,
COUNTERMEASURES - FOR INFORMATION SECURITY STRATEGY .
COUNTERMEASURES - FOR SECURITY PROGRAMS .............
COUNTERMEASURES - IN RISK MANAGEMENT ...............
COUNTERMEASURES - IN SECURITY PROGRAM MANAGEMENT
COVERAGE - CONDITION
COVERAGE - DATA FLOW
COVERAGE - DECISION (BRANCH) ... ..o oo ss
COVERAGE-LOOP ................
COVERAGE - MULTI-CONDITION .
COVERAGE - PATH
COVERAGE - STATEMENT
COVERT CHANNEL(S) ...............
COVERT CHANNEL(S) - CONTROLS
COVERT CHANNEL(S) - STORAGE CHANNELS
COVERT CHANNEL(S) - TIMING CHANNELS
COVERT CHANNELS
CPSDOMAINS ......
CRAFTED PACKETS
CRAFTED PACKETS - SOURCE ROUTING EXPLOITATION ........
CRAMM (CCTA RISK ANALYSIS AND MANAGEMENT METHOD) .
CRC (CYCLICAL REDUNDANCY CHECK) ...........cccvveen... ....C
CREATE FILES/WRITE DATA PERMISSION .........
CREATE FOLDERS/APPEND DATA PERMISSION ...
CREATE OR IMPORT A CODESIGNING CERTIFICATE
CREATION OF CONFIDENCE
CREATIVE SECURITY ENGAGEMENTS ....... . oo
CREDENTIAL ...
CREDENTIAL HARVESTER ATTACK METHOD
CREDENTIAL MANAGEMENT SYSTEMS
CREDIT CARD PROCESSORS ........eeeeiee e ee et
CREDIT CARD SAFETY ......

CRIME - COMPUTER ...
CRIME - SCENE
CRIME SCRIPTING ...ttt e
CRIMES AGAINST INFORMATION SYSTEMS
CRIMINAL LAW ...
CRIMINAL LIABILITY .
CRITICAL FUNCTION LAYER ... .ovuiiieeiieeieen
CRITICAL INFORMATION INFRASTRUCTURE ACT OF 2002 ...
CRITICAL INFRASTRUCTURE INFORMATION DEFINITION OF
CRITICAL PATH METHOD (CPM) ..
CRITICAL SUCCESS FACTORS (CSFS)
CRITICALITY ...
CRITICALITY - ASSESSMENT
CRITICALITY - CHANGES IN

CRITICALITY - DEFINED ... ..SO0IM
CRITICALITY - OF ASSETS ....SOIM
CRITICALITY -RANKING ... e SOIM RMG
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CRITICALITY - SYSTEM OWNERVIEWOF ..................................... SOIM RMG

CRITICALITY ANALYSIS . ... SOIM
CRL (CERTIFICATE REVOCATION LIST) .. ..C
CRO (CHIEF RISK OFFICER) ................. RMG

CROSS-BORDER CRIMINAL INVESTIGATION .
CROSS-REFERENCING MALCODE NAMES
CROSS-SITE REQUEST FORGERY (CSRF) ...
CROSS-SITE RESOURCE SHARING
CROSS-SITE SCRIPTING ............
CROSS-SITE SCRIPTING (XSS)
CROSSCUTTING SECURITY
CROSSTALK .......
CRYPTANALYSIS ..
CRYPTANALYSIS - DIFFERENTIAL ...
CRYPTANALYSIS - LINEAR ........
CRYPTANALYTIC - ALGEBRAIC .
CRYPTANALYTIC - BIRTHDAY .....
CRYPTANALYTIC - BRUTE FORCE .........
CRYPTANALYTIC - CIPHERTEXT CHOSEN .
CRYPTANALYTIC - CIPHERTEXT-ONLY ..
CRYPTANALYTIC - DICTIONARY

Dol
ocoooonoooob

CRYPTANALYTIC-FACTORING ....................
CRYPTANALYTIC - FREQUENCY ANALYSIS ..
CRYPTANALYTIC - IMPLEMENTATION ATTACKS
CRYPTANALYTIC - LINEAR CRYPTANALYSIS . ...
CRYPTANALYTIC - PLAINTEXT ............
CRYPTANALYTIC - RAINBOW TABLES
CRYPTANALYTIC - RANDOM NUMBER GENERATORS ...........ccooiiiiiiiiiiii,
CRYPTANALYTIC -REPLAY ...
CRYPTANALYTIC - REVERSE ENGINEERING .
CRYPTANALYTIC - SOCIAL ENGINEERING ...
CRYPTANALYTIC - TEMPORARY FILES ....
CRYPTANALYTIC ATTACKS - ALGEBRAIC .
CRYPTANALYTIC ATTACKS - BIRTHDAY ...
CRYPTANALYTIC ATTACKS - BRUTE FORCE ......
CRYPTANALYTIC ATTACKS - CIPHERTEXT CHOSEN ...
CRYPTANALYTIC ATTACKS - CIPHERTEXT-ONLY .....
CRYPTANALYTIC ATTACKS - DICTIONARY ...................
CRYPTANALYTIC ATTACKS - DIFFERENTIAL CRYPTANALYSIS .
CRYPTANALYTIC ATTACKS - FACTORING ...
CRYPTANALYTIC ATTACKS - FREQUENCY ANALYSIS .......
CRYPTANALYTIC ATTACKS - IMPLEMENTATION ATTACKS .
CRYPTANALYTIC ATTACKS - LINEAR CRYPTANALYSIS
CRYPTANALYTIC ATTACKS - PLAINTEXT
CRYPTANALYTIC ATTACKS - RAINBOW TABLES ...........
CRYPTANALYTIC ATTACKS - RANDOM NUMBER GENERATORS
CRYPTANALYTIC ATTACKS - REPLAY
CRYPTANALYTIC ATTACKS - REVERSE ENGINEERING ..................................
CRYPTANALYTIC ATTACKS - SOCIAL ENGINEERING .
CRYPTANALYTIC ATTACKS - TEMPORARY FILES ...
CRYPTOCURRENCIES ............
CRYPTOCURRENCY MINING
CRYPTOGRAM ...............
CRYPTOGRAPHIC - LIFECYCLE .....
CRYPTOGRAPHIC - PROTECTIONS ..
CRYPTOGRAPHIC - SYSTEMS ....
CRYPTOGRAPHIC ALGORITHM .............. ..
CRYPTOGRAPHIC ALGORITHMS AT RTLLEVEL ........ ... ... ..., H
CRYPTOGRAPHIC HASHES
CRYPTOGRAPHIC HASHING ............
CRYPTOGRAPHIC SECURITY MODELS
CRYPTOGRAPHIC STRENGTH
CRYPTOGRAPHY
CRYPTOGRAPHY - HISTORY ......
CRYPTOGRAPHY - ASYMMETRIC
CRYPTOGRAPHY - ASYMMETRIC - ALGORITHMS
CRYPTOGRAPHY - ASYMMETRIC - CONFIDENTIAL MESSAGES ........................
CRYPTOGRAPHY - ASYMMETRIC - DIFFIE-HELLMAN .........
CRYPTOGRAPHY - ASYMMETRIC-ECC ..............
CRYPTOGRAPHY - ASYMMETRIC - EL GAMAL .
CRYPTOGRAPHY - ASYMMETRIC - OPEN MESSAGES ..
CRYPTOGRAPHY - ASYMMETRIC - RSA
CRYPTOGRAPHY - DIGITAL SIGNATURES
CRYPTOGRAPHY - HASH FUNCTIONS ..
CRYPTOGRAPHY - HASH FUNCTIONS - ATTACKS ..
CRYPTOGRAPHY - HASH FUNCTIONS - HAVAL ............. ..., .
CRYPTOGRAPHY - HASH FUNCTIONS - MD (MESSAGE DIGEST) 24 AND 5 .............
CRYPTOGRAPHY - HASH FUNCTIONS - RIPEMD-160 ...................................
CRYPTOGRAPHY - HASH FUNCTIONS - SHA (SECURE HASH ALGORITHM) 0 TAND 2 ..
CRYPTOGRAPHY - HMAC .
CRYPTOGRAPHY -HYBRID ... .. ... e
CRYPTOGRAPHY - MAC (MESSAGE AUTHENTICATION CODE)
CRYPTOGRAPHY - MESSAGE DIGESTS .......................
CRYPTOGRAPHY - NON-REPUDIATION ..
CRYPTOGRAPHY - PGP
CRYPTOGRAPHY - QUANTUM CRYPTOGRAPHY
CRYPTOGRAPHY - SYMMETRIC ...............
CRYPTOGRAPHY - SYMMETRIC - DES ...
CRYPTOGRAPHY AND ACCESS CONTROL .
CRYPTOGRAPHY-BASED ACCESS CONTROL
CRYPTOJACKING .........................
CRYPTOLOGY .....
CRYPTOSYSTEM ..
CRYPTOVARIABLE .
CRYPTOVERIF ......... ..
CSASTAR CERTIFICATION ... o s
CSFS (CRITICAL SUCCESS FACTORS)
CSM (CONFIGURATION SETTING MANAGEMENT) .
CSMA (CARRIER SENSE MULTIPLE ACCESS) ...........cciiiviiiiiiininn... ..
CSMA/CA (CARRIER SENSE MULTIPLE ACCESS WITH COLLISION AVOIDANCE) ...... PLT
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CSMA/CD (CARRIER SENSE MULTIPLE ACCESS WITH COLLISION DETECTION) ...... PLT
CSO (CHIEF SECURITY OFFICER) .RMG
CTO (CHIEF TECHNOLOGY OFFICER) .. ...RMG
CTR ... ....C
CTR (COUNTER) BLOCK CIPHER MODE ..

CULTURAL NEEDS
CULTURE
CULTURE - AND SECURITY PROGRAMS
CULTURE-ASENABLERS ................cccciiiiiiiiio,

CULTURE - AS INFORMATION SECURITY STRATEGY CONSTRAINT .................... HF
CULTURE - DYNAMIC INTERCONNECTIONS WITH
CULTURE - IN INFORMATION SECURITY ............
CULTURE - IN SECURITY PROGRAMS ..
CURRENT
CURRENT RISK STA
CUSTODIANSHIP
CUSTOMERS DON'T APPLY PATCHES

CVE .

CVE (COMMON VULNERABILITIES AND EXPOSURES) . .S0IM
CVESAND CWES ... .. SS
OV S SOIM SSL

CYBER ATTACK
CYBER CRIME ...
CYBER DOMAIN
CYBER ESPIONAGE IN PEACETIME
CYBER INSURANCE MODELS
CYBERKILLCHAIN ............
CYBER SECURITY DEFINITION .....ooiiii
CYBER SECURITY KNOWLEDGE MANAGEMENT
CYBER-CONFLICT ...,
CYBER-DEPENDENT ORGANIZED CRIME ...............
CYBER-ENABLED CRIME VS CYBER-DEPENDENT CRIME ..
CYBER-ENABLED ORGANIZED CRIME ................
CYBER-PHYSICAL SYSTEMS .......
CYBER-THREAT INTELLIGENCE ....
CYBER-THREAT INTELLIGENCE (CTI) ..
CYBERBULLYING ...
CYBERCRIME ... ..
CYBERCRIMINALS ... .
CYBERSECURITY (INSURANCE COVERAGE)
CYBERSTALKING ..........................
CYCLICAL REDUNDANCY CHECK (CRC)

D

DAC (DISCRETIONARY ACCESS CONTROL) ...
DAMAGE ASSESSMENT TEAMS ...........
DAMAGE EVALUATION ...
DAMAGE OF INFORMATION .
DANGEROUS FUNCTIONS ...
DAR (DATAATREST) ..........cee..
DAS (DIRECT ATTACHED STORAGE) .
DATA-ACCESS ...............

DATA - ACCESS CONTROL ..
DATA-ANALOG ...
DATA - AT REST ...
DATA-AUDIT .....
DATA - BREACHES
DATA - CENTER BRIDGING EXCHANGE PROTOCOL (DCBX) ..
DATA - CLEANING ...
DATA - COMMUNICATIONS .
DATA - CONNECTIVITY ...... ..
DATA - CUSTODIAN ...t
DATA - CUSTODIANSHIP ...
DATA - DEGAUSSING ...
DATA - DIDDLING .....
DATA - DIGITAL ...
DATA - DISCLOSURE
DATA - DISPOSAL ...
DATA-DLP ...........
DATA-DLP-BLOCKING .........

DATA - DLP - DATA DISCOVERY ..........
DATA - DLP - DETECTION/MONITORING . ..
DATA-DLP-LABELING ... ...
DATA - DLP - POLICY CREATION
DATA - DLP - PREVENTING ...
DATA - DLP - REPORTING .
DATA - DOCUMENTATION
DATA-ENCRYPTION KEYS ... ... e
DATA - ENCRYPTION STANDARD (DES) ...............
DATA - ENCRYPTION STANDARD (DES) - DOUBLE DES
DATA - ENCRYPTION STANDARD (DES) - TRIPLE DES (3DES)
DATA - ERASING
DATA - EXECUTION PREVENTION (DEP)
DATA - FLOW CONTROL ...............
DATA - HIDING ...
DATA - HISTORIAN ..

DATA-INTRANSIT ........................
DATA - INFORMATION - BUSINESS OWNERS ...
DATA - INFORMATION - CUSTODIAN/STEWARD ..
DATA-IRM ...
DATA - LEAK/LOSS PREVENTION (DLP) ..
DATA - LIFECYCLE CONTROL
DATA-MANAGEMENT ... e

.SOIM RMG
.SOIM RMG
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DATA-MINING ... .o POR

DATA - OUTPUT ... F
DATA - OVERWRITING .S0IM
DATA-OWNER ....... .S0IM
DATA - OWNERSHIP

DATA - POLICY

DATA - PUBLISHING .
DATA - QUALITY .....
DATA - REFORMATTING
DATA - REMANENCE
DATA-RETENTION ...

DATA - SCRUBBING ... ..ottt POR
DATA - SECURITY ... ..POR
DATA - STANDARDS . .S0IM

DATA - STORAGE
DATA - VULNERABILITIES - DEDUPLICATION
DATA - VULNERABILITIES - DISPOSAL .........
DATA - VULNERABILITIES - ENCRYPTION KEYS
DATA - VULNERABILITIES-IRM .............

DATA - VULNERABILITIES - OUTPUT ...
DATA - VULNERABILITIES - RETENTION
DATA - VULNERABILITIES - SCRUBBING
DATA - VULNERABILITIES - STORAGE ...
DATA ABSTRACTION LAYERS .............
DATA ACCESS CENSORSHIP RESISTANCE
DATA ACQUISITION ... e
DATA AGGREGATION .....................
DATA ANALYSIS EVENT DATA ANALYSIS ..
DATA ANALYTICS AS A SERVICE
DATA ANONYMIZATION ..o
DATACENTER .........
DATA CLASSIFICATION ...
DATA CLASSIFICATION - DOCUMENTATION .
DATA CLASSIFICATION - LLC (LOGICAL LINK CONTROL) ...
DATA CLASSIFICATION - MAC (MEDIA ACCESS CONTROL) .
DATACOLLECTION ...

DATA COLLECTION - RISK ASSESSMENT PROCESS RMG
DATA COMMUNICATION .......................... ...NS
DATA CONFIDENTIALITY . ..POR
DATA CONSISTENCY ... e DSS
DATA CUSTODIAN

DATA DELETION ...
DATA DICTIONARY ...
DATA DICTIONARY/DIREC
DATADIDDLING .. ...
DATA ENCRYPTION
DATA ENCRYPTION AND KEY MANAGEMENT .
DATA ENCRYPTION MECHANISMS ...
DATA ENCRYPTION STANDARD (DES) ........ooiiiiiiiiiiiiiii i
DATA FILE CONTROL PROCEDURES ...
DATAHIDING ................
DATA HISTORIAN ..
DATA INTEGRILY ...
DATAINTEGRITY ...............
DATA LEAK PROTECTION (DLP)
DATA LEAKAGE
DATALEAKS .....
DATA MASKING .
DATA MINING
DATANORMALIZATION ... o e
DATA OBFUSCATION .
DATA OWNER

DATAPROTECTION ...t
DATA PROTECTION DIRECTIVES ............
DATA PUBLISHING CENSORSHIP RESISTANCE
DATA RECOVERY & FILE CONTENT CARVING
DATA REDUNDANCY
DATA RETENTION .
DATASECURITY ...

DATA SENSITIVITY - ASSESSMENT PROCESS
DATA SENSITIVITY - ASSESSMENT RESPONSIBILITY
DATA SENSITIVITY -CHANGESIN ...................
DATA SENSITIVITY - RANKING ...
DATA SOVEREIGNTY .........
DATA STORAGE ASASERVICE ..............
DATA SUBJECT, PERSONAL DATA (AND PII) .
DATA TERMINAL EQUIPMENT
DATA TRANSPORTATION ...
DATA WAREHOUSE ...
DATAWIPING ......
DATA-DEPENDENCY ...
DATA-FLOW INTEGRITY
DATA-ONLY-ATTACKS ..
DATA-TRANSFER ......
DATABASE - BACKUP
DATABASE - INTERFACE LANGUAGES ... osv
DATABASE - INTERFACE LANGUAGES - ONLINE ANALYTICAL PROCESSING (OLAP) . OSV
DATABASE - INTERFACE LANGUAGES - OPEN DATABASE CONNECTIVITY (ODBC) ...0SV

DATABASE - MAINTENANCE ........... . osv
DATABASE - MANAGEMENT SYSTEM (DBMS) - ITECTURE ..0sv
DATABASE - MODEL - OBJECT-ORIENTED ... .0sv
DATABASE - SECURITY ................. osv
DATABASE - VULNERABILITIES ..... .MAT
DATABASE ADMINISTRATOR (DBA) ......... RMG

DATABASE MANAGEMENT SYSTEM (DBMS) ..
DATABASE SPECIFICATIONS ... .. .. osv
DATABASES ... ..

DATABASES - ENCRYPTION
DATASETS ...........................

DCB (DATA CENTER BRIDGING) STANDARDS ...........ccooiiiiiiiiiiiiiiiaianns CPS
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DCB (DATA CENTER BRIDGING) STANDARDS - DCBX (DCB EXCHANGE PROTOCOL) . CPS
DCB (DATA CENTER BRIDGING) STANDARDS - ETS (ENHANCED TRANSMISSION
SELECTION)
DCB (DATA CENTER BRIDGING) STANDARDS - PFC (PRIORITY-BASED FLOW CONTROL)
cPs

DCB (DATA CENTER BRIDGING) STANDARDS - QCN (QUANTIZED CONGESTION
NOTIFICATION) ..o
DDOS (DISTRIBUTED DENIAL-OF SERVICE) .........
DDOS (DISTRIBUTED DENIAL-OF-SERVICE) ATTACK
DDOS ATTACKS ...ttt et
DDOS DEFENCES .. ...\ ottt e
DDOS DETECTION .. ...\ oo et
DE MINIMIS EXCEPTIONS TO CRIMES AGAINST INFORMATION SYSTEMS .
DE-ANONYMISATION ...
DEADLOCK ...........
DEADLOCKS (DOS) .
DEBUGGING ..............

DECENTRALISED P2P MODELS .............eoevn....
DECENTRALISED POINT-TO-POINT INTERACTIONS ACROSS DISTRIBUTED El
WITHOUT A CENTRALISED COORDINATION SERVICE ..............covueeeeenn..
DECENTRALIZATION .. ..ot e
DECIPHER
DECISION ALGORITHMS ...
DECISION SUPPORT SYSTEMS (DSS) .
DECISIONISTIC ...ttt e
DECODING
DECODING ENCRYPTION
DECRYPTION ...........
DECRYPTION KEY
DEFAULT PASSWORDS AND CREDENTIALS . ..
DEFENSE-IN-DEPTH ...................
DEFENSE-IN-DEPTH DESIGN ..
DEFENSIVE PROGRAMMING ..
DEFINE METRICS AND COMPLIANGE REPORTING ..
DEFINE SECURITY REQUIREMENTS .........................
DEFINING INCIDENT MANAGEMENT PROCESSES (CMU/SED .
DEFINITION OF CYBER SECURITY .
DEFINITIONS .....oovieneiieiieeenn
DEFINITIONS AND CONCEPTUAL MODELS .
DEGAUSS
DEGAUSSING
DEGRADED PERFORMANCE ...
DELEGATION AND REVOCATION .
DELETE PERMISSION
DELETING DATA
DELIVERY .........
DELPHI METHOD
DELPHI METHOD - EVENT TREE ANALYSIS
DELPHI METHOD - FAULT TREE ANALYSIS .
DELTARELEASE ...........c.c.oevvinn...
DEMAND MANAGEMENT ... ot ei e
DEMATERIALISATION OF DOCUMENTS AND ELECTRONIC TRUST SERVICES
DEMILITARISED ZONE (DMZ) ..o\ oee oo
DEMILITARIZED ZONE (DMZ) .
DENIAL OF AUTHORIZATION
DENIAL OF SERVICE ......
DENIAL OF SERVICE (DOS) ..........
DENIAL-OF-SERVICE (DOS) ATTACK ... -
DENSE-WAVE DIVISION MULTIPLEXERS (DWDMS) ... ... oveeieeeeeeeaeeenn PLT
DEP (DATA EXECUTION PREVENTION) .
DEPENDENCY MODELLING ............
DEROGATIONS ALLOWING TRANSFERS .

C

DES (DATA ENCRYPTION STANDARD) C
DES (DATA ENCRYPTION STANDARD) - ADVANTAGES ... C
DES (DATA ENCRYPTION STANDARD) - ARCHITECTURE C
DES (DATA ENCRYPTION STANDARD) - ARCHITECTURE - ACCOUNTABILIT C
DES (DATA ENCRYPTION STANDARD) - ARCHITECTURE - AUTHORIZATION ............ C
DES (DATA ENCRYPTION STANDARD) - ARCHITECTURE - CONTROLS .......... ..C
DES (DATA ENCRYPTION STANDARD) - ARCHITECTURE - DEFENSE-IN-DEPTH . C
DES (DATA ENCRYPTION STANDARD) - ARCHITECTURE - DOCUMENTATION ... C
DES (DATA ENCRYPTION STANDARD) - ARCHITECTURE - LEAST PRIVILEGE ....... ..C
DES (DATA ENCRYPTION STANDARD) - ARCHITECTURE - RISK-BASED CONTROLS ..... C
C

C

C

C

C

C

C

C

C

C

DES (DATA ENCRYPTION STANDARD) - ARCHITECTURE - SEPARATION OF DUTIES .....
DES (DATA ENCRYPTION STANDARD) - BLOCK CIPHER MODES ... ..
DES (DATA ENCRYPTION STANDARD) - DETAILED DESIGN ......
DES (DATA ENCRYPTION STANDARD) - DISADVANTAGES ... ..
DES (DATA ENCRYPTION STANDARD) - DOUBLEDES .............coooiiiiiiiiiiinnn
DES (DATA ENCRYPTION STANDARD) - GENERAL DESIGN DOCUMENT ................
DES (DATA ENCRYPTION STANDARD) - MEET-IN-THE-MIDDLE .......

DES (DATA ENCRYPTION STANDARD) - RELEASE MANAGEMENT .
DES (DATA ENCRYPTION STANDARD) - STREAM MODES
DES (DATA ENCRYPTION STANDARD) - SYMMETRIC CRYPTOGRAPHY .................
DESIGN

DESIGN PROCESS .. ...
DESIGNATED APPROVING AUTHORITY (DAA) ..
DESIRED STATE FOR INFORMATION SECURITY .
DESKTOP VIRTUALIZATION ..................

DESTRUCTION .....
DESTRUCTION - MEDIA .
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DIFFUSION
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DIGITAL - CERTIFICATE
DIGITAL - RIGHTS MANAGEMENT (DRM) ..
DIGITAL-SIGNATURE ................
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DIGITAL CERTIFICATE ............
DIGITAL CODE SIGNING
DIGITAL ENHANCED CORDLESS TELECOMMUNICATIONS ...
DIGITAL ENHANCED CORDLESS TELECOMMUNICATIONS (DECT)
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DIGITAL FORENSICS ..........

DIGITAL RIGHTS MANAGEMENT ........
DIGITAL RIGHTS MANAGEMENT (DRM)
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DIMENSIONS .. ...
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DIRECT INWARD DIAL (DID) ...........
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DIRECTORY - ACCESS PROTOCOL (DAP) ............cccouuennn
DIRECTORY - INFORMATION SHADOWING PROTOCOL (DISP)
DIRECTORY - MANAGEMENT .............
DIRECTORY - SYSTEM PROTOCOL (DSP)
DIRECTORY - TECHNOLOGIES ..........
DISABILITY ..................
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DISASTER-RECOVERY (DR) ............
DISASTER - RECOVERY (DR) - PROCESS ...
DISASTER RECOVERY AS A SERVICE (DRAAS) ........oiiiiiiiiiiiiiiii e
DISASTER RECOVERY MANAGEMENT/PLANNING
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DISASTER RECOVERY PLAN - TESTING
DISASTER RECOVERY PLAN DESK CHECKING
DISASTER RECOVERY PLAN WALK-THROUGH .
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DISCRETE-TIME CONTROL ......
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DISCRETIONARY ACCESS CONTROLS ...
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DISINFORMATION .......
DISKWIPING ......
DISPLACEMENT ... e
DISPOSITION PHASE
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DISTRIBUTED COMPUTING ENVIRONMENT (DCE) ................ccvveeeeeennn.s.
DISTRIBUTED DENIAL-OF-SERVICE (DDOS) ATTACK
DISTRIBUTED HASH TABLE
DISTRIBUTED IRT .........
DISTRIBUTED LEDGERS
DISTRIBUTED LOGS
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DITSCAP
DITSCAP - LIFE-CYCL
DIU (DATAINUSE) ..............
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DLLS (DYNAMIC LINK LIBRARIES)
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DNS ...
DNS (DOMAIN NAME SYSTEM
DNS (DOMAIN NAME SYSTEM) - DDOS (DISTRIBUTED DENIAL-OF- SERVICE) ..
DNS (DOMAIN NAME SYSTEM) - DOS (DENIAL-OF-SERVICE) ..............

) - CACHE-POISONING
)
DNS (DOMAIN NAME SYSTEM) - FAST FLUX ..................
)
)

(
(
E
DNS (DOMAIN NAME SYSTEM) - REGISTRATION TAKE OVER
DNS (DOMAIN NAME SYSTEM) - TUNNELS .................
DNS (DOMAIN NAME SYSTEM) - ZONE ENUMERATION .
DNS (DOMAIN NAME SYSTEMS) ..........ocoiiviiiiinn...
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DNS (DOMAIN NAME SYSTEMS) - ATTACKS-DDOS .............
DNS (DOMAIN NAME SYSTEMS) - ATTACKS -DOS .....
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DNS (DOMAIN NAME SYSTEMS) - ATTACKS - REGISTRATION TAKE OVER .
DNS (DOMAIN NAME SYSTEMS) - ATTACKS - TUNNELS ...
DNS (DOMAIN NAME SYSTEMS) - ATTACKS - ZONE ENUMERATION ..................
DNS (DOMAIN NAME SYSTEMS) - AUTHORITATIVE SERVER .......
DNS (DOMAIN NAME SYSTEMS) -FQDN ..................
DNS (DOMAIN NAME SYSTEMS) - HIERARCHY
DNS (DOMAIN NAME SYSTEMS) - QUERY MANIPULATION
DNS (DOMAIN NAME SYSTEMS) - RECURSION ...........
DNS (DOMAIN NAME SYSTEMS) - RECURSIVE RESOLVER
DNS (DOMAIN NAME SYSTEMS) - RESOLUTION PROCESS ..
DNS (DOMAIN NAME SYSTEMS) - RESOLVER ...............
DNS (DOMAIN NAME SYSTEMS) - RR (RESOURCE RECORD)
DNS (DOMAIN NAME SYSTEMS) - SPOOFING ...............
DNS (DOMAIN NAME SYSTEMS) - WEB-BASED ATTACKS AND ..
DNS (DOMAIN NAME SYSTEMS) - ZONE TRANSFERS .....
DNS (DOMAIN NAME SYSTEMS) - ZONES ............ ..
DNS ASDDOS AMPLIFIER ...
DNS ATTACKS ...
DNS FAST-FLUX
DNS HIJACKING .
DNS QUERIES - MANIPULATION ...
DNS SECURITY EXTENSIONS ...
DNS SPOOFING
DNSSEC
DNSSEC (DOMAIN NAME SYSTEM SECURITY EXTENSIONS)
DNSSEC (DOMAIN NAME SYSTEM SECURITY EXTENSIONS) - DC1- CONFIGURATION NS
DNSSEC (DOMAIN NAME SYSTEM SECURITY EXTENSIONS) - DC1- TRUST ANCHORS NS
DNSSEC (DOMAIN NAME SYSTEM SECURITY EXTENSIONS) - DC1- ZONE SIGNING ...NS

( )

)

DNSSEC (DOMAIN NAME SYSTEM SECURITY EXTENSIONS) - DNST CONFIGURATION NS
DNSSEC (DOMAIN NAME SYSTEM SECURITY EXTENSIONS) - HARDWARE
REQUIREMENTS ... .. NS
DNSSEC (DOMAIN NAME SYSTEM SECURITY EXTENSIONS) - SOFTWARE
REQUIREMENTS
DOCUMENTATION - AS POSTINCIDENT ACTIVITY
DOCUMENTATION - CERTIFICATION TEST PLAN PROCEDURES . ..
DOCUMENTATION - FOR RISK MANAGEMENT ........................................
DOCUMENTATION - IN RISK MANAGEMENT FRAMEWORK
DOCUMENTATION - REVIEW OF DURING CERTIFICATION TESTING
DOCUMENTATION - RISK ASSESSMENT ....................
DOCUMENTATION - ROLES AND RESPONSIBILITIES
DOCUMENTATION - SECURITY AUDITS ...
DOCUMENTATION - SYSTEM SECURITY PLANS .............
DODAF (DEPT OF DEFENSE ARCHITECTURE FRAMEWORK) . ..
DOLEV-YAO ADVERSARIAL MODEL ...
DOMAIN - LITIGATION ... o
DOMAINFLUX ... .
DOMAIN-NAME GENERATION ALGORITHMS .
DOS (DENIAL-OF-SERVICE) ..............
DOS (DENIAL-OF-SERVICE) ATTACK .
DOUBLE FILE EXTENSIONS .....
DOWNLOADED FILES .....
DOWNTIME REPORT
DOXING
DRAAS (DISASTER RECOVERY AS A SERVICE) .
DRAWBACKS
DRIVE-BY DOWNLOAD ATTACKS
DRIVE-BY-DOWNLOAD ATTACKS
DRIVERSIGNING .................coooe. .
DRM (DIGITAL RIGHTS MEASUREMENT) ........ooiiiiiiiiiiiiiiie e
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DROPPERS
DRP (DISASTER RECOVERY PLAN) .
DRUG DEALING ..

DUAL-HOMED FIREWALL . ... NS
DUE-CARE ............

DUE DILIGENCE
DUE PROFESSIONAL CARE
DUMMY ADDITION ...
DUMPSTER DIVING
DUMPZ ............
DUPLICATE SITE .
DYNAMIC - LINK LIBRARIES (DLLS) .
DYNAMIC ANALYSIS .............
DYNAMIC CHECKS .....
DYNAMIC DETECTION ...........
DYNAMIC HOST CONFIGURATION
DYNAMIC PACKET FILTERING
DYNAMIC PASSWORDS
DYNAMIC PASSWORDS - SYNCHRONOUS .......... ...
DYNAMIC QUERIES VULNERABILITIES AND .
DYNAMIC ROUTING TABLES
DYNAMIC SUBSYSTEMS NIST SP 800-37 REVISION 1 GUIDANCE ON ...
DYNAMIC SYMBOLIC EXECUTION ...
DYNAMICALLY UPDATABLE

TOCOL (DHCP) .

E

E-COMMERCE SUPPORTING TRANSACTIONS ... DSS
E-GOVERNMENT ACT OF 2002
E-MAIL-PHISHING .............
E-MAIL - SPOOFING
E2EE
EASYCRYPT .....
EAVESDROPPING
ECB .................
ECB (ELECTRONIC CODE BOOK) BLOCK CIP
ECC (ELLIPTIC CURVE CRYPTOGRAPHY) ..
ECIES ... ...

ECLIPSE ATTACKS ...

ECOMMERCE ..................

ECOMMERCE ARCHITECTURES . ...WAM
ECOMMERCE REQUIREMENTS ...... ... ... ... s WAM
ECOMMERCE RISK

ECONOMICS OF DEVIANT SECURITY
ECONOMY OF MECHANISM ........
EDUCATION
EDUCATION - IN INFORMATION SECURITY FRAMEWORK ...
EFFECTIVEGOALS ...

EFFECTIVE INCIDENT MANAGEMENT .
EFFECTIVE INFORMATION SECURITY GOVERNANCE ............................... RMG

EFFECTIVE INFORMATION SECURITY GOVERNANCE - AND BUSINESS GOALS AND
OBUECTIVES ... RMG
EFFECTIVE INFORMATION SECURITY GOVERNANCE - ASSURANCE PROCESS
INTEGRATION .. oo RMG

EFFECTIVE RISK MANAGEMENT
EFFECTIVENESS
EFFECTIVENESS OF SECURITY PROCESSES ........... ..Cl
EFFECTS OF CONTRACT ON NON-CONTRACTING PARTIES
EFFICIENCY ...

EFFICIENCY CONCERNS .............. ....POR
EFFORT DETERMINATION OF LEVELOF ... RMG
EGRESSMONITORING ....... ..o SOIM
EISA (ENTERPRISE INFORMATION SECURITY ARCHITECTURE) . .RMG
ELCARNAL ... ... . ...C
ELGAMAL ALGORITHM ... ... C
ELASTICITY

ELECTRIC POWERGRIDS ...................
ELECTRO-MAGNETIC RADIATION ATTACKS .
ELECTROMAGNETIC INTERFERENCE ....... ... ... ... . ..o,
ELECTROMAGNETIC INTERFERENCE (EMI) ........oiiiiiii i
ELECTRONIC DATA INTERCHANGE (EDD) ...
ELECTRONIC DESIGN AUTOMATION (EDA) ..
ELECTRONIC FUNDS TRANSFER ...

ELECTRONIC PAYMENTS ..AB
ELECTRONIC SIGNATURES AND INDENTITY TRUST SERVICES . ...LR
ELECTRONIC VAULTING BACKUPS ... SOIM
ELECTRONIC VOTING .................. POR

ELEMENTS OF A MALICIOUS OPERATIONS

ELEMENTSOFRISK .....................

ELIGIBILITY VERIFIABILITY ... POR
ELLIPTIC CURVE CRYPTOGRAPHY (ECC) ........coiiiiiiiiiiiiiiiiiiiiiieieeea e C
EMAIL ...

EMAIL REGULATION .
EMAIL SPAM ..
EMBEDDED AUDITMODULES ..., RMG
EMBEDDED SYSTEMS ...

EMBRACING SECURITY ..

EMERGENCY - MANAGEMENT ORGANIZATION (EMO) .........cooouviininnnn SOIM RMG

EMERGENCY - NOTIFICATION LIST ...
EMERGENCY ACTION TEAMS ......
EMERGENCY MANAGEMENT TEAM ..
EMERGENCY MANAGEMENT TEAMS .......
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EMERGING THREATS ... ... s SOIM
EMPLOYEES ................
ENACTING SECURITY POLICY ...........
ENCAPSULATING SECURITY PAYLOAD (ESP) .............
ENCAPSULATING SECURITY PAYLOAD (ESP) - PROTOCOL
ENCAPSULATION ... .. s
ENCAPSULATION SECURITY PAYLOAD
ENCAPSULATION SECURITY PAYLOAD (ESP) .
ENCIPHERK
ENCODING
ENCODING ENCRYPTION

ENCOURAGING SECURITY STANDARDS VIA CONTRACT .LR
ENCRYPTED EMAIL ... oo C
ENCRYPTION .......

ENCRYPTION-AES .. .. C

ENCRYPTION - ALGORITHMS ..
ENCRYPTION - ALGORITHMS - CHARACTERISTICS .
ENCRYPTION - ALGORITHMS - EVALUATION .
ENCRYPTION - ASYNCHRONOUS ..........
ENCRYPTION - AVALANCHE EFFECT ..
ENCRYPTION - BLOCK CIPHERS
ENCRYPTION - BLOWFISH
ENCRYPTION - CA (CERTIFICATE AUTHORITY) .
ENCRYPTION - CIPHERTEXT ...
ENCRYPTION - CLEARTEXT ...
ENCRYPTION - CLOUD COMPUTINGAND ...,
ENCRYPTION - COLLISIONS .............

ENCRYPTION - CONCEPTS ...
ENCRYPTION - CONFUSION
ENCRYPTION - CRYPTANALYSIS
ENCRYPTION - CRYPTOGRAM .
ENCRYPTION - CRYPTOLOGY ..
ENCRYPTION - CRYPTOSYSTEM .
ENCRYPTION - CRYPTOVARIABLES
ENCRYPTION - DATABASES .......
ENCRYPTION - DECODING ..
ENCRYPTION - DECRYPTION ..
ENCRYPTION - DEFINITION ......................
ENCRYPTION - DES (DATA ENCRYPTION STANDARD) .
ENCRYPTION - DIFFUSION
ENCRYPTION - DIGITAL CERTIFICATES ...... ... ... s
ENCRYPTION - DIGITAL SIGNATURES ...
ENCRYPTION - ENCODING ...
ENCRYPTION - END-TO-END ...
ENCRYPTION - ENDPOINT
ENCRYPTION - HASH FUNCTIONS ...........
ENCRYPTION - IV (INITIALIZATION VECTOR) . .
ENCRYPTION - KEYS ...
ENCRYPTION - KEYS - ASYMMETRIC
ENCRYPTION - KEYS - AUTOMATED GENERATION ....
ENCRYPTION - KEYS - CERTIFICATE REPLACEMENT ..
ENCRYPTION - KEYS - CERTIFICATE REVOCATION ...
ENCRYPTION - KEYS - CLUSTERING ............
ENCRYPTION - KEYS - DESTRUCTION ..
ENCRYPTION - KEYS - DISTRIBUTION ..
ENCRYPTION - KEYS - DUTIES ...
ENCRYPTION - KEYS-ESCROW ..................
ENCRYPTION - KEYS - FINANCIAL INSTITUTIONS
ENCRYPTION - KEYS - KEY ENCRYPTING KEYS .......... ... ..o,
ENCRYPTION - KEYS - LENGTH
ENCRYPTION - KEYS - MANAGEMENT .
ENCRYPTION - KEYS - PUBLIC ......... .
ENCRYPTION - KEYS - RANDOMNESS ...... ...t
ENCRYPTION - KEYS-RECOVERY ....... ...
ENCRYPTION - KEYS - SPACE ....
ENCRYPTION - KEYS - STORAGE .......
ENCRYPTION - KEYS - WEB OF TRUST
ENCRYPTION - KEYS - WRAPPING
ENCRYPTION - KEYS - X-KISS ......
ENCRYPTION - KEYS - X-KRSS .
ENCRYPTION - KEYS - XKMS ..
ENCRYPTION - KIMP (KEY MANAGEMENT INTEROPERABILITY PROTOCO
ENCRYPTION - LINK
ENCRYPTION - NONREPUIDATION .
ENCRYPTION - PERMUTATION
ENCRYPTION - PLAINTEXT ..
ENCRYPTION -PUBLICKEY ....................
ENCRYPTION - RA (REGISTRATION AUTHORITY) ...
ENCRYPTION - RC2
ENCRYPTION-RC6 .........
ENCRYPTION - SP-NETWORK ..
ENCRYPTION - STREAM-BASED CIPHERS
ENCRYPTION - SUBSTITUTION
ENCRYPTION - SYMMETRIC-KEY ..
ENCRYPTION - SYNCHRONOUS . .
ENCRYPTION-SYSTEMS ... ... e
ENCRYPTION - TOOLS
ENCRYPTION - TOOLS - FILE ENCRYPTION SOFTWARE ...
ENCRYPTION - TOOLS - MEDIA ENCRYPTION SOFTWARE .
ENCRYPTION - TOOLS - SELF-ENCRYPTING USE DRIVES ..
ENCRYPTION - TRANSPOSITION ......................
ENCRYPTION - VULNERABILITIES AND ..
ENCRYPTION - WORK FACT
ENCRYPTION - WORK FACTOR
ENCRYPTION CONCERNS .........
ENCRYPTION-BASED PROTOCOLS .
END POINT SECURITY ... e
END-TO-END ENCRYPTION ... e
ENDPOINT SECURITY - DEVICES ..

T

T

ENDPOINT SECURITY - ENCRYPTION ....C
ENDURING GOALS . ...ttt e e e e RMG
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ENFORCEMENT OF PRIVACY LAWS .LR
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EQUAL ERROR RATE ... ..AAA
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ESPIONAGE ...
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ESTABLISH DESIGN REQUIREMENTS ..................
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ETHICS - HACKER ......oovvveiiiieeeeiieeai
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EVALUTATION - DAMAGE ......................
EVASION AND COUNTERMEASURES
EVENT DATA ANALYSIS
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FAIL-OVER
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FAILURE OF DEVICE
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FEAR UNCERTAINTY AND DOUBT .....
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