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A message from the mayar was about to send my night on a different path
than | had in mind. Isn't it strange that they can forget | even exist for
months on end, but the moment someone loses a celebrity hipster I'm
suddenly everyone's favourite detective?

Time to get to business...

Tonight started out like any other night in Minerva City,
quiet with the hint of something not quite right in the air.

The City was abuzz with the launch of WeazelFuel, the brainchild
of our very own celebrity influencer, one CyberWeazel

(or Oscar Humphrey Regis to his mother). [t might finally put
Minerva on the map, and bring in some serious business.

Personally, | try to avoid the Weazel and his groupies wherever
possible but things don't always go to plan in this business.




[k, where do you start looking for @ weazel? | guess trying to track
down his den might be a good starting point.

The problem with making a living as a social media 'star’ is that it's
really hard to o off the grid. He might have stopped posting but
that doesn't mean there isn't a huge trail of digital breadcrumbs
for me to follow.

Ah CyberWeazel. you do help to keep my life simple by living
yours in full view of the waorld.
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Who knew that being a social media influencer was such a lucrative business? CyberWeazel
Industries Ltd, established in 202! with a registered address at an apartment downtown. DD

Come on Weazel, that was easier that | thought. But if | could find his address, maybe one (H
=

of the many people he rubbed up the wrong way could as well?
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Well this a ot nicer than | was expecting,
| am definitely in the wrong line of work.
Should | be streaming all my cases on
Twitch to make some extra cash?

Everything looks quiet. No signs of a
struggle or anything suspicious.
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Lock Picking

It might not seem to be directly related, but lock picking
is often thought of as very relevant to cuber security!

Lock picking itself might not apply directly to digital
systems, but understanding the principles and techniques
associated with i1t can provide some really valuable
insights.

Understanding how you might pick a lock helps you to think
about the weaknesses and vulnerabilities in a system,
whether that is phuysical or digital. Studying the mechanics
of a lock, and how you manipulate them, does have parallels
in the digital wor ld for things like access controls,
authentication systems, and encryption.

Most people tend to think of cuber security as something
that only relates to computers and technology. However,
cyber security professionals, especially penetration
testers, often need to evaluate the phuysical security

of a company as well as the security of their digital
assets. For instance, penetration testers often are
tasked by a companuy to truy and gain access to their

bui ldings or facilities.

There are a range of tools and tutorials that you can use
to learn how to pick a lock, like a transparent padlock
allowing you to see the mechanisms in action.

Remember, it is important that you only practise your lock
picking on your own locks, or those that you have explicit
permission to experiment on!

Intelligence (OSINT)

We share lots of information about ourselves as we go
about our daily lives. It could be the websites that
you use, the social media platforms that you look at,
who you are friends with, or any other publicly

avai lable information. Open Source Intelligence or
OSINT uses a uwide range of skills - and a lot of
patience - to find out everuything you can about your
target based on the information that is alreaduy out
there in the public domain.

Open Source

One of the examples that we’ve seen Lexi working on was
trying to work out where the missing person lived.

She eventually finds out his home address by looking
for the registered address of his company. In the UK
all limited companies have their details listed on the
Companies House uwebsite. This provides detai ls about
the directors of the companies, their accounts and
where the company is registered. It turned out that
CuberWeazel has registered his company to his home
address - something that is very common!

OSINT isn’t just about looking up information, it
sometimes requires you to use your detective skills to
figure out where someone is. Later on you will see Lexi
use some different OSINT skills to try and find a
location based on a picture on a social media account..




Oh come on, Weazel. It's like you're not even trying to make things difficult for me. | like

an easy job, but | do have professional pride and don't want you to just give me the answers!
There are so many devices in this place that can tell me pretty much everything about you,
your life and your friends. Let's see, we've got your robot servant, your TV and your smart
speaker.
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Each of these devices really help to tell
me a story about who you are and what
you get up to in your 'weazel' den, Oscar.

I'm glad I'm nat billing by the hour, this is
too easy. Let's take a ook at your smart
TV and see what devices last came into
contact with it...




Data Acquisition

In order to help track down her runaway inf luencer
Lexi takes a closer look at all of his smart
technology. These kinds of devices can give you
lots of information about the individual and the
environment!

One of the most useful devices for Lexi is the
smart vacuum cleaner, which is able to tell her
when someone was last in the house and how many
peop le were there.

She uwas able to collect the data from the device
by plugging in a cable directly to copy the log
files stored on its internal memory. There are
some important things to think about when truying
to collect data from a device, as you need to be
sure that you do not corrupt or damage the data.
Tupically, data will not be analysed as part of

a live suystem. The target device would usually be
powered down and an exact bit-wise copy of the
storage media would be created. If this were

a real police investigation then the original
device, the vacuum cleaner, would be stored in an
evidence locker and all of the analuysis done on
the copy.

Bit-wise Copuy
Imagine we have a piece of paper with a sequence of 8s and 1s
written on it. Each of these Bs or 1s represents a single bit.

Nouw, let’s say that we want to make an exact copy of that
sequence onto another piece of paper.

A bit-wise copy means that we would just look at each of the
bits on the original piece of paper and write the same thing
onto our new piece of paper.

Essentially, this is what’s going on behind the scenes when uwe
do a bit-uwise copy of computer data. We are aiming to copy the
data as its individual bits. It's a way to make sure that we
get an identical duplicate of the binary information, without
worrying about the meaning or the structure of the data

Data Recoveruy
Sometimes the data that we need to get hold of has been lost, either
because it was deleted or the device uwas damaged. Data recovery
is a really important part of digital forensics, which aims to
retrieve lost data with special tools and techniques.

When you delete a file on your computer, phone or other device it’s
not immediately gone forever. The device will just mark the space
that was previously occupied by the file as available for reuse. If
the space hasn’t been reused yet then i1t is possible to recover

the data before it gets overwritten.

Even if the file has been deleted some pieces of it might still be
there on the device. File carving is a technique used to search for
any fragments of data and reconstruct the deleted file by piecing
them back together.

In some cases the device could be damaged making it impossible for
someone to access it directly. If this happens it is possible to #
create a complete copy of the device’s storage, which is called a
disk image. The image gives a complete copy of the original device
so that a digital forensics practitioner can attempt data recovery
without risking damage to any evidence.

i the CyBOK Knouwledge Area on Forensics




Y - » :a‘gr@{ﬁﬁ" Right, so what did | learn from my visit to the Weazel's den? Well for starters,
T T .4l - . (WL f:"u ol he is a surprisingly tidy man, who has a lot of internet connected devices.
_ .. P _IN &d  There was no signs of struggle and the door had been locked behind whoever
left. | wonder...

v

WI T AW On the plus side his devices were very friendly and helpfull

The smart speaker said that the last commands used were asking far
‘remote getaways nearby' and the the adorable little robat vacuum's logs did
say that there had only been one person in the house the last time it cleaned.
Thankfully, the TV gave me a solid lead. It was |eft lngged into NinjaZa's Doogle
account which showed an associated phone, and coordinates for the last
known location of the phone.

Come on Doogle, don't fail me now! | have the name of a
device, | have a last known location and | have a time that
the phone was last seen in GPS and netwaork range.

Let's take a look at those coordinates on Doogle Maps and
see what that looks like. | really hope that it's somewhere
nice, | could really do with a trip to the beach or a nice
a-star hotel,

Hmmmmm. That looks...remote? Great. | quess | had
better dig out my mosquito spray.




(n the road to the the middle of nowhere. | hope | don't get eaten
by a bear. There's a reason | decided to specialise in digital forensics,
| like the safety and comfort of the digital part.

| did manage to track down some social media accounts that related to
the name NinjaZb, so | might be able to get a bit more information.,
Otherwise, I'm going to be going out into the middle of nowhere and
shouting “CyberWeazel" at the top of my vaice.

| hope this isn't some elaborate TikTok video to make me look like an idiot.

Well this is exciting. Off out into the wilderness, and who knows what ['ll find?
Will it be the remains of a social media influencer? Am | going ta find he just
went for a walk and twisted his ankle? Maybe it's a devious plan to lure me
out into the middle of nowhere to be savaged by feral racoons??

've spent too much time in the car alone, with too much time to t




Let's get this over with as quickly as possible, | really don't
want to be out here any longer than | need to be.

Ok, where was the last position of that device? Oh what's
this? NinjaZa has posted a picture of a spooky looking cahin.
Wow. Potential kidnappers, and creepy cabins all in the middle
of nowhere. Delightful.

Location of
last device user
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Now | just need to wander around the forest trying to match up
the landmarks on that picture NinjaZb posted with things that |
can see around me.

Hmmmmm. Tree. Tree. Another tree. More trees.

Ah hold on a second. | think | might have found something...

This seems to be the place. It's dark. it's creepy
and it's looking promising so far. | can't see any
signs of a horrific crime taking place.




| feel like | have just stepped into the set of a horror
film. I'm yet to hear any blood curdling screams, | really
have to hope that I'm not going to be the first to start
screaming.

| can't see any signs of technology anywhere in here.
I've scanned for Wi-Fi networks. I've looked for nearby
Bluetooth enabled devices and | don't think | can even see
any plug sockets at this point.

| can't even see what is in that picture frame,
unless it is just a nice photo of some dust. The
fire doesn't look like it has been [it this century
and the less | think about that rocking chair,
the better. That little smart vacuum would have
a field day in here.

| did try to knock, but the door just swung

open. That is exactly not what | needed at

this moment in time, the ominous creek of
door slowly opening.

This place seems like it might be completely
deserted, I'm not really even seeing any
Wi-Fi networks to join.

This does seem rather low-tech for some
one who is connected all day, every day.




Ah hal

What's this? I'm not sure what's mare horrifying, the horror mavie abandoned
cabin or the socks and sandals combo that is staring right at me from behind the
curtains.

Ok. So this is either a ghost with incredibly poor fashion sense, a kidnapper
with incredibly poor fashion sense or a social media influencer...with incredibly
poor fashion sense.

Whichever it turns out to be there has been a serious crime committed here.
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Now it's time for the big reveal.

Well there we have it, it's CyberWeazel himself.
| have so many questions.

What an earth is he doing here?

Why is he in the middle of nowhere off-grid?

Why is he dressed like that?




Ok ok, you found me. Jeez,
ou didv't have to scare me
like that.

How did you even find me?
T was so careful, T tried to go off grid like

in the movies. T haven't seen
a TikTok in days!

Let’s just go howme, okay?

This place is disgusting, T have vo idea
how people manage +o live off the grid.
The grid is the best place to be. Tt's
where T do all of my best work.

Oh please.
You do know that all of your gadgets
and gizmos v our apartment leave a very tasty trail
of breaderumbs back +o vyou, right? Have you considered
9iving our vacuum cleaner a jobo as our publicist?
T+ told me so much about youl

And that is how | caught a Weazel in a cabin in the middle of nowhere
using a vacuum cleaner, a TV and the internet.

I'm hoping that this might be a lesson for Oscar, but somehow | think
he's guing ta struggle to give up life online.

| just hope | get paid after all this.




Throughout the story we see Lexi Cipher employ 3 range of digital forensics and cyber security
techniques. You can find more information about the different knowledge and expertise that
she used 1n the Cyber Security Body of Knowledge (CyBOK), as detai led below:

Know ledge Area: Forensics
C(https://wun.cybok .org/media/douwn loads/Forensics_v1.68.1.pdf)
= Section 1 Introduction

0 1.2 Definitions
o 1.3 Conceptual Models
= Section 2 Operating System Analysis
o 2.1 Storage Forensics
0 2.2 Data Acquisition
= Section 4 Application Forensics
0 4.1 Case Study: the Web Brouwser

Know ledge Area: Privacy & Online Rights
(https://uun.cybok .org/media/doun loads/Privacy_Online_Rights_v1.68.2.pdf)
* Section 1 Privacy as Confidentialituy
o 1.1 Data Confidentiality

Know ledge Area: Security Operations and Incident Management
(https://unu.cybok .org/media/douwn loads/Securituy_Operations_Incident_Management_v1.08.2.pdf)
* Section 1 Fundamental Principles




