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Welcome to new Executive Board Members

Andrew Martin Yulia Cherdantseva Rod Chapman
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Flaw prompts 100 hack attacks a
minute, security company says

© 13 December 2021

A flaw in widely used computer code is prompting 100 new hacking attempts
every minute, a security company says.
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A flaw in widely used computer code is prompting 100 new hacking attempts
every minute, a security company says.
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Ukraine crisis: "‘Wiper' discovered in
latest cyber-attacks

By Joe Tidy
Cyber reporter

© 3 days ago

Russia-Ukraine war

| Ukraine websites were hit by a cyber-attack in January too, which was blamed on Russia

Ukraine has been hit by more cyber-attacks, which its government says are "on
a completely different level”.
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People and security
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| Ukraine websites were hit by a cyber-attack in January too, which was blamed on Russia

A flaw in widely used computer code is prompting 100 new hacking attempts Ukraine has been hit by more cyber-attacks, which its government says are "on
every minute, a security company says. a completely different level”.
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CyBOK 1.1

New KA on Applied
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>115 Experts: Authors, Reviewers, Advisors
>1000 Pages

>2200 Authoritative sources
>1600 Comments from wider community

>30 Invited talks, panels and keynotes
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Use Cases General Learning Resources

2021 2020
Total website hits ~4.9M ~3.84M
Monthly average hits ~408K ~349.5K
Daily average hits ~13.3K ~11.5K
Total downloads >707K >377K
Downloads of CyBOK 1.0 >390K >291K
Downloads of CyBOK 1.1 >20K
(from 2 August 2021)




CyBOK Use Cases

Design new
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generol, broad foundation in cyber security SYSTEMSSECURITY
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Knowledge
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certification Specuestersa sl b ooty requirements
schemes (eyen) for job roles
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Bachelor's in Computer Science and Cyber

Security
Two certifications: A) providing a general brood
foundation and B) focusing on a specialised area of.-
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meeting
certification capacity

requirements



CyBCK

The Cyber Security
Body of Knowledge

Mappings of University

and Professional Training
Programmes to CyBOK

Version 1
CyBOK 1.0+ Formal Methads Tar Security




Edinburgh Napier University

MSc Advanced Security
and Digital Forensics

CyBOK Intradhicticn

Formal Methads for Secunty
Risk Management & Govemance
Law & Regulation

Human Factors

Frivacy & Ondne Rights

Infrastructure Security

Malware & Attack Technologies
Adversaial Behaviours
& Incadent

Foeensics

Crypiograpiy
Dperating Systems & Virualisation Secunity
Distributed Systems Security

Hoftware Secunty
Web & Mobile Security
Secure Sofware Lifecycls

Network Secunty

Hardware Security

CyberPhysical Systems Security

Fhysical Layer & Telecommunications Security

University of Plymo
MSc Cyber Security

CyBOK Insraguction
Farmal Methods for Secusity
Risk Management & Goyermance
Law & Regulation

Human Factors
Privacy & nline Rights
Malwara & Attack Technologies

Adversarial Behaviours
& incident

Infrastnicture Security

ecurity
Forensics
Cryptography
Dperatng Systems & Vinualisation Sscurity
Distributed Systems Security

& i

Softwars Secisity
Web & Mobile Security
Secure Software Lifecycie

Watwark Security

Hardwara Security

CyberFhysical Systems Security

Physical Layer & Telecommunications Security

Attacks & Defences

NCSC certified degrees

Certified Information Systems
Security Professional - (ISC)?

CyBOK Infraduction

Farmal Mathods for Secusity
Risk Management & Gevemance
Law & Regulation

Human Factars

Privacy & Oniine Rights

Malvare & Attack Technologies

Atbversasial Behaviurs

Security Operations & Incident Management
Farensics

Cryptogranty
Operating Systems & Virualisation Security
Dustributed Systems Secusity

ian &

Softwara Security
Web & Mobile Secuity
Secure Software Lifoyele

Hetwark Secusity
Hardware Secusity

CyberPhysical Systems Secusity

Phiysical Layer & Telecammunications Seciity

Certified Information
Security Manager - ISACA

CyBOK Infroduction

Farmal Matheds far Security
Risk Management & Govemance
Law & Fagulation

Human Factars
Frivacy & Onfine Rights

Malware & Attack Technologees

Adversarial Behaviours

Security Dperations & Incident Management
Forensics

Cryptography
Operating Systems & Vinualisation Security
Distribited Systems Security

5 i

Software Security
‘Web & Mobile Security

Attacks & Defances

Physical Layes & Telecamimunications Secusity

Secure Software Lifecycls [

Hetwark Secuity |
Hardware Secuity
Cyber-Physical Systems Secusity

Professional certification programmes

et 1%
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Community projects to develop additional resources for CyBOK 1.0

Case Studies in support of CyBOK 1.0 Selected Topics

Development of redistributable laboratory materials for GSM

Development of redistributable laboratory materials for
wireless remote control

Published PhD theses mapped to CyBOK 1.0

Open source CyBOK practical challenges and learning
resources

Providing an online platform for hierarchical knowledge
presentation, visualisation and mapping

Enhancing security architecture frameworks to accommodate
the CyBOK KAs for practitioners

Teaching CyBOK Cyber Physical Systems Security through
interactive simulation

Nancy Mead, SEI Fellow

Carnegie Mellon University (ret), USA

Denis Nicole
University of Southampton, UK

Denis Nicole
University of Southampton, UK

Virginia Franqueira
University of Kent, UK

Z. Cliffe Schreuders
Leeds Beckett University, UK

Eckhard Pfluegel
Kingston University, UK

Duncan Greaves
Coventry University, UK

Jon Stadon

University of the West of England, UK



Community projects to develop additional resources for CyBOK 1.1

Added Case Studies for CyBOK 1.1 and Report on Classroom
Usage

Develop pedagogical practices to support active and engaging
practices in Forensics Education

Developing redistributable practical materials for Formal
Methods in Security

Learning together - Cybersecurity for toddlers

Mapping of cybersecurity games onto CyBOK

Phase 2 Open Source CyBOK Practical Challenges and Learning
Resources

Secure Coding Game-based Lab

Visualising CyBOK References

Nancy Mead, SEI Fellow
Carnegie Mellon University (ret), USA

Joseph Maguire
University of Glasgow, UK
Martin Lester

University of Reading, UK

Elizabeth Quaglia
Royal Holloway University of London, UK

Joseph Hallett
University of Bristol, UK

Z. Cliffe Schreuders
Leeds Beckett University, UK

Manuel Maarek
Heriot-Watt University, UK

Gary Stevens
Uncommon Relation Ltd, UK



Plans post March 2022

CYBER Qualifications Framework
lM SECURITY Careers Routes
COUNCIL  Future Stewardship of CyBOK

Further Small Projects

) o

Industry Champions

CyBOK Review Process

Ways to capture emerging
knowledge not yet as
established as a KA

Operationalising
knowledge that crosscuts
multiple KAs
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