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Motivation for CyBOK Wiki

CyBOK is >1000 pages, PDF only
Linear, but | need to browse and explore
Could it be released as a Wiki platform?

User eXperience - search, smart recommendations, multi-tab, copy/paste
Accessibility > responsive to screen size, screen readers
Discoverability - SEO, links to individual (sub)sections
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Feasibility study
RQ: Is CyBOK Wiki technically feasible — and how?

Proof-of-concept software
Based on 3 KAs
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Software proof-of-concept
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IF1EX

@ python

7 TexSoup

e Custom framework

« tex pre- and postprocessing

« tex segmentation to pages

« tex metadata extraction

* MediaWiki markup postprocessing

« Content upload to MediaWiki via API
« Pipeline orchestration

o

MediaWiki

« Full fledged web-based
encyclopedia platform

* Renders MediaWiki markup,

including math formulae
« Customizable with settings,
extensions, templating

A

* LaTeX to MediaWiki markup
conversion

* MediaWiki markup customization
with custom Lua filters

« Segmentation

(sub)chapters to Wiki articles

e Conversion

LaTeX code to Wiki markup

Custom preprocessors
and Pandoc

* Publishing

to MediaWiki instance
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CyBOK Wiki
Prototype

3 KAs into 118 Wiki pages
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Parent chapter- [Adversarial Behaviours]

[112103]. [4115], [6]. [7]i8](9]. [10]

In this section, we present a characterisation of adversaries who perform malicious actions. This characterisation is based on their motivation(e.g.,
financial, political etc.). Although alternative characterisations and taxonomies exist (€.g.. from the field of psychology[11]), we feel that the one
presented here works best to illustrate known attackers’ capabilities and the tools that are needed to set up a successful malicious operation, such as a
financial malware enterprise. This characterisation also follows the evolution that cybercrime has followed in recent decades, from an ad-hoc operation
carried out by a single offender to a commoditised ecosystem where various specialised actors operate together in an organised fashion[12], [13]. The
characterisation presented in this section is driven by case studies and prominent examples covered in the research literature, and as such is not meant
to be complete. For example, we do not focus on accidental offenders(e.g., inadvertent insider threats), or on criminal operations for which rigorous
academic literature is lacking (e.g., attacks on financial institutions or supply chain attacks). However, we believe that the set of crimes and malicious
activities presented is comprehensive enough to draw a representative picture of the adversarial behaviours that are occurring in the wild at the time of
writing. We begin by defining two types of cyber offences as they have been defined in the literature, cyber-enabled and cyber-dependent crimes, and
we continue by presenting different types of malicious activities that have been covered by researchers.

Cyber-enabled and cyber-dependent crimes (ea1

One of the main effects that the Internet has had on malicious activity has been to increase the reach of existing crimes. in terms of the ease of reaching
victims, effectively removing the need for physical proximity between the victim and the offender. In the literature, these crimes are often referred to as
cyver-enabled1).

According to Clough[14], criminals have five main incentives to move their operations online:

-

Using the Intemnet, it is easier to find and contact victims. Email lists are sold on underground markets([15], while online social networks have
search functionalities embedded in them, allowing criminals to easily identify potential victims[16], [17]

By using the Internet, criminal operations can be run more cheaply. Sending emails is free, while scammers previously had to pay postage to
reach their victims. This also allows criminals to increase the scale of their operations to sizes that were previously unthinkable

Compared to their physical counterparts, the Internet allows crimes to be performed faster. For example. emails can reach victims in a matter of
seconds, without having to wait for physical letters to be delivered

Using the Internet, it is easier to operate across international boundaries, reaching victims located in other countries. In this setting, often the only
limitation is language, with criminals only targeting victims who speak a language that they are familiar with (e.g., people in English-speaking
countries)[18]

By operating over the Internet, it is more difficult for criminals to get caught. This is mainly due to the transnational nature of cybercrime, and the
fact that the problem of harmonising the appropriate laws of different countries is far from being solved[19]. In addition, research shows that

[N]

w

IS

w

CyBTK




According to Clough [14], criminals have five main incentives to move their operations online:

1. Using the Internet, itis easier to find and contact victims. Email lists are sold on under-
ground markets [15}, while online social networks have searc} Ot
in them, allowing criminals to easily identify potential victi w

. By using the Internet, criminal operations can be run more
free, while scammers previously had to pay postage to reach their victims. This also

allows criminals to increase the scale of their operations to sizes that were previously
unthinkable.

. Compared to their physical counterparts, the Internet allows crimes to be performed
faster. For example, emails can reach victims in a matter of seconds, without having to
wait for physical letters to be delivered.

N
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4. Using the Internet, it is easier to operate across international boundaries, reaching
victims located in other countries. In this setting, often the only limitation is language,
with criminals only targeting victims who speak a language that they are familiar with
(e.g., people in English-speaking countries) [18].

3

. By operating over the Intemet, it is more difficult for criminals to get caught. This is
mainly due to the transnational nature of cybercrime, and the fact that the problem of
harmonising the appropriate laws of different countries is far from being solved [19]. In
addition, research shows that online crime is often under reported, both because victims
do not know whom to report it to (given that the offender might be located in another
country), as well as the fact that they believe that they are unlikely to get their money
back [20].

Cyber-dependent crimes, on the other hand, are crimes that can only be committed with the
OSEUTTOMpOTers or technology devices [1]. Although the final goal of this type of crime often
has parallels in the physical world (e.g., extortion, identity theft, financial fraud), the Internet
and technology generally enable criminals to give a new shape to these crimes, making them
large-scale organised endeavours able to reach hundreds of thousands, if not millions, of
victims.

In the rest of this section we analyse a number of cyber led and cyber riminal
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Intemersonal offenders

The first category that we are going to analyse is that of interpersonal crimes. These crimes
include targeted violence and harassment, directed at either close connections (e.g., family
members) or strangers. While these crimes have always existed, the Internet has made the
reach of harassers and criminals much longer, effectively removing the need for physical
contact for the offence to be committed. As such, these crimes fall into the cyber-enabled
category. In the rest of this section, we provide an overview of these adversarial behaviours.

(_:Eerlulrying. Willard [2] defines cyberbullying as ‘sending or posting hammful material or
ing in other forms of social ession using the Internet or other digital technologies”.
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According to Clough[14], criminals have five main incentives to move their operations online:

1. Using the Internet, it is easier to find and contact victims. Email lists are sold on undergrou, EiaL5 ). while online social networks have
search functionalities embedded in them, allowing criminals to easily identify potential vict m

2. By using the Internet, criminal operations can be run more cheaply. Sending emails is free, ers previously had to pay postage to
reach their victims. This also allows criminals to increase the scale of their operations to sizes that were previously unthinkable.

3. Compared to their physical counterparts, the Internet allows crimes to be performed faster. For example, emails can reach victims in a matter of
seconds, without having to wait for physical letters to be delivered.

4. Using the Internet, it is easier to operate across international boundaries, reaching victims located in other countries. In this setting, often the only
limitation is language, with criminals only targeting victims who speak a language that they are familiar with (e.g., people in English-speaking
countries)[18].

5. By operating over the Internet, it is more difficult for criminals to get caught. This is mainly due to the transnational nature of cybercrime, and the
fact that the problem of harmonising the appropriate laws of different countries is far from being solved[19]. In addition, research shows that
online crime is often under reported, both because victims do not know whom to report it to (given that the offender might be located in another

country), as well as the fact that they believe that they argsgnlik a0].

Cyber-dependent crimes, on the other hand, are crimes that ca BQKWWR ‘computers or technology devices[1]. Although the

final goal of this type of crime often has parallels in the physical world (e.g., extortion, identity theft, financial fraud), the Internet and technology generally

enable criminals to give a new shape to these crimes, making them large-scale organised endeavours able to reach hundreds of thousands, if not
millions, of victims.

In the rest of this section we analyse a number of cyber-enabled and cyber-dependent criminal schemes in detail.

Interpersonal offenders (e

The first category that we are going to analyse is that of interpersonal crimes. These crimes include targeted violence and harassment, directed at either
close connections (e.g., family members) or strangers. While these crimes have always existed, the Internet has made the reach of harassers and
criminals much longer, effectively removing the need for physical contact for the offence to be committed. As such, these crimes fall into the cyber-
enabled category. In the rest of this section, we provide an overview of these adversarial behaviours.

Cyberbullying. Willard[2] defines cyberbullying as ‘sending or posting harmful material or engaging in other forms of social aggression using the
— ]
Internet or other digital technologies’. While not always illegall!, cyberbullying often occupies a grey area between what is considered a harmful act and
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CONTENT
1 MATHEMATICS

[3, c8-c9,App BJ[4, c1-c5]

Cryptography is inherently mathematical in nature, the reader is therefore going to be assumed
to be familiar with a number of concepts. A good textbook to cover the basics needed, and
more, is that of Galbraith [5].

Before proceeding we will set up some notation: The ring of integers is denoted by Z, whilst
the fields of rational, real and complex numbers are denoted by Q, R and C. The ring of
integers modulo N will be denoted by Z/NZ, when N is a prime p this is a finite field often
denoted by F,,. The set of invertible elements will be written (Z/NZ)* or ;. An RSA modulus
N will denote an integer N, which is the product of two (large) prime factors N =p - q.

Finite abelian groups of prime order g are also a basic construct. These are either written
multiplicatively, in which case an element is written as ¢* for some = € Z/4Z; when written
additively an element can be written as [z] - P. The element g (in the multiplicative case) and
F (in the additive case) is called the generator.

The standard example of finite abelian groups of prime order used in cryptography are elliptic
curves. An elliptic curve over a finite field F, is the set of solutions (X, Y') to an equation of
the form

E:Y!=X*+A-X+B

where A and B are fixed constants. Such a set of solutions, plus a special point at infinity
denoted by O, form a finite abelian group denoted by E(F,). The group law is a classic law
dating back to Newton and Fermat called the chord-tangent process. When A and B are
selected carefully one can ensure that the size of E(F,) is a prime ¢. This will be important
|ater in Section 2.3 to ensure the discrete logarithm problem in the elliptic curve is hard.

Mathematics

Page Discussion Read Edit View history Tools v

(Redirected from Crypto:sec:math)

Parent chapter. [Cryptography]

[1. pp. c8—c9],App B[2, pp. ¢1—c5] Cryptography is inherently mathematical in nature, the reader is therefore going to be assumed to be familiar with a
number of concepts. A good textbook to cover the basics needed, and more, is that of Galbraith [3].

Before proceeding we will set up some notation: The ring of integers is denoted by Z, whilst the fields of rational, real and complex numbers are denoted
by @, R and C. The ring of integers modulo N will be denoted by Z/NZ, when N is a prime p this is a finite field often denoted by F,,. The set of
invertible elements will be written (Z/NZ)* or F},. An RSA modulus V' will denote an integer V', which is the product of two (large) prime factors
N=p-q

Finite abelian groups of prime order g are also a basic construct. These are either written multiplicatively, in which case an element is written as g for
some z € Z/qZ; when written additively an element can be written as [z] - P. The element g(in the multiplicative case) and P(in the additive case) is
called the generator.

The standard example of finite abelian groups of prime order used in cryptography are elliptic curves. An elliptic curve over a finite ﬁelde is the set of
solutions (X, Y) to an equation of the form

E:Y’=X'+A.-X+B
where A and B are fixed constants. Such a set of solutions, plus a special point at infinity denoted by ©, form a finite abelian group denoted by E(F,).
The group law is a classic law dating back to Newton and Fermat called the chord-tangent process. When A and B are selected carefully one can
ensure that the size of E(F},) is a prime q. This will be important later in Section [crypto:sec:hardproblems] to ensure the discrete logarithm problem in
the elliptic curve is hard.
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Feasible, but

» open questions — technical, editorial
« some technical challenges
* lots of work ahead
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Opportunities and questions

CyBOK is linked with indices, acronyms, glossary

o« 2757 \index{} elements in one KA

* Opportunities?

CyBOK is linked data.

Dedicated pages, with backlinks

recommendations,
smart search,
topic browser
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How to display CyBOK's structure in MediaWiki

and improve navigation?
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1 INTRODUCTORY PRINCIPLES OF LAW AND LEGAL
RESEARCH

Cyber security practitioners and researchers come from an incredibly wide array of educa-
tional backgrounds. Experience teaching legal and regulatory subjects to cyber security
post-graduate students, and providing legal advice to cyber security practitioners, suggests
that much of this knowledge area’s content will be novel to those whose education is based in
science, technology, engineering, ics, many social sciences, and many of the human-
ities. These introductory observations are offered as an aid for those who are approaching
the subject without significant experience.

1.1 The nature of law and legal analysis

Although the reader is assumed to have some degree of familiarity with the process of law
making and law enforcement, a review of some of the most common sources of law should
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Introduction: . . . . ... e e e e e e e e e e e 50
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Introductory principles of law and legal research

View history  Tools v

Page Di on Read

Parent section: [Law and on]

Cyber security practitioners and researchers come from an incredibly wide array of educational backgrounds. Experience teaching legal and regulatory
subjects to cyber security post-graduate students, and providing legal advice o cyber security practitioners, suggests that much of this knowledge
area's content will be novel to those whose education is based in science, technology, engineering, mathematics, many social sciences, and many of the
humanities. These introductory observations are offered as an aid for those who are approaching the subject without significant experience
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Changing the LaTeX source

Pairing (sub)section titles and labels is difficult
Needed for cross-reference hyperlinks between (sub)sections
LaTeX codebase should be standardized

\topic{
\label } inconsistent code title and label use
} \topic{
. 9 o label { }
Larger |mpI|cat|onS:
\subtopic{
- Existing codebase
- Work of authors, editors effected ot
Qlabel{ }
\subtopic{

\label { }

\label{ }
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Further learnings

Technical considerations for beyond proof-of-concept
» Tackling LaTeX expressions not converted correctly by Pandoc

« Manual tasks in the automated conversion pipeline

» KA-specific functionality

« Math

* lllustrations

* Misc. Todos

Open questions

» Which subsections should be segmented into Wiki articles?
» How to display section titles?

» LaTeX metadata to MediaWiki

» Versioning
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Next steps

 Feasibility study on all 22 KAs (funding secured)

* Service design:
» Wiki is not just a clone of PDF:
« a new service with new functions, use cases, risks, and limitations.
 a chance to rethink what CyBOK is, and what it may become.
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Opportunities and questions

Which (sub)sections to segment into Wiki articles?

Knowledge areas?

Table of Content elements?

Every subsection (even ones excluded from ToC)?
Avoiding very short Wiki pages

11 OTHER REGULATORY MATTERS

This section will briefly address additional miscellaneous regulatory topics that a cyber security
practitioner might be expected to encounter.

11.1  Industry-specific regulations and NIS Directive

A wide variety of single-industry regulators have embraced cyber security within the framework
£al 1 1 | P L i d A [a 1 as L 1 loi L
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Opportunities and questions

How to display section titles?

* Intextreferences

» Astitles

Numbering?

Context? (e.g.: "Section 20.8.5 Time” (KA Network Security))

PDF original explained in Section 7.2). I
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removing Section prefix
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