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Motivation for CyBOK Wiki

CyBOK is >1000 pages, PDF only
Linear, but I need to browse and explore
Could it be released as a Wiki platform?

User eXperience  search, smart recommendations, multi-tab, copy/paste

Accessibility responsive to screen size, screen readers

Discoverability  SEO, links to individual (sub)sections



Feasibility study

RQ: Is CyBOK Wiki technically feasible – and how?

Proof-of-concept software
Based on 3 KAs



Software proof-of-concept

• Segmentation
(sub)chapters to Wiki articles

• Conversion
LaTeX code to Wiki markup
Custom preprocessors
and Pandoc

• Publishing
to MediaWiki instance



CyBOK Wiki
Prototype
3 KAs into 118 Wiki pages

Not online



basic formatting
citations

CyBOK PDF CyBOK Wiki



CyBOK PDF

CyBOK Wiki
(as implemented)

CyBOK Wiki to-be
(with native MW citation rendering)

Bibliographies
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Feasible, but

• open questions – technical, editorial
• some technical challenges
• lots of work ahead



Opportunities and questions

CyBOK is linked with indices, acronyms, glossary

• 2757 \index{} elements in one KA

• Opportunities?
• Dedicated pages, with backlinks
• recommendations,
• smart search,
• topic browser

CyBOK is linked data.



How to display CyBOK's structure in MediaWiki
and improve navigation?

• Breadcrumbs

• Sidebar, infobox

• Parent, children, sibling links

• How closely do we replicate?



Changing the LaTeX source

Pairing (sub)section titles and labels is difficult

Needed for cross-reference hyperlinks between (sub)sections

LaTeX codebase should be standardized

Larger implications:

- Existing codebase

- Work of authors, editors effected

\topic{The Elements of a Malicious Operation}
\label{sect:elements}

\topic{Information-theoretically Secure Constructions}
\index{information-theoretic security}
\index{information theory}
\label{crypto:sec:IT}

\label{fig:CBC}

\subtopic{Message Authentication Codes}
\index{authentication}
\label{sec:crypto:MAC}

\subtopic{Syntax of Basic Schemes}
\index{cryptographic syntax}

\topic{A Characterisation of Adversaries
\label{sec:ab-taxonomy}

}
inconsistent code title and label use



Further learnings

Technical considerations for beyond proof-of-concept
• Tackling LaTeX expressions not converted correctly by Pandoc

• Manual tasks in the automated conversion pipeline

• KA-specific functionality

• Math

• Illustrations

• Misc. Todos

Open questions
• Which subsections should be segmented into Wiki articles?

• How to display section titles?

• LaTeX metadata to MediaWiki

• Versioning



Next steps
• Feasibility study on all 22 KAs (funding secured)

• Service design:
• Wiki is not just a clone of PDF:
• a new service with new functions, use cases, risks, and limitations.
• a chance to rethink what CyBOK is, and what it may become.
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Opportunities and questions

Which (sub)sections to segment into Wiki articles?

• Knowledge areas?
• Table of Content elements?
• Every subsection (even ones excluded from ToC)?
• Avoiding very short Wiki pages



Opportunities and questions

PDF original

...explained in Section 7.2...like PDF original

...explained in Section 7.2 "A Characterisation
of Adversaries"...

with number and title

...explained in Section "A Characterisation of
Adversaries"...

only title

...explained in "A Characterisation of
Adversaries"...

removing Section prefix

How to display section titles?
• In text references

• As titles

Numbering?

Context? (e.g.: "Section 20.8.5 Time” (KA Network Security))


