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UK Government National HM Government
Cyber Security Strategy

1) Develop and accredit the NATIONAL CYBER SECURITY
CYber secu rlty prOfeSS|On STRATEGY 201 6_2021

2) Focal point which can
advise, shape and inform
national policy

W 1 L -
N COUNCIL




THE STRATEGY

-
Cyber
The UK Cyber Ecosystem Strategy 2022
. . Pioneering a cyber future with
ObjeCtlve p the whole of the UK

Enhance and expand the nations cyber
skills at every level, including through
a world class and diverse cyber
security profession that inspires and
equips future talent
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VISION

To create a world where the whole of
society is safe and secure in cyber space

VISION

MISSION

To enhance and expand the nation’s cyber

skills, knowledge and profession at every
level
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» THE UK CYBER SECURITY COUNCILS
FIVE PILLARS

O ©

Professional
Standards

Setting the
standards for
practitioners

across the sector
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Professional
Ethics
Creating and
ensuring cyber
professionals

adhere to our
Code of Ethics

Careers &
Learning
Providing
guidance on
how to join and
progress within
cyber security

Ovutreach &
Diversity
Striving for an
inclusive and
representative
sector

Thought
Leadership &
Influence
Positioning the
Council as the
voice of the
profession




THE TECHNICAL AND FUNDING PARTNERS

22

Department for

lkCYBER Science, Innovation
COUNCIL & Technology

THE CHARTERED INSTITUTE
FOR CYBER SECURITY

National Cyber

s~ | Security Centre
a part of GCHQ
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THE ECOSYSTEM PARTNERS
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THOUGHT LEADERSHIP & INFLUENCE

Government &
Cyber Council

Liaison Committee

CabinetOffice

CYBERSCOTLAND PARTNERSHIP

National Cyber
/ Advisory Board
.-

ICYBER
COUNCIL Home Office

\ CyBOK

UK. 7 Cybergrowth

COUNCIL 4 partnership

Expert Advisory Group

Steering Group
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Medicine

Accountancy
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)

Digital Forensics Cyber' Threat
Intelligence

|
Cyber Security
Generalist
%y (o8
Incident Response

Cyber Security
Management
-
Network Monitoring
& Intrusion
Detection
- -]

Vulnerability
Management

Y/

Security Testing

Cryptography &
Communications

Security

The Careers Route Map:
pathways for the 16
specialisms in cyber security.

Pick a specialism to find out more.

Secure Operations
-
(2]
(S
Identity & Access
Management

Secure System
Architecture &

!
4
Design

Cyber Security Audit

& Assurance

—

4

Data Protection &
Privacy
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THE LEXICON

Standards
Work Programme

Work Programme
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Validated and
Quality
Assured

Standards &

Careers Route

Map




CYBER FRAMEWORKS
The NIST
o Cybersecurity
II III : ;I|‘I & 3 Framework
Zz
o
Skills Framework for the Information Age Q
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THE ROYAL CHARTER PROFESSIONAL TITLES

»Charter - ChCSP
“*Principal - PCSP
+*Associate - ACSP
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THE ROYAL CHARTER PROFESSIONAL TITLES

Competency A

Competency B

Competency C

Competency D

Competency A
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WORKPLAN & PRIORITIES

= Review 16 Cyber Security Specialisms

= Review Generalist & Management Specialist
= Model of transition between specialisms

= Open up Professional Titles (post pilots)

= Start work on next round of specialism
developments
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THE CHARTERED INSTITUTE
FOR CYBER SECURITY
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UKCYBER
COUNCIL UK Cyber Security Council

.\ - SUBSCRIBE TO OUR NEWSLETTER
\ MORE

Email Address

THANK YOU

ANY QUESTIONS @ CyberSecurityCouncilUK

Z/ N\

=-= www.ukcybersecuritycouncil.org.uk
N\ /4

Prof. Simon Hepburn
Chief Executive Officer g
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