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Codify foundational and generally recognised knowledge in 
cyber security following broad community engagement 
nationally and internationally

A guide to the body of knowledge

Focus is on established foundation of the subject (not on 
everything that has ever been written or on still-emerging, 
nascent, topics)
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Experts: Authors, Reviewers, Advisors

Pages

Authoritative sources

Comments from wider community

Invited talks, panels and keynotes



CyBOK 1.1



Open call for proposals to update current KAs or propose 
new ones: CyBOK 1.0 -> CyBOK 1.1

Not just reactive but also proactive: ongoing development 
of a process of expert review of subsets of KAs leading to 
regular refresh

Pro-actively develop guides that capture practical pathways 
through CyBOK or emerging knowledge in the community

Keeping the Foundations Strong



Knowledge Guides: Emerging topics or those that are still 
developing broadly agreed foundations

Security and Privacy of AI
Security Economics

Topic Guides: Practical applications that cut across multiple 
CyBOK KAs

AI for Security
Cloud Security

Supplementing the Foundations



Sharing knowledge of CyBOK processes and governance 
structures

Supporting mappings as qualifications frameworks 
developed

Develop a strategy for sustainability of CyBOK for the 
medium to long term

Working collaboratively with the Council



How to build on the Foundation?



Designing a new training course

Risk Management & Governance
Adversarial Behaviours
Malware and Attack Technologies

Mapping reference 
with > 13000 terms

An index for easy 
look up of terms



Designing a new training course

malware taxonomy

dimensions

kinds

potentially unwanted programs

standalone or host-program

persistent or transient

layers of system stack

auto-spreading

dynamically updatable

coordinated

viruses

malicious browser extensions

botnet malware

memory-resident malware

advanced persistent threats

Webinars Slides Lesson Plans, 
Labs and
Exercises



Showing a course meets training needs

Mapping reference 
with > 13000 terms

Mapping 
Framework



Learner, Recruiter, Certification Body



What knowledge to assess for particular roles?

21%

5%

44%

11%
15%

4%

Infrastructure Security

Software Platform
 Security

System
s Security

Attacks & Defences

Hu
m

an
, O

rg
an

isa
tio

na
l &

 R
eg

ul
at

or
y 

As
pe

ct
s

In
tro

du
cti

on

NCSC Cyber Advisor
(Cyber Essentials)
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CyBOK Introduction
Formal Methods for Security

Risk Management & Governance
Law & Regulation

Human Factors
Privacy & Online Rights

Malware & Attack Technology
Adversarial Behaviours

Security Operations & Incident Management
Forensics

Cryptography
Operating Systems & Virtualisation Security

Distributed Systems Security
Authentication, Authorisation & Accountability

Software Security
Web & Mobile Security

Secure Software Lifecycle

Network Security
Hardware Security

Cyber-Physical Systems Security
Physical Layer and Telecommunications Security

Applied Cryptography



What knowledge to assess for particular roles?



Learning skills to apply particular knowledge

Practical exercises, 
labs and CTFs

Case studies



Labs for multiple CyBOK KAs (Cliffe Schreuders)



CTFs for multiple CyBOK KAs (Cliffe Schreuders)



Practical Exercises for Specific KAs
Forensics
Malware and Attack Technologies

Memory Analysis Workshop 
(Joakim Kävrestad)

Formal Methods for SecurityPracticals for Formal Methods
(Martin Lester)

Physical Layer and Telecommunications 
Security

GSM Labs
(Denis Nicole)

Physical Layer and Telecommunications 
Security

Wireless Remote Control Labs
(Denis Nicole)

Human Factors
Risk Management and Governance

Mapping of Cyber Security Games
(Joseph Hallett)

Software Security
Secure Software Lifecycle

Secure Coding Game-based Lab
(Manuel Maarek)

Cyber-Physical Systems SecurityInteractive Cyber-physical Systems Lab
(Phil Legg)



Case Studies for multiple CyBOK KAs (Nancy Mead)



Case Studies for multiple CyBOK KAs (Nancy Mead)



Case Studies for multiple CyBOK KAs (Nancy Mead)
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Cryptography Deciphering 1.1 
Mt. Gox Bitcoin Theft 1.0 
Penetration Test 1.1 

Operating Systems & 
Virtualisation Security 

Deciphering 1.0 
Heartland Payment System Breach 1.0 
Penetration Test 1.1 
Secure LAN 1.1 

Distributed System 
Security 

Driver Assistance System Safety & Security 1.0 
Secure LAN 1.1 
Wireshark 1.1 

Formal Methods for 
Security 

Deciphering 1.1 
Tokeneer ID Station Project 1.0 

Authentication, 
Authorisation & 
Accountability 

ACME Water 1.0 
Heartland Payment System Breach 1.0 
Mt. Gox Bitcoin Theft 1.0 
Penetration Test 1.1 
Role Based Access Control 1.1 
Secure LAN 1.1 

Software Security Driver Assistance System Safety & Security 1.0 



Case Studies for multiple CyBOK KAs (Nancy Mead)

Secure LAN 1.1 
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Software Security Driver Assistance System Safety & Security 1.0 
FAA ERAM Outage 1.0 
Penetration Test 1.1 

Web & Mobile Security Driver Assistance System Safety & Security 1.0 
Role Based Access Control 1.1 
Secure LAN 1.1 

Secure Software 
Lifecycle 

ACME Water 1.0 
Aircraft Service Application 1.0 
Drone Swarm 1.0 
National Grid SAP Adoption 1.0 
Secure Acquisition 1.0 
SQUARE 1.0 
Tokeneer ID Station Project 1.0 
Using Malware Analysis to Improve Security 
Reqs 

1.1 

Applied Cryptography Deciphering 1.1 



Case Studies for multiple CyBOK KAs (Nancy Mead)
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Applied Cryptography Deciphering 1.1 
Penetration Test 1.1 

Network Security Role Based Access Control 1.1 
Secure LAN 1.1 
Wireshark 1.1 

Hardware Security Driver Assistance System Safety & Security 1.0 
Cyber-Physical Sys 
Security 

Driver Assistance System Safety & Security 1.0 

Physical Layer & 
Telecommunications 

Penetration Test 1.1 
Secure LAN 1.1 
Wireshark 1.1 

 



Join us to build more resources



For the Community
By the Community


