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Codify foundational and generally recognised knowledge in
cyber security following broad community engagement
nationally and internationally

A guide to the body of knowledge

Focus is on established foundation of the subject (not on
everything that has ever been written or on still-emerging,
nascent, topics)



International
effort

Open and
freely
accessible

For the
community by
the community

Transparency




>115 Experts: Authors, Reviewers, Advisors

>1000 Pages

>2200 Authoritative sources
>1600 Comments from wider community

>30 Invited talks, panels and keynotes
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Keeping the Foundations Strong

Open call for proposals to update current KAs or propose
new ones: CyBOK 1.0 -> CyBOK 1.1

Not just reactive but also proactive: ongoing development
of a process of expert review of subsets of KAs leading to
regular refresh

Pro-actively develop guides that capture practical pathways
through CyBOK or emerging knowledge in the community



Supplementing the Foundations

Knowledge Guides: Emerging topics or those that are still
developing broadly agreed foundations

Security and Privacy of Al
Security Economics

Topic Guides: Practical applications that cut across multiple
CyBOK KAs

Al for Security
Cloud Security



Working collaboratively with the Council

Sharing knowledge of CyBOK processes and governance
structures

Supporting mappings as qualifications frameworks
developed

Develop a strategy for sustainability of CyBOK for the
medium to long term



How to build on the Foundation?
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CyBOK Introduction

Farmial bathids for Security
Rigk Managemant & Governance
Law & Regulation

Human Factars
Privazy & Gnling Rights

Malware & AMlack Technobagies
dversarial Behavicurs
Secuirity Dperations & lneident Managesment

Farensics

Cryptography

Dperating Systems & Vinualisation Security
Distribiited Systems Sacurity

Authentication, Aduthoisation & Accourrshility

Software Security
Web & Mabile Security
Secure Softwans Lifecycie

Metwark Security

Hardhwate Security

Cyber-Physical Systems Security

Physcal Layer & Telecammunisations Securily

'Showing a course meets training needs |




CYBOK Intraduciion

Formal Methods for Security
Risk Managemens & Govemarce
Law & Regulation

Human Factars

Privacy & Onine Rights

CyHO Intraduction

Farmal Kathods for Security
Fisk Managemant & Governance
Law & Regulation

Human Factars

Privacy & Online Rights

CyBOH Intreduction

Malware & Attack Technologies
Adversarial Behavicurs

Malware & Attack Technologies
Adversarial Behaviours
Securfty Operations & incident Managesment Securily Operaticns & incadent Management

Farensics Forensios

Cryptography
Operating Systems & Vinualisation Security
Distributed Systems Security

Cryptography
Dperating Systerms & Virtualisation Secusity
Digtributed Systems Security

& &
Software Security Sofiware Secunity
Web & Mabile Security Web & Mobile Secunty
Secure Software Lifecycle

Secure Softwara Lifecycle
MNetwark Security

Hardware Security

Cyber-Plysical Systems Security

Phiyscal Layer & Telecammunications Security

Hetwork Security
Hardware Secisity

Cyber-Physicat Systems Security

Physical Layer & Tekcommunications Secirity
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CyBOK Introduction - 4%

Formal Methods for Security -

Risk Management & Governance _
Laws. Regition N
Huren Factors [ 3%
Privacy & Online Rights -
Meivare & Attack Technology - 3%
Adversarial Behaviours - 0%
Security Operations & Incident Menagement - 7
Forensics J 0%
Cryptography -
Operating Systers & Virtualisation Security -
Disbuted Systerrs Securty | -
Autperticaton, Atharisaton & Accourtztity. -
Software Security -
Web & Mobile Security I 2%
Secure Software Lifecycle il 1%
Network Secury - 1%
Herdwere Security il 1%
Cyber-Physical Systems Security -
Physical Layer and Telecommunications Seaurity - 0%

Appiied Qryptography - -

NCSC Cyber Advisor
(Cyber Essentials)
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Cyber Threat Cyber Security Cyber Security
Intelligence Generalist Management
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Network Monitoring
Incident Response & Intrusion
Detection
Cyber Career Framework:
@ @ pathways for the 16
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Practical exercises, Case studies
labs and CTFs
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Labs for multiple CyBOK KAs (Cliffe Schreuders)

Lab Scenarios and CyBOK

The Cyber Security Body of Knowledge (CyBOK) is a body of knowledge that aims to encapsulate the various knowledge areas present
within cyber security. Scenarios within SecGen now contain XML elements linking them to CyBOK knowledge areas and specific topics
within those knowledge areas. Additionally, video lectures for scenarios are tagged with CyBOK associations.

Scenarios Indexed By CyBOK Knowledge Area (KA)




CTFs for multiple CyBOK KAs (Cliffe Schreuders)

CTF Scenarios and CyBOK

The Cyber Security Body of Knowledge (CyBOK) is a body of knowledge that aims to encapsulate the various knowledge areas present
within cyber security. Scenarios within SecGen now contain XML elements linking them to CyBOK knowledge areas and specific topics
within those knowledge areas. Additionally, video lectures for scenarios are tagged with CyBOK associations.

Scenarios Indexed By CyBOK Knowledge Area (KA)




Practical Exercises for Specific KAs

Memory Analysis Workshop
(Joakim Kdvrestad)

Practicals for Formal Methods
(Martin Lester)

GSM Labs
(Denis Nicole)

Wireless Remote Control Labs
(Denis Nicole)

Mapping of Cyber Security Games
(Joseph Hallett)

Secure Coding Game-based Lab
(Manuel Maarek)

Interactive Cyber-physical Systems Lab
(Phil Legg)

Forensics
Malware and Attack Technologies

Formal Methods for Security

Physical Layer and Telecommunications
Security

Physical Layer and Telecommunications
Security

Human Factors
Risk Management and Governance

Software Security
Secure Software Lifecycle

Cyber-Physical Systems Security



Case Studies for multiple CyBOK KAs (Nancy Mead)

Cat. Knowledge Area Case Study Mapping CyBOK
version
Risk Management & ACME Water 1.0
Governance Archetypal Users — Personae non Gratae 1.0
FAA ERAM Outage 1.0
GPS Spoofing of UAV 1.0
National Cybersecurity Governance 1.1
=8 National Grid SAP Adoption 1.0
§ ;& Organization Risk Management: The Widget 1.0
g <« Company
g %, Penetration Test 1.1
o0 = Ransomware 1.1
o :SD Secure LAN 1.1
5 o | Law & Regulation National Cybersecurity Governance 1.0
§ = Ransomware 1.1
T < | Human Factors ACME Water 1.0
FAA ERAM Outage 1.0
Privacy & Online ACME Water 1.0
Rights Driver Assistance System Safety & Security 1.0
Penetration Test 1.1

Role Based Access Control 1.1




Case Studies for multiple CyBOK KAs (Nancy Mead)

Malware & Attack Deciphering

Technologies Mt. Gox Bitcoin Theft

Penetration Test

Ransomware
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Using Malware Analysis to Improve Security
Reqgs
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Wireshark

Adversarial Behaviours | Heartland Payment System Breach

Mt. Gox Bitcoin Theft

Penetration Test

Ransomware

Security Operations & | Heartland Payment System Breach

Attacks and Defences

Incident Management Mt. Gox Bitcoin Theft

National Cybersecurity Governance

Penetration Test

Ransomware

Forensics Mt. Gox Bitcoin Theft
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Wireshark




Case Studies for multiple CyBOK KAs (Nancy Mead)

Cryptography Deciphering

Mt. Gox Bitcoin Theft

Penetration Test

Operating Systems & Deciphering

Virtualisation Security | Heartland Payment System Breach

Penetration Test

? Secure LAN
3 Distributed System Driver Assistance System Safety & Security
A Security Secure LAN
& Wireshark
= Formal Methods for Deciphering
A Security Tokeneer ID Station Project
Authentication, ACME Water
Authorisation & Heartland Payment System Breach
Accountability Mt. Gox Bitcoin Theft

Penetration Test

Role Based Access Control
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Case Studies for multiple CyBOK KAs (Nancy Mead)

Software Platform Security

Regs

Software Security Driver Assistance System Safety & Security 1.0
FAA ERAM Outage 1.0
Penetration Test 1.1
Web & Mobile Security | Driver Assistance System Safety & Security 1.0
Role Based Access Control 1.1
Secure LAN 1.1
Secure Software ACME Water 1.0
Lifecycle Aircraft Service Application 1.0
Drone Swarm 1.0
National Grid SAP Adoption 1.0
Secure Acquisition 1.0
SQUARE 1.0
Tokeneer ID Station Project 1.0
Using Malware Analysis to Improve Security 1.1




Case Studies for multiple CyBOK KAs (Nancy Mead)

Applied Cryptography | Deciphering 1.1
> Penetration Test 1.1
§ Network Security Role Based Access Control 1.1
3 Secure LAN 1.1
% Wireshark 1.1
3 Hardware Security Driver Assistance System Safety & Security 1.0
é’ Cyber-Physical Sys Driver Assistance System Safety & Security 1.0
|z Security
Q‘é Physical Layer & Penetration Test 1.1
= Telecommunications Secure LAN 1.1
Wireshark 1.1




Join us to build more resources

Call for further funded projects to develop resources around CyBOK
vi.1

Published: 11 Sep 2023, 5:07 p.m.

Applications should be emailed to contact@cybok.org by 4pm on 18 October 2023

Call closes 4pm 18 October 2023
Maximum award £5,000

Successful applicants notified by 10 November 2023
Projects to start from 13 November 2023

Project completion deadline 30 April 2024



CyBCK

For the Community
By the Community



