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Welcome to the Future Funfair!

• A novel, Cyber Physical educational aide

• Created to improve knowledge of:
– Cyber Physical Systems
– Wider Cyber Security
– The CyBOK

• Designed to engage students through physically observable impacts of cyber attacks



System Setup

• Key Components:
– Raspberry Pis
– Pi HAT
– LEGO Spike
– Student  laptops
– Attack Machine

System setup



Utilisation

• Two key scripts were used to orchestrate the system
– Server script on the Pi server 
– Attack script on the student laptops

• Attacks were launched from the student laptops, via the attack machine

• This enabled observation of attack traffic, without breaking the engagement flow

• Students used a combination of traffic analysis, observation of the LEGO rides and the 
UI to understand and counter the attacks



UI

• A UI was created to help guide 
students through:
– Different attacks
– Associated countermeasures
– Cyber Physical Systems
– CyBOK

• As countermeasures were 
deployed via the UI we ensured 
engagement with this element

UI splash page



Attacks

• Three attacks could be launched:
– Code Injection
– Denial of Service
– Man in the Middle

• Each attack had a dedicated page 
on the UI to provide an attack 
profile

• All material was taken from or 
referenced the CyBOK Network traffic during the Denial of Service attack



Countermeasures

• Once the attack was identified 
students could launch a 
countermeasure against it

• Mitigations, graphics and language 
used were all taken from the CyBOK

• The attack would continue but no 
longer have an impact on the running 
system(s)

UI Countermeasures page - Denial of Service section



Results

• The activity was run at the Unlock Cyber event at UWE

• Students were asked to take part in a short, anonymised survey after the activity 

Survey questions and responses 



Extended support

• To support wider outreach all material has been made available on the UWE website

• We have also put together videos and supporting documentation which will be hosted 
by the CyBOK

• These videos provide a walkthrough of the system and allow schools without access to 
LEGO Spike kits to observe the attacks



Extended support

Video clip – Denial of Service attack video



Further details

• https://go.uwe.ac.uk/legofunfair

• https://github.com/uwe-cyber/Future_Funfair

• https://www.unlockcyber.com/mission/
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