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When you use this information under the Open Government Licence, you should include
the following attribution: CyBOK © Crown Copyright, The National Cyber Security Centre
2021, licensed under the Open Government Licence: https://www.nationalarchives.gov.uk/doc/
open-government-licence/.

The CyBOK project would like to understand how the CyBOK is being used and its uptake.
The project would like organisations using, or intending to use, CyBOK for the purposes
of education, training, course development, professional development etc. to contact it at
contact@cybok.org to let the project know how they are using CyBOK.
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CHANGE LOG

Version date Version number Changes made
July 2021 1.0.1 Version updated in line with KA version 1.0.1
October 2019 1.0
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cyber-physical systems

crosscutting security

CPS domains

policy and political aspects

characteristics

protections against natural events and accidents

security and privacy concerns

embedded systems

real-time systems

network protocols

wireless

control

sensor networks

discrete-time control

networked-controlled systems

hybrid systems

safety

protection

reliability

fault tolerance

robust control

safety vs security

protection of generators

under frequency load shedding (UFLS)

overcurrent protection

ove/under voltage

attacks agains CPSs

architectural threats

high-profile real-world attacks

preventing attacks

detecting attacks

mitigating attacks

securing legacy systems

lightweight security

secure microkernels

preventing transduction attacks

bumb-in-the-wire

wireless shield

remote attestation

network intrusion detection

physics-based attack detection

historical anomalies

physical-law anomalies

out-of-band detection

active detection

resilient control systems

conservative control

resilient estimation

sensor fusion

virtual sensors

constraining actuation

inertial resets

reactive control compensation

safe control actions

industrial control systems

electric power grids

transportation systems and autonomous vehicles

robotics and advanced manufacturing

medical devices

IoT

PLCs

RTUs

corporate networks

SCADA

regulatory control

OT networks

intrusion detection

bulk power system

smart grids

efficiency

reliability

consumer choice

load-altering attacks

traffic flow control

demand management

incident management

vulnerabilities

ground, air, and see vehicles

privacy concerns of drones

transduction attacks on sensors

attacks on quality

safety problems

implantable medical devices

attacks

touch-to-access principle

DDoS attacks

botnets

privacy invasions

attacks on digital assistants

security hubs

incentives and regulation

cyber-conflict

industry practices and standards

regulation

incentives

cybercriminals

disgruntled employees

terrorists and activists

nation states

Tallinn manual

Koh speech

acts of warISA 99/IEC 62443

NIST SP 800-53

NIST-IR 762

NERC standards

IEC 104

PROFINET

IEC 62351

ETSI TS 103 645
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