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The Cyber Security Body of Knowledge (CyBOK) project� aims to codify foundational knowl-
edge in cyber security. Since February ����, the project has undertaken a range of community
consultations to de�ne the scope of CyBOK�. Following the scoping exercise, the project has
brought together ��� authors, reviewers, advisors as well as over ���� comments from the
wider community to develop CyBOK �.� which comprises �� Knowledge Areas organised into
�ve broad categories.

The �rst community workshop and showcase took place on the �� October ���� at the Uni-
versity of Bristol, following the release of CyBOK version �.�. The purpose of the workshop
and showcase was to introduce CyBOK �.� to �� key stakeholders from industry, academia
and government and discuss future research, education and training challenges for cyber
security that crosscut the �ve broad categories within CyBOK.

This report summarises the series of talks in the morning that set the scene for the group
discussions amongst gathered stakeholders in the afternoon. An artist – acting as a graphic
note-taker – captured the key themes of discussions visually.
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� SETTING THE SCENE
Professor Awais Rashid from University of Bristol (Lead for the CyBOK project) opened the
proceedings by providing a detailed overview of the scoping process that led to identi�cation
of the �� Knowledge Areas (KAs) within CyBOK. He then discussed the process of developing
each of the KAs before moving on to discussing the emerging large-scale highly connected
infrastructures and the cyber security challenges they pose. Using CyBOK as a basis, he
discussed the challenges that the �eld will face emerging from the scale of connectivity of
such emerging and future infrastructures, the potential scale of attacks and associated dis-
ruptions and their impact on citizens and the economy. He also discussed the need for cyber
security professionals to tackle such challenges – emphasising that there isn’t a singular
cyber security expert and different systems and sectors require different combinations of
knowledge to address the cyber security challenges they face. Through various exemplars of
academic and professional certi�cation programmes, he highlighted how different cyber se-
curity professionals bring different combinations of knowledge from CyBOK and recognising
and embracing such distinctions is key to addressing the cyber security workforce shortages
nationally and globally.

Sir Edmund Burton, who chaired the CyBOK Professional Advisory Board during the devel-
opment of CyBOK �.� and is currently chairing the CyBOK Steering Committee, noted that
information, data and people are key assets. He noted that, in order to protect these, we need
to understand the surrounding environment and its inherent complexities and acknowledge the
need for leadership roles and diverse career paths. He highlighted the need for interdisciplinar-
ity and partnerships across academia, industry and government and the importance of pilot
schemes to test the potential of innovative ideas tomeet the cyber security needs of the future.

Professor Laurie Williams, from North Carolina State University, USA, author of the CyBOK
KA on Secure Software Lifecycle and currently a member of the Steering Committee, argued
for the need to tackle hard problems using the Science of Cyber Security Lablets in the USA
as an example. Speci�c problems she highlighted included scalability, resilient architectures,
policy-based secured collaboration, human behaviours and the need for predictive security
metrics. Using a keynote from USENIX Security Symposium as a reference, she highlighted
that the research community often tackles a very small specialised proportion of a very large
problem space and that there is a need for cyber security research advances that arise from
the complexity of real-world systems and the constraints and trade-offs encountered in-the-
wild.

Professor Trent Jaeger, from Pennsylvania State University, a member of the Academic
Advisory Board for CyBOK �.� and currently a member of the Steering Committee, also raised
the challenge of complexity – and that it presents a scalability challenge for the cyber security
community. He noted the need for partnerships to mitigate such scalability challenges as
tracking attack surfaces, reducing threats authorised in systems and improved techniques to
reason about complex attacks.
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� CHALLENGES FOR RESEARCH, EDUCATION AND
TRAINING
Following the scene setting talks, there were group discussions to elicit key challenges for
research, education and training. The �rst set of group discussions focused on research
challengeswhile the second on education and training. In each case, groups used the following
questions as a guide:

• What are the big challenges (research or education & training) with regards to cyber
security at scale – using the �ve CyBOK categories as broad themes?

• What are the drivers and barriers with regards to interdisciplinary and cross-sectoral
collaboration to addressing them? How would progress be measured? What would be
the success indicators?

Below we discuss �ndings from the two discussion sessions.

�.� Key research challenges
Participants discussed the growing hyper-connectivity of the digital world – ‘things’ that are
supposed to be simple physical objects are now transformed into ‘smart objects’, having
the capability of sensing, processing and sending data. There was acknowledgement that,
though the traditional security solutions are applicable, the scope of this applicability is limited.
Consequently, the role of cyber security is no longer merely about securing the networks
that service traditional enterprise systems but much larger and wider – encompassing the
cyber-physical environment. Devices and smart objects in such cyber-physical settings need
new security solutions, as the range and diversity of threats and attacks are evolving rapidly.

Coupled with this are the complex intersections between humans and technologies and
how they shape the cyber security landscape. There was recognition that this required in-
terdisciplinary approaches that combine expertise in social and behavioural sciences with
traditional computer security and information security research to understand both human
and organisational factors that shape cyber security.

Several key potential themes of research were identi�ed and the importance of international
collaboration was highlighted as a key to addressing them:

�. Economics of cyber security at-scale. There is a body of research on economics of
information security and there is some coverage of this in the Introduction to CyBOK as
a crosscutting theme. However, as we build more complex interconnected systems, how
do we establish the trade-offs that are required to provide an optimal level of security –
taking into account technical, organisational and human factors.

�. The need to consider legacy systems. This is a well-known challenge in the context of
cyber-physical systems, especially those used in industrial environments and critical
infrastructures. The systems were designed with little or no cyber security built-in as
they weren’t expected to be connected to other networked systems. With advances
in technologies, need for remote monitoring and control and optimisation of business
processes, they are increasingly connected to enterprise systems exposing their vul-
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nerabilities to a range of threat actors. We already know that replacing such systems
at scale is expensive and hard – often leading to a combination of legacy and non-
legacy environments. However, today’s contemporary systems are tomorrow’s legacy
systems and as we build complex infrastructures such as smart cities and autonomous
transportation systems, we need to account for the long-term challenges of security
combinations of legacy and non-legacy environments at scale.

�. Positive security cultures. Cyber security often suffers from passing the buck. Many
departments in organisations do not think that cyber security involves them. As we
build more complex systems, e.g., smart cities, where the infrastructure is not under
the control of a single stakeholder, there is a need to consider what would positive
security culture mean in this context? How do we create a shared responsibility for cyber
security in such settings? And how do we create realistic risk models and use them in
practice? The importance of shared terminology, language and concepts is important in
this regard and resources such as CyBOK may offer an important bridge in this regard.

�. Need for research datasets. In order to study cyber security at scale as a research prob-
lem, good and realistic datasets are key. This was emphasised in various discussions
and there was a call for workshops dedicated to discussing existing datasets, their
limitations and curation to make them accessible to the wider research community
internationally.

�.� Key education and training challenges
One of the main themes of discussion here was that of �xing the talent pipeline. This is one
of the major challenges facing the �eld and it was noted that initiatives such as CyBOK have
a key role to play in this regard. However, it was also recognised that knowledge must be
complemented by hands-on experience – to enable the workforce to put that knowledge into
practice. This is even more critical as the future of work changes – with increasingly mobile
and remote working by workers in the digital economy. The evolution of the infrastructures
that service society and our daily lives poses another challenge with regards to maintaining
the capabilities of the workforce. The need for continuing education and training is therefore
paramount.

Several key areas of focus for education and training were identi�ed.

�. Need for more general cyber security awareness and education. As cyber security and
threats to it become mainstream, there is a need to raise more general awareness
for cyber security in the wider population. This is not meant to push the burden of
security on to users – but in the same way as safety has become part of the wider
societal consciousness, cyber security should be too. Cyber security professionals are
needed who can develop and engage in such wider awareness programmes – both
within organisations and the wider society.

�. There are multiple pathways to being a professional. The role of universities in ad-
dressing the talent pipeline is clear. But it is also important to consider that traditional
university education is one pathway to becoming a cyber security professional. Appren-
ticeships can offer an alternative pathway especially if there are no entry level cyber
security roles. There was also a concern that over-specialisation – though valued in
research – may sti�e continuing development in a practitioner setting. It is, therefore,
important to establish and provide clear pathways for continuing professional develop-
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ment – not only maintaining the knowledge and skills that are relevant in current context
but identifying and developing those that would be needed in �-�� years time.

�. Exposure to adversarial thinking. Thiswas identi�ed as a key characteristic for the cyber
security professional – in order to identify where weaknesses in systems or potential
risks may lie in order to be able to mitigate against them. Such adversarial thinking
can be developed both by studying anatomies of complex attacks and through hands-
on training on experimental systems and infrastructures – that provide a �rst-hand
experience of attacks and defences in a realistic cyber security incident.

� CONCLUSION
The workshop brought together a number of key experts in academia, industry and govern-
ment, both nationally and internationally to discuss the challenges for cyber security research,
education and training in the emerging and future large-scale connected environments. A
number of key areas of future research and education & training needs were identi�ed. There
were some themes that were recurrent across these discussions – the need for international
collaboration, the need for partnerships across academia, industry and government, the need
for interdisciplinary approaches and the importance of cyber security to the day-to-day func-
tioning of society. CyBOK �.� offers an important element in providing rigorous foundations
for cyber security education and training – and also mapping the foundational concepts estab-
lished through many years of research and practice. These have been developed collectively
by members of the cyber security community. We now need to build on these resources to
address the key challenges identi�ed and noted above.
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� APPENDIX: WORKSHOP SCHEDULE

Cyber Security at Scale: Challenges for Research, Education and Training | March ���� Page �


