
The Cyber Security
Body of Knowledge
Forensics Knowledge Tree

Version 1.0.1
22nd July 2021

https://www.cybok.org/

https://www.cybok.org/


The Cyber Security Body Of Knowledge
www.cybok.org

COPYRIGHT

© Crown Copyright, The National Cyber Security Centre 2021. This information is licensed
under the Open Government Licence v3.0. To view this licence, visit:
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When you use this information under the Open Government Licence, you should include
the following attribution: CyBOK © Crown Copyright, The National Cyber Security Centre
2021, licensed under the Open Government Licence: https://www.nationalarchives.gov.uk/doc/
open-government-licence/.

The CyBOK project would like to understand how the CyBOK is being used and its uptake.
The project would like organisations using, or intending to use, CyBOK for the purposes
of education, training, course development, professional development etc. to contact it at
contact@cybok.org to let the project know how they are using CyBOK.
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CHANGE LOG

Version date Version number Changes made
July 2021 1.0.1 Version updated in line with KA version 1.0.1
October 2019 1.0
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definitions and conceptual models

operating system analysis

main memory forensics

application forensics

cloud forensics

artifact analysis

forensic science

cyber domain

digital (forensic) trace

legal concerns and the Daubert Standard

definitions

conceptual models

computer misuse act

cyber crime

standards for the presentation of scientific evidence in legal proceedings

ACPO good practice guide for digital evidence

BS EN ISO/IEC 17020:2012

BS EN ISO/IEC 17025:2005

digital forensics

relevence

DFRWS

NIST

Working

state-centric

history-centric

cognitive task model

bottom-up processes

top-down processes

the foraging loop

the sense making loop

differential analysis

external data sources

schema

sense-making loop

search and filter

read and extract

schematize

build case

tell story

re-evaluate

search for suport

search for evidence

search for relations

search for information

explore

enrich

exploit

storage forensics

data acquisition

filesystem analysis

block device analysis

data recovery & file content carving

data abstraction layers

benefits of independent forensic reconstruction

physical media

block device

file system

application artifacts

physical data acquisition

logical data acquisition

encryption concerns

mobile  phone data acquisition

chip-off techniques

RAID data recovery

approaches to API based recovery

block-level acquisition

cryptographic hashes

technical challenges

legal challenges

blocks

files

file systems

partitions

logical volumes

carving techniques

fragmentation

slack space

process information

file information

network connections

artifacts and fragments

challenges of live forensics

web browsers

URL history

form data

temporary files

downloaded files

HTML5 local storage

cookies

services

forensic challenges

SaaS forensics

SaaS

PaaS

IaaS

partial replication

revision acquisition

cloud-native artifactscryptographic hashing

block-level analysis

approximate analysis

cload-native artifacts

bytewise matching

syntactic matching

semantic matching

bytewise approximate matching
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