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Formal Methods for Security

Modelling and Abstraction

Analysis and Verifcation

Tools

Real-world examples

Security Models

Security Properties

Attacker Models

Semantics-based

Game-based

Simulation-based

Equivalence-based

Refnement-based

Theorem Proving Tools

Model Checking Tools

seL4

FREAK SSL/TLS vulnerability

Other real-world examples

Access Control

In�ormation Flow

Security Protocols

Program Correctness

Authentication

Confdentiality

Integrity

Anonymity

Isabelle/HOL

Coq

CryptoVeri�

EasyCrypt

Other theorem-proving tools

ProVeri�

PRISM

Tamarin

Other model-checking tools
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