
The Cyber Security
Body of Knowledge
FormalMethods for Security KnowledgeTree

Version 1.0
22nd July 2021

https://www.cybok.org/

https://www.cybok.org/


The Cyber Security Body Of Knowledge
www.cybok.org

COPYRIGHT
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under the Open Government Licence v3.0. To view this licence, visit:

https://www.nationalarchives.gov.uk/doc/open-government-licence/

When you use this information under the Open Government Licence, you should include
the following attribution: CyBOK © Crown Copyright, The National Cyber Security Centre
2021, licensed under the Open Government Licence: https://www.nationalarchives.gov.uk/doc/
open-government-licence/.

The CyBOK project would like to understand how the CyBOK is being used and its uptake.
The project would like organisations using, or intending to use, CyBOK for the purposes
of education, training, course development, professional development etc. to contact it at
contact@cybok.org to let the project know how they are using CyBOK.
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Motivation

Foundations, Methods and Tools

Hardware

Cryptographic Protocols

Software and Large-Scale Systems

Configuration

Inadequacy of Traditional Development Methods

Towards More Scientific Development Methods

Limitations

System design

Code level

Configuration level

Properties of Systems and Their Executions

Logics and Specification Languages

Property Checking

Trace Properties

Hyperproperties

Relations on Systems

Interactive Theorem Proving

Decision Procedures

Static Analysis

Dynamic Analysis

Hardware Verification

Side-Channels

API Attacks on Security Hardware

Symbolic Methods

Stochastic Methods

Computational Methods

Theorem Proving

Model Checking Trace Properties

Model Checking Non-trace Properties

Game-based Proofs

Simulation-based Proofs

Information Flow Control

Cryptographic Libraries

Low-level Code

Operating Systems

Web-based Applications

Full-stack Verification

Static Analysis and Typing

Self-composition and Product Programs

Freedom from side-channel attacks

Memory safety

Cryptographic security

Functional Correctness of Kernel Components

Absence of Bug Classes

Web Programming

Web Components

Component Interaction

Policy Analysis

Specification-based Synthesis
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