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System design

Code level

Configuration level

Inadequacy of Traditional Development Methods

Towards More Scientific Development Methods

Motivation

Interactive Theorem Proving ‘
Decision Procedures

| Model Checking Trace Properties

Limitations

‘ Properties of Systems and Their Executions

Logics and Specification Languages

Foundations, Methods and Tools

Property Checking

Hardware Verification
Side-Channels

API Attacks on Security Hardware

Hardware

Symbolic Methods

Computational Methods | Game-based Proofs
\ Simulation-based Proofs
Static Analysis and Typing ‘
Information Flow Control Self-composition and Product Programs

‘ Freedom from side-channel attacks
) Cryptographic Libraries Memory safety
Software and Large-Scale Systems Low-level Code

Cryptographic security ‘
Operating Systems

‘ Web-based Applications

‘ Cryptographic Protocols

‘ Model Checking Non-trace Properties
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Functional Correctness of Kernel Components

Absence of Bug Classes

Web Programming

Full-stack Verification
Configuration Policy Analysis

Web Components

Component Interaction

‘ Specification-based Synthesis
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