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CyBOK 1.0



CyBOK 1.0

Understanding 
different types of 
network architectures 
and their security 
requirements

Deploying crypto 
systems in practice

Verifying security 
properties of 
critical systems



Updated to Network 
Security KA

CyBOK 1.1 New KA on Applied 
Cryptography

New KA on Formal 
Methods for 
Security



>115

>1000

>2200

>1600

>25

Experts: Authors, Reviewers, Advisors

Pages

Authoritative sources

Comments from wider community

Invited talks, panels and keynotes



Webinars

Mapping reference 
with > 13000 terms

An index for easy 
look up of terms



CyBOK Use Cases

Design new 
university or 
professional 
training 
programmes

Design new 
certification 
schemes



CyBOK Use Cases

CyBOK Mapping Framework
Traceably 
meeting 
certification 
requirements

Contrasting 
different 
programmes

Knowledge 
requirements 
for job roles

Benchmarking 
capacity



Codify foundational and generally 
recognised knowledge in cyber 
security following broad 
community engagement nationally 
and internationally

A guide to the body of knowledge: 
established foundation of the 
subject (not on everything that has 
ever been written or on still-
emerging, nascent, topics)



New KA in Applied Cryptography

New KA in Formal Methods for Security



Cybersecurity Infrastructure and 
Security Agency … issued a warning in 
July that urged all critical infrastructure 
sectors to be prepared for attacks on 
operational technology and reduce 
remote access to OT networks and 
devices. If such access is required, plant 
operators should ensure networks are 
segmented, data encrypted and traffic 
limited to known IP addresses.

“

”



“Cybersecurity Infrastructure and 
Security Agency … issued a warning in 
July that urged all critical infrastructure 
sectors to be prepared for attacks on 
operational technology and reduce 
remote access to OT networks and 
devices. If such access is required, plant 
operators should ensure networks are 
segmented, data encrypted and 
traffic limited to known IP addresses.”



New KA on Applied Cryptography
Deploying crypto systems in practice

Complementary to 
Cryptography KA

General principles and 
practice for use

How to deploy and use 
cryptography

Author: Kenny Paterson
ETH Zurich

Algorithms, 
Schemes and 

Protocols

Standards

Implementation

Key 
Management



Case Study:  COVID19 Contact Tracing
Privacy preservation

Rapid development
2-way privacy preserving ‘ping’ 
Phones exchange beacons

No central lists of contacts
Cryptography at the core
Off-the-shelf cryptography
Simplicity of core design

Used in Google-Apple Exposure Notification 
(GAEN) system



“The account was no longer in use
at the time of the attack but could 
still be used to access Colonial’s 
network”



“The account was no longer in use 
at the time of the attack but could 
still be used to access Colonial’s 
network”

X Inconsistent state

X Configuration failure

Penetrate and patch not 
adequate for critical systems

Management of detail critical



New KA on Formal Methods for Security
verifying properties of critical systems

Author: David Basin
ETH Zurich

Rigorous development and reasoning about systems 
and their components based on mathematics and logic

Foundations and Methods

Specification via logics, models or code
Verification via algorithms and tools

…applied to
Hardware
Protocols
Software and Systems
Configurations



Verifying properties of critical systems

• SeL4 microkernel verification

– OS critical for security of overall systems

– Data separation: processes cannot read each other’s data

– Temporal separation: processes use resources sequentially, 
sanitized before being passed on

– Damage limitation: effects of compromises limited

• AWS: Provable Security

• Facebook: Continuous Reasoning



Questions?


