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under the Open Government Licence v3.0. To view this licence, visit:

https://www.nationalarchives.gov.uk/doc/open-government-licence/

When you use this information under the Open Government Licence, you should include
the following attribution: CyBOK © Crown Copyright, The National Cyber Security Centre
2021, licensed under the Open Government Licence: https://www.nationalarchives.gov.uk/doc/
open-government-licence/.

The CyBOK project would like to understand how the CyBOK is being used and its uptake.
The project would like organisations using, or intending to use, CyBOK for the purposes
of education, training, course development, professional development etc. to contact it at
contact@cybok.org to let the project know how they are using CyBOK.
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CHANGE LOG

Version date Version number Changes made
July 2021 1.0.1 Version updated in line with KA version 1.0.1
October 2019 1.0
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hardware design cycle

measuring hardware security

secure platforms

hardware support for software security

hardware design for cryptographic algorithms

side-channel attacks and fault attacks

entropy generating building blocks

hardware design process

hardware design process

root of trust

threat model

behavioural domain

structural domain

physical domain

current, voltage

logic

register transfers

algorithms

systems

transistors

gates, flip-flops, etc

ALUs, RAM, etc

processor

transistor layout

cell layout

module layout

floorplans

physical partitions

TPMs

SIMs

FIPS 140-2

common criteria and EMVCo

SESIP

approved cryptographic algorithms

tamper evidence

tamper resistance

hardware security module (HSM)

secure element and smartcard

trusted platform module (TPM)

root of trust for measurement

root of trust for storage

root of trust for reporting

objectives

virtual machines

trusted execution environment

IBM 4758 secure coprocessor

ARM Trustzone

protected module architectures

light-weight solutions

protection

isolation

attestation

sealed storage

memory protection

control flow integrity

information flow analysis

small TCB implementations

zero TCB implementations

Intel Software Guard Extension (SGX)

SMART

hardware shadow stacks

pointer authentication

Qarma

design process

cryptographic algorithms at RTL level

register transfer level (RTL)

application specific integrated circuit (ASIC)

field programmable gata array (FPGA)

power consumption

electronic design automation (EDA)

secret key algorithms

secret key light-weight algorithms

hash algorithms

public key algorithms

quantum resistant algorithms

homomorphic encryption schemes

cryptocurrency mining

attacks

countermeasures

passive side channel attacks

micro-architectural side-channels

active fault attacks

simple power analysis

differential power analysis

electro-magnetic radiation attacks

timing attacks

template attacks

constant time execution

spectre

meltdown

foreshadow

RowHammer

optical-fault attacks

sensors

randomisation

masking

hiding

micro-code updates

redundancy

random number generation

physically unclonable functions (PUFs)

pseudo random number generation (PRNG)

true random number generation (TRNG)

weak PUFs

strong PUFs

machine learning attacks

design and fabrication of silicon integrated circuits

trojan circuits

cicuit level techniques

board level security

time
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