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under the Open Government Licence v3.0. To view this licence, visit:

https://www.nationalarchives.gov.uk/doc/open-government-licence/

When you use this information under the Open Government Licence, you should include
the following attribution: CyBOK © Crown Copyright, The National Cyber Security Centre
2021, licensed under the Open Government Licence: https://www.nationalarchives.gov.uk/doc/
open-government-licence/.

The CyBOK project would like to understand how the CyBOK is being used and its uptake.
The project would like organisations using, or intending to use, CyBOK for the purposes
of education, training, course development, professional development etc. to contact it at
contact@cybok.org to let the project know how they are using CyBOK.
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CHANGE LOG

Version date Version number Changes made
July 2021 1.0.1 Version updated in line with KA version 1.0.1
October 2019 1.0
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usable security

fitting the task to the human

human error

awareness and education

positive security

stakeholder engagement

assessment criteria

effectiveness

efficiency

satsifaction

human capabilities and limitations

short term memory

long term memory

human biases

needs of specific groups

goals and tasks

interaction context

device capabilities and limitations

alarm fatigue

one-time passwords

improving memory

passwords

children

older citizens

cultural needs

disability

CAPTCHAs

production and enabling tasks

workarounds to security mechanisms

workload

compliance budget

compliance fatigue

workload measurement

security fatigue

contextual inquiry

physical characteristics

social context

light

noise

temperature

pollution

latent usability failures in systems-of-systems

thinking, fast and slow

shadow security

security hygiene

mixed-mode thinking

terms

new approaches

mental models of cyber risks and defences

awareness

education

training

only the first step

security awareness games

fear uncertainty and doubt

people are not the weakest link

employees

software developers

projective techniques

creative security engagements

physical models

developers and password security

app development and vulnerabilities

StackOverflow

API usabaility

disconnects between developers and users
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