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CHANGE LOG

Version date | Version number Changes made

July 2021 1.0.2 Version updated in line with KA version 1.0.2

March 2021 1.0.1 Version updated in line with KA version 1.0.1

October 2019 | 1.0
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nature of law and legal analysis

‘applying law to cyberspace and information technologies

criminal law

introductory principles of legal research

liability and courts
evidence and proof
holistic approaches to legal risk analysis

prescriptive jurisdiction

legal terminology

prescriptive jurisdiction over online content
prescriptive jurisdiction over computer crime

prescriptive jurisd nd

CyBOK

enforcement jurisdiction
data sovereignty

subject matter and regulatory focus

privacy laws in general and electronic interception

i |

asset seizure and forfeiture

ol ocaonof h gt o demand epaymentof bark eposts |

foreing recognition and enforcement of civi judgments ‘

artest of natural persons in state terrtory
extradition of natural persons
technological content fitering

GOPR

seizure and forfeiture of servers domain names and registries

orders to in-state persons directing production of data under their control whether held on domestic or foreign IT systems

intemational legal assistance

human rights

data subject, personal data (and PIl)

data protection

processing

controller and processor

st pursuant o ntemaionsl mutul egl asitance ety |

derogations allowing transfers
improper access to a system

‘ 1o crimes against |

[ th nforcementof and prates forcrmes agaist nformation systers |

warranted state activity

[ research and development ctvies conducted by nansat prsons

‘ selfhelp disfavoured: software locks and hackback |-

improper data
improper interference with systems
improper interception of communication

undisclosed software locks

hackback

encouraging security standards via contract

| ime of coniract and receptof oriractual commurication

‘conflict of law — contracts.

understanding intellectual property

catalogue of intellectual property rights

intellectual property

supply chain
closed trading and payment systems

freedom of contract and its limitations

trade secrets

admission into evidence of electronic documents

| demateaisation o documens and lectroni st senvics |- reqirements o form and th teat of unenforceabiy |

electronic signatures and indentity trust services

‘ conflict of law - electronic signatures and trust services ‘

criminal liability

circumventing copyright technological protection measures ‘

testing a proprietary cryptographic algorithm

other regulatory maters

public international law

Vulnerabilty testing

I KA — July 2021

NIS directive

wulnerabiliy disclosure
facilitating and acting on vulnerability disclosure

de-anonymisation
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