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The Cyber Security Body Of Knowledge

nature of aw and legal analysis

applying aw 1o cyberspace and information technologies

legal terminology.

introductory principles of legal research

liability and courts
evidence and proof
holistic approaches to legal sk analysis

presciptivejuridiction over oline content

prescriptive jurisdiction over computer crime

CyBOK

asset seizure and forfeiture

seizure and forfeiture of servers domein names and registres

teritorallocation of the right to demand repayment of bank deposits ‘
foreing recognition and enforcement of civil judgments
artest of natural persons i state teritory
enforcement jurisdiction
extraditon of natural persons
data sovereignty
technological content filtering

production

orders

whether foreign IT systems

interational legal assistance
intemational norms

_—
interception by persons other than states

enforcement of privacy laws

data subject, personal data (and PI)

processing
core regulatory principles. controller and processor
investigation

} 1o intemational mutual legal assistance treaty ‘
data potection

personal data breach notification

enforcement and penalties

systems

subject matter and reg.

de-anonymisation

improper interference with systems
improper nterception of communication

computer crime

hack-back
conractual ‘

[
time.
L

trade secrets
intellectual property

crminallablty

circumventing copyright technological protection measures

testing a proprietary cryptographic algorithm

— \

electronic signatures and indentity trust services.
conflict of law ~ electronic signatures and trust services

NIS directive
other regulatory matters

public international law

winerabilty disclosure
faciltating and acting on vulnerability disclosure

Page 1


https://www.cybok.org

