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where its inhabitants are kept safe by the
technology they surround themselves

with as they try to rebuild their lives.
In this episode the detective %
gets a new job.
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Average set to 28
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Detective | have
Juniors listening to this
phone call so Chief if
you wouldn't mind.




.

It's Chief if ...you wanna go for
you're calling a drink later Jake?
about work...

So your favourite
guy is in a bit of
trouble.

CheeseCake Meme
guy, what happened!?!

I'm not involved.l

Listen we nee- l_l

What happened? He's
still an idiot but that's
not what I'm talking...
I'm talking about

Archie Baylies.

Conflict of interest, told
you I'm not involved.

Tantrums are cute but now
I'm going to need you to
listen, he got doxed! ¢ It means he had his personal information

dumped online. Cybercriminals and hackers do
that kind of thing all the time, either to extort

enemies or just as a way to scare people. Your
contact details, address, social security
number, everything can just be dumped onto a
website. In extreme cases, it can be used by
criminals to steal your identity.




generation so be nice.

What are these These are YOUR next
1st years?

So the information on
Archibald is still online.
They ran their site on the
darknet using a
bulletproof hosting
provider.

—

It's a server provider that is
usually located in a country
with very lax cybercrime
legislation and enforcement.

They charge more than a
regular internet service provider,

but they accept payments in ( ¢

cryptocurrencies so that they
can’t be traced. Websites on
their servers are hard
to take down as they ignore any
requests from law enforcement.

\

Which is when we got called, thing
is we had already seen
inconsistencies in the energy plant
that we are pretty sure that they
don't even know about, and as we

don't know the true nature of these
[
L’

attacks we would rather somebody
of your calibre go and scope it

out face to face and then see which

information is relevant to tell them.
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Well Chief | agree that this is

either very petty, probably just 1 =1~
some script kiddy who L
got lucky or it's part of T N
=) something larger.

| mean without exaggerating it came
as Luke as warm could get, yeah to be
honest there was nothing ice about it.

MM
HMMMMM""MMM ..

Yeah I'm fine,

quick question :
) Chief? The automation centre
has some of the biggest
direct connections to the
energy centre... =
mmmmm.

i What you thinking Detective?) \\\\\

I'm thinking you send one of your
over qualified Juniors to see Archie,
don't give them anything they
haven't asked for and see what you
find. I'm going to follow a hunch to
the automation centre, if this is
some plan that has larger scales in
mind we’ll see if this gets us a
couple dominos ahead.

Your morning
Ice Smoothie,
did it come
boiling hot
today?




Go to the automation centre,
check what you want to check
then head straight over to the

I'll send a Junior to warm
things up for you, and
watch out in the
automation centre, they
have whittled it down to

one sentient worker Harold
Bartholomew... And | hear

he is a weirdo like you.

Fair
enough Chief...

}Vill do my best Chief.

Better than being
bored right?

I’'m not jet

rain, will have to take the

packing in the

bike.
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are inconsistencies

Any incons

some
excitement!

And any bit |
of work is




Of course the rain stops
as soon as | get here.

N~

Hello. Where
are the light
switches in

this building?
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I'm sorry, are
you scared...

you!

N\

hten you child.

m sorry child, did |

frig




Ah so you have a
strong hand as well?

Stop giving ~ /,
—> me advice
Linda!

I’m Detective
Malone, | just want
to ask a few

questions, is that £§) @
possible?




Ok so what about
your Subject
Authentication, things
looking over process
or programs that

have been created
by a user?

Well you’re the only one here
but | take it you’re not the
only one making decisions,
Authentication is the process
that checks that the user
identity linked to the subject
belongs to the same user
who triggered the creation of
the subject.

What do you
mean?

\ - X
) ——T1 . — |
ST/— § -y~ Sure does, as the only user
Nl N— ASM  they just check it's me and | ——
N 1 we're off to a strong start. — |
S/— -

[ ~—

I'm going to have to
refer you to our intranet
for that answer sorry,

please follow me.




Tell me about your

authentication

subject

process.

Our authentication protocols are
top-notch. All attributes of the
subject are checked each time it
issues a request so that the decision
algorithm is always validating them.

Every user is also issued with an
authentication token, a physical
security key that provides a one-time
password, and it must be physically

placed into the device the worker is
operating on.

Without the key, the user’s own
password and being physically
located in the room, there is no way
to access this data.

e

[ ——

What if keys go
missing? Someone
might have gained
access to a key and
then taken a user’s

identity some other way.

LOADING:

SAS. ..

No way, we know who owns
all the keys, and our identity

management process

ensures that if we need to
revoke a key, we can get rid
of the old key and get them

d New one.




Hope you don't mind
me asking you what
this is about.

It's concerning your
4 food delivery Drones,
there seems to be
inconsistencies with

the temperature.

Well we have
reason to
believe that your
Drones may be
malfunctioning.

Really, what
drones are
you talking

That is good to hear, would be
great if we could check some
more...and what would be
perfect would be if we could

check some out on the field,
is that possible?

Well this
one seems
to be fine...

Mmmmmm, well |
could reroute
some missed

items that were
on their way to
the food bank.

Could take
a while

I~
) \as
> —— -,
~
i ' \ \

Looks like you were right, it's
subtle but you predicting a higher
temperature than expected tells
me there is something wrong.
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\\ '| Thanks for your

help so far, just

NN N
Hey Chief just a quick update >//
\\\\\ N

here is definitely weird but no malintent \

OO AN )

on his side. SENINSS

He has confirmed that there is an issue
with the Drones but they seem to have

pretty decent security processes at play.

Amazing real-time |

s cducation that's basically

\ S

Ok so not a complete waste of time but at
the moment I'm having to check that the
Archie information and access isn't being
used to create nodes for a sybil attack
whilst teaching because my most qualified
juniors are out doing what you should be
doing.

N

the only way | ever learn

anything. \\\\\\ NN

™

Yeah well if it was up to me |
would have that office job | was
promised.

Well I'm going to check the most
important thing before | leave.

NFx

Onh really what's that?

/77|

Well in every perfect looking institution there is \\\\\\\\

a human being trying to cut corners, I'll just
check what that means in this case.

\

| know you’re not talking
about me.

\\\\ \\\\\\\\ W\ ;




m 1 %\ Well this is where we design our
, - | software in line with our Secure
;\Qts rigrolg Righ: [ /w Software Lifecycle process. It's a long
\ = 2
\ W\ Sowhat you sequence which has security

embedded at every step of the way.

up to in here?
[

People call me
Bart.

(Can you tell me more?)

nearly at the end of this one. We finished our threat
modelling on this software months back and have
considered a whole range of attacks.

I'll tell you what | can, some of it is secretive. We're .

We then carried out our static analysis security testing,
an automated review of the code to look for bugs and
insecure coding patterns in the team’s work, then
dynamic analysis security testing to look for holes
when the program is up and running.

After what you have highlighted today I'm having a quick
once over before suggesting we do some penetration
testing with our team of in-house pen-testers. [

d

1 You smelling any foul play
at hand? | used to be an
ethical hacker myself!

\
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So Bart what happens on this station?

This is where we build our software
for our internet-enabled devices for
the home. Fridges, dishwashers,
tables, coolers, it's all made here.

big contracts! How do you do it?

I’'ve heard you make them more secure
than your competitors; why you got all the

Some of it is quite simple really. For one

thing, our devices ship out without a default
password and we show people how to use a
password manager to randomly generate a

People don't comprehend

the big difference such a

small implementation like
that can make.

TR

There are a lot of things to
consider...

§ Yeah and we possibly have the
most moving parts out of any
company in Oasis, all stuck
together with our secure software.

— e ——

good one and store it safely so they can
remember it.

You wouldn’t
believe the amount
of devices out there
sold by our cheaper
rivals which have
default passwords
like “Admin” or
“123456”. That's
how webcams get |
hacked and news
stories get made.

Y AN

Talking of moving parts could
you show me where the
Drones are created




Pretty efficient system
you got here...

/
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But you are not creating every
element from scratch...

How many
vendors have
been part of this
supply chain? Are
they all trusted?

We had a deadline — we — We
usually do things by the book. Make
sure we build a good understanding
of our root of trust and create a
trusted processing module, put in
decent threat models for all of its |
layers. We think about how we would [$
protect against side channel leaks,
which components are doing what

l and how.



...But we rushed production of this product...we got our break
ages ago creating the smallest and best ventilated single
board computer, this made our drones the ones you wanted to
connect to your network, leading to Corporate wanting a
cheaper Domestic version, and they wanted it quick. We sped
through our usual process and brought on a load of new

components from cheaper vendors.

Skip to the “but”!

Come on, spit it all the
way out!

One of those ~
components @
handles the 2
encryption
keys for our |\
drones.

So you're telling me the
command and control data is
all encrypted through this
component?

AIn this model, yes...)

(Is this the only model?




So it's possible then, that

By passively monitoring the power
for the sake of financial y P y gthep

_ output as it goes through the drone’s
sgraunging, that the components, an attacker can see
vendor of this component how power levels fluctuate as the
might not "think through™  component encrypts and decrypts
the dangers posed by side  commands, and then they can use
channel attacks... differential power analysis to
reverse-engineer the encryption
keys. Allowing them-

To send their own
commands to the drones.

All the encryption keys are correct, so it
doesn’t know it’s been hacked. They must
have stolen one of the drones and added
their own monitors to it. With so many out
there it would be very hard to tell.

Exactly. To
the drone!




Don't tell me you bought
your light bulbs from the

same place.

No. The way this building
Is wired to the grid, if
we're out like this, the
whole region is down...




