
Dr Z. Cliffe Schreuders
&

Tom Shaw

Open Source CyBOK Practical Challenges and 
Learning Resources



Hands-on experience with defensive tools, and hacking tools with access to 
vulnerable systems

Building CTF challenges into cyber security labs is an effective way of engaging 
students, but it’s hard work

Offensive security helps to develop the security mindset

The importance of hands-on technical challenges



Most cyber security is taught using static challenges

We have developed a unique solution: 

● a platform for generating randomized vulnerable systems 

SecGen generates randomised VMs, meaningful security challenges, and CTF 
scenarios

Randomised cyber security challenges



Defensive and investigative challenges: Hackerbot chatbot

● Students can IM the chatbot
● Hackerbot presents challenges to students
● Hackerbot attacks their VMs, students need to defend or investigate

Students have found Hackerbot

● Fun and enjoyable, interesting and unique
● Enjoyed the instant feedback
● Usable (SUS) & motivating (IMMS)

Hackerbot



Hackerbot



We have developed a whole curriculum of labs, spanning technical CyBOK topics, 
most of which include randomised CTF challenges:

● ethical hacking and penetration testing
● web and network security
● systems security
● incident response and investigation
● malware and reverse engineering
● software security and exploit development

Randomised challenges



Open source resources mapped to CyBOK covering a wide range of KA’s with a focus 
on hands-on application of theory and technical applied skills development.

Mapping approximately 40 full length VM scenarios/challenges/labs.

Labtainer scenarios (an open source framework by the Postgraduate Naval School, 
included in SecGen) which has 60+ shorter cyber security labs.

25 recent lecture videos published to YouTube with CyBOK KAs and Topics.

Project aims



103 practical cyber security labs mapped to CyBOK

https://github.com/cliffe/SecGen/blob/master/README-CyBOK-Scenarios-Inde
xed.md

70 recent lecture videos with CyBOK KAs and Topics

https://github.com/cliffe/SecGen/blob/master/README-CyBOK-Lecture-Videos.
md

Project outputs

https://github.com/cliffe/SecGen/blob/master/README-CyBOK-Scenarios-Indexed.md
https://github.com/cliffe/SecGen/blob/master/README-CyBOK-Scenarios-Indexed.md
https://github.com/cliffe/SecGen/blob/master/README-CyBOK-Lecture-Videos.md
https://github.com/cliffe/SecGen/blob/master/README-CyBOK-Lecture-Videos.md


Helpful for HE educators to plan curriculum based on CyBOK, finding and making use 
of these resources.

Our technical framework provides a common method for sharing lab challenges and 
VMs based on clear CyBOK mapping.

Clear demonstration of the mapping to CyBOK, which will help in HE planning 
towards NCSC course accreditation.

Our open source frameworks and resources include innovations, such as randomised 
CTF challenges and interactive attacker chatbots that can be deployed into a 
cloud-based infrastructure.

Project benefits



Phase 2 Open Source CyBOK Practical Challenges and Learning Resources:

● Integrate CyBOK deeper within SecGen, at a modular level
● Enable scenario randomisation based on configuration related to CyBOK topics
● Build and publish an extensive catalog of CTF scenarios mapped to CyBOK; new 

and existing capture the flag (CTF) scenarios, designed for CTF games and 
competitions

Hacktivity Cyber Security Labs:

● Going online with our lab infrastructure, currently used by our students

Next steps






