
The Cyber Security
Body of KnowledgeOperating Systems and Virtualisation Knowl-edge Tree

Version 1.0
31st October 2019

https://www.cybok.org/

https://www.cybok.org/


The Cyber Security Body Of Knowledge
www.cybok.org

COPYRIGHT
© Crown Copyright, The National Cyber Security Centre 2019. This information is licensedunder the Open Government Licence v3.0. To view this licence, visit:
https://www.nationalarchives.gov.uk/doc/open-government-licence/

When you use this information under the Open Government Licence, you should include thefollowing attribution: CyBOK Version 1.0 © Crown Copyright, The National Cyber SecurityCentre 2019, licensed under the Open Government Licence: https://www.nationalarchives.gov.
uk/doc/open-government-licence/.
The CyBOK project would like to understand how the CyBOK is being used and its uptake.The project would like organisations using, or intending to use, CyBOK for the purposes ofeducation, training, course development, professional development etc. to contact it at con-
tact@cybok.org to let the project know how they are using CyBOK.

— October 2019 Page ii

https://www.cybok.org
https://www.nationalarchives.gov.uk/doc/open-government-licence/
https://www.nationalarchives.gov.uk/doc/open-government-licence/
https://www.nationalarchives.gov.uk/doc/open-government-licence/
mailto:contact@cybok.org
mailto:contact@cybok.org


The Cyber Security Body Of Knowledge
www.cybok.org

attacker model

role of operating systems

OS security principles

primitives for isolation and mediation

operating system hardening

related areas

embracing security

threats to security for modern OSs

attack surface

malicious extensions

bootkit

memory errors (software)

memory corruption (hardware)

uninitialised data leakage

concurrency bugs and double fetch

side channels (hardware)

side channels (speculative)

side channels (software)

resource depletion (DoS)

deadlocks (DoS)

isolation

mediation

design choices

virtual machines

IoT

security domains

single domain

monolithic OS

microkernel based multi-server

unikernel

hypervisors

QubesOS

drawbacks

containers

Saltzer and Schroeder's principles

security models

newer principles

principle of economy of mechanism

principle of fail-safe defaults

principle of complete mediation

principle of open design

principle of separation of privilege

principle of least authority

principle of least commmon mechanism

principle of psychological acceptability

Bell-LaPadula model

Biba model

principle of minimizing the trusted computing base

principle of intentional use

Multics

trusted computer system evaluation criteria

authentication and identification

capabilities

physical access and secure deletion

memory protection and address spaces

modern hardware extensions for memory protection

protection rings

low-end devices and IoT

rings

virtual memory

segment-based protection

hierarchical filesystems

mandatory access controls

discretionary access controls

segmentation

access control lists SELinux

paging

Intel MPX

Intel MPK

memory tagging extensions

memory protection unit

Intel SGX

ARM TrustZone

DMA

ring 0

ring -1

ring -2

ring -3 / Intel ME

formal verification

information hiding

control-flow restrictions

partitioning

code and data integrity checks

anomaly detection

ASLR

fine-grained randomisation

KASLR

control-flow integrity

shadow stacks

indirect branch tracking

pointer authentication

data-flow integrity

write xor execute

SMEP and SMAP

speculative execution

meltdown

spectre

RIDL

partitioning micro-architectural states

page colouring

driver signing

boot checks

UEFI

TPMs

hypervisor supported introspection

PCRs

databases querying encrypted databases

homomorphic encryption

outsourced databases Merkle hash treesGRSecurity

PaX Team

KA — October 2019 Page 1

https://www.cybok.org

