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CHANGE LOG

Version date Version number Changes made
July 2021 1.0.1 Version updated in line with KA version 1.0.1
October 2019 1.0
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schemes for confidentiality, integrity and access control

jamming and jamming-resilient communication

identification

distance bounding and secure positioning

physical layer security of selected communication technologies

key establishment based on channel reciprocity

MIMO-supported approaches

secrecy capacity

friendly jamming

protecting data integrity

LPI and covert communication

establishment processes

quantisation

information reconciliation

key verificationorthogonal blinding

zero-forcing

integrity codes

frequency hopping

direct sequency spread spectrum

chirping

classifications of jammers

countermeasures

coordinated spread spectrum techniques

uncoordinated spread spectrum techniques

signal anihilation and overshadowing

constant

reactive

device under identification

identification signals

device fingerprints

attacks on physical layer identification

features

inferred characteristics

in-specificaiton

out-specification

modulation errors

time-related parameters

clock skew

turn-on transient duration

properties

universality

uniqueness

collectability

permenance

robustness

data-dependency

signal re(p)lay

feature replay

distance bounding protocols

distance measurement techniques

physical layer attacks on secure distance measurement

secure positioning

attacks

distance fraud

mafia fraud

terrorist fraud

distance hijacking

RSSI-based distance estimation attacks

time of flight based ranging attacks

spoofing attacks

verifiable multilateration

secure positioning based on hidden stations

NFC

air traffic communication networks

cellular networks

GNSS security and spoofing attacks

wormhole attacks

shielding

multi-factor authentication

protocol augmentation

timing restrictions

distance bounding

ADS-B

multilateration

GSM

3G

GPRS

4G (LTE)

authentication protocols

5G

galileo

signal spoofing attacks

non-coherent and modified message contents

non-coherent but unmodified message contents

coherent but modified message contents

coherent and unmodified message contents

seeamless takeover attack

countermeasures
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