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COPYRIGHT

© Crown Copyright, The National Cyber Security Centre 2021. This information is licensed
under the Open Government Licence v3.0. To view this licence, visit:

https://www.nationalarchives.gov.uk/doc/open-government-licence/

When you use this information under the Open Government Licence, you should include
the following attribution: CyBOK © Crown Copyright, The National Cyber Security Centre
2021, licensed under the Open Government Licence: https://www.nationalarchives.gov.uk/doc/
open-government-licence/.

The CyBOK project would like to understand how the CyBOK is being used and its uptake.
The project would like organisations using, or intending to use, CyBOK for the purposes
of education, training, course development, professional development etc. to contact it at
contact@cybok.org to let the project know how they are using CyBOK.
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CHANGE LOG

Version date Version number Changes made
July 2021 1.0.2 Version updated in line with KA version 1.0.2
March 2021 1.0.1 Version updated in line with KA version 1.0.1
October 2019 1.0
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confidentiality

control

transparency

privacy technologies and democratic values

privacy engineering

data confidentiality

metadata confidentiality

cryptography-based access control

obfuscation-based inference control

protecting data in transit

protecting data during processing

verification in the encrypted domain

E2EE

OTR

outsourcing

private information retrieval

oblivious transfer

homomorphic encryption

efficiency concerns

collaborative computation

private computation - input verification

private authentication

private payments

zero-knowledge proofs

ZK-SNARK

attribute based credentials

blind signatures

anonymisation

generalisation

suppression

dummy addition

perturbation

k-anonymity

l-diversity

differential privacy

traffic metadata

device metadata

location metadata

anonymous communications networks Tor

VPNs

mix networks

attacks

dificulty of defence

cookie-based techniques

clustering techniques
privacy settings configuration

privacy policy negotiation

privacy policy interpretability

machine learning based techniques

P3P

purpose-based access control

sticky policies

feedback-based transparency

audit-based transparency

privacy mirrors

privacy nudges

auditing specifications

distributed ledgers

formal methods-based approaches

privacy technologies as support fo democratic political systems

censorship resistance and freedom of speech

electronic voting

anonymous petitions

property of electronic voting systems

voting mix networks

blind-signature-based schemes

homomorphic encryption-based schemes

ballot secrecy

universal verifiability

eligibility verifiability

verifiable shuffles

data publishing censorship resistance

data access censorship resistance

Eternity Service

Freenet

Tangler

mimicking

tunneling

bridging

refraction networking

goals

strategies

privacy evaluation

minimize trust

minimize risk

minimise collection

minimise disclosure

minimise replication

minimise centralization

minimise linkability
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