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protecting data in transit

protecting data during processing }—{ homomarphic encryption

cryptography-based access control collaborative computation

private computation - input verification H zero-knowledge proofs

private authentication }—{ attribute based credentials ‘
private payments blind signatures

verification in the encrypted domain

ZK-SNARK

y networks

data d inference control

mix networks
traffic metadata

dificulty of defence
cookie-based techniques
clustering techniques

location metadata
machine learing based techniques.
privacy settings configuration
P3P
privacy policy negotiation purpose-based access control
privacy policy interpretability sticky policies

feedback-based transparency privacy nudges

transparency

auditbased transparency { auding ‘ property of electronic voting systems

distributed ledgers voting mix networks

electronic voting blind-signature-based schemes

formal methods-based approaches

privacy technologies and democratic values H privacy technologies as support fo democratic political systems

anonymous petitions ‘ ‘ Homomorphic encryption-based schemes ‘

Eternity Service

censorship resistance and freedom of speech }—{ data publishing censorship resistance H

data access censorship resistance

privacy engineering

strategies
privacy evaluation
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