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Research Subcontract 

This template will be used for subcontracts awarded under the contract with the NCSC related to the 
call, “Cyber Security Body of Knowledge (CyBOK)”. 
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Funding Body:  National Cyber Security Centre (NCSC):  
Funding Body Reference- Framework Agreement Number 4203365 
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This Subcontract dated the date of the last signature on the signature page below is made between:  

(1) THE UNIVERSITY OF BRISTOL, a chartered corporation having Royal Charter number 
RC000648 and a charity (number X1121) and whose administrative offices are at Beacon 
House, Queens Road, Bristol BS8 1QU, United Kingdom  (“Bristol”); and  

(2)  [Name of the Subcontractor] , [Address of the subcontractor] (“Subcontract”), 

each a “Party” and together the “Parties”. 

 

BACKGROUND: 

I. The National Cyber Security Centre (“NCSC”) has awarded a contract to Professor Awais Rashid 
in the Department of Computer Science at the University of Bristol for a research funding 
stream in relation to the establishment of a Cyber Security Body of Knowledge (“CyBOK”).  
 

II. Applications for such funding may be made in the form of  proposals for mini-projects to further 
contribute to the resources built on CyBOK in a range of topics outlined in the call document: 
application of CyBOK v1.1 in specific topic areas, ways to disseminate CyBOK or resources and 
tools to support its usage by academics, practitioners or policy makers, and in accordance with 
the NCSC’s terms and conditions which are set out in an agreement dated 1 November 2017 
between (1) the Secretary of State for Foreign and Commonwealth Affairs acting through the 
National Cyber Security Centre (which is part of Government Communications Headquarters) 
and (2) the University of Bristol entitled “CyBOK” under reference 4203365, as amended (the 
“Main Contract”), which is attached at Annex 1 and forms part of this Agreement.  
 

III. The Subcontractor has successfully applied for the aforementioned funding under the call 
entitled “Call for further funded projects to develop resources around CyBOK v1.1” to deliver 
the Project as described in Annex 2 (the “Project”). Bristol agrees to provide funding to 
Subcontractor as set out in the payment schedule attached at Annex 3 under the terms set out 
in this Agreement. 

TERMS AND CONDITIONS:  

It is hereby agreed as follows: 

1. This Subcontract shall be complementary to the Main Contract. In the event of a conflict of 
terms between the Subcontract and the Main Contract, the terms of the Main Contract shall 
take precedence. Unless defined in this Agreement any capitalised terms will have the 
meanings set out in the Main Contract. 

2.           The Subcontractor hereby acknowledges and undertakes: 

a)  to comply with the terms of the Main Contract which shall apply to Subcontractor as if 
Subcontractor were the ‘Contractor’ insofar as they apply to Subcontractor’s activities 
and obligations under this Agreement;  



 

UoB Subcontract template-NCSC - CyBOK 

b)  to comply with all relevant rules, regulations and legislation, including but not limited 
to ethical and welfare standards, data protection, data security which are consistent 
with UK legislation. 

c)  not to do anything or to permit anything to be done that would render Bristol in breach 
of its obligations under the Main Contract and the terms of use in relation to CyBOK 
information under the Open Government Licence, licensed under the Open 
Government Licence, please refer to the full terms and conditions: 
http://www.nationalarchives.gov.uk/doc/open-government-licence/. 

 3. The Project and this Agreement shall commence from the last date of signature. A mid-Project 
review will be held with a member of the CyBOK Executive Board at a date to be agreed, and 
the draft Project output (for eventual external publication) must be submitted to the CyBOK 
Executive Board by 30 April 2024 for review. The Subcontractor must proof-read the output 
and check it for accessibility (guidance is available at: https://www.bristol.ac.uk/style-
guides/writing/inclusive/accessibility-readability/) prior to submission. The CyBOK Executive 
Board will not accept non-compliant outputs. 

4. The Subcontractor shall perform the Project as detailed in Annex 2 or as may be further agreed 
in writing between the Parties.  

5. All intellectual property, results and know-how generated in the course of the Project (“Arising 
IP”) shall ultimately vest in the NCSC in accordance with clause 26 of the Main Contract.  The 
Subcontractor hereby assigns all rights in the Arising IP (present and future) to Bristol to enable 
Bristol to comply with its requirements under the Main Contract.  

6.  The Subcontractor, when using CyBOK information under the Open Government Licence, will 
include the following attribution: CyBOK © Crown Copyright, The National Cyber Security 
Centre 2024, licensed under the Open Government Licence 
http://www.nationalarchives.gov.uk/doc/open-government-licence/. All outputs from the 
Project will be released under the Open Government Licence. 

7. The Subcontractor shall promptly provide an end of project output as specified in Annex 2, and 
present findings to Bristol to fulfil its obligations to the NCSC in accordance with the Main 
Contract. The Subcontractor shall, in addition, deliver the Project findings where required by 
the NCSC as may be confirmed by Bristol to the Subcontractor in writing.  

8. The Subcontractor will keep complete and accurate accounts of its expenditure on the Project.  
Subject always to receipt by Bristol of the funds from the NCSC, Bristol shall make payment to 
the Subcontractor in accordance with Annex 3. The Subcontractor shall maintain full financial 
records (including all receipts) for inspection during or after the completion of the Project to 
substantiate the sums claimed. 

The invoice to Bristol will quote the relevant purchase order (which will be provided after 
signature of this Agreement) and the Project reference and name, as set out in Annex 3.  

9. In the event that the NCSC requires the reimbursement by Bristol of any sums paid under this 
Agreement, then to the extent that such requirement arises from the acts or omissions of 
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Subcontractor, the Subcontractor hereby agrees to reimburse Bristol the sum received by it 
together with any interest charged thereon. 

10. Subject to clauses 11 and 12 and to the extent permitted by law, the maximum liability of each 
Party to the other under or otherwise in connection with this Agreement or its subject matter 
shall not exceed the monies received by the Subcontractor under this Agreement. The 
Subcontractor’s liability in relation to data loss shall be capped at £1 million. The 
Subcontractor’s aggregate liability under the indemnity in clause 12 shall be limited to £50,000. 

11. Nothing in this Agreement limits or excludes either Party’s liability for (a) death or personal 
injury resulting from negligence; or (b) any fraud or for any sort of other liability which, by law, 
cannot be limited or excluded. 

12.  Subject to the financial limit set out at clause 10, the Subcontractor shall indemnify and keep 
Bristol indemnified against any cost, claim, loss, damage or liability of whatever nature,  
incurred by Bristol as a result of any claim of the NCSC arising from any tort (including 
negligence) or breach of contract of the Subcontractor, or otherwise, arising from or in 
connection with this Agreement provided that: 

(a)  any such claim has arisen as a direct result whether wholly or in part due to the acts or 
omissions of the Subcontractor; and  

(b) the Subcontractor shall only be liable to pay such proportion of the sums paid as relate 
to the actions or omissions of the Subcontractor;  

(c) the Subcontractor shall have been informed of any such claim prior to a demand being 
made and in any event Bristol shall notify the Subcontractor as soon as reasonably 
practicable of a claim being made by the NCSC that affects the Subcontractor;  

(d) Bristol shall make no admission of liability, agreement or compromise in relation to any 
such claim without the written consent of the Subcontractor; and 

(e) Bristol gives the Subcontractor and its professional advisors access at reasonable times 
to its premises and its officers, employees, agents, representatives or advisors and to 
any relevant accounts, documents and records within the control of Bristol so as to 
enable the Subcontractor and/or its professional advisors to examine them and to take 
copies for the purpose of assessing the claim. 

13.  Confidentiality 

(a)  Each Party shall not disclose to any third party any Confidential Information (as defined 
in the Main Contract) nor use it for any purpose except as expressly permitted by this 
Agreement.  

(b) Subject always to the Main Contract, neither Party shall incur any obligation under 
clause 13(a) with respect to information which: (i). is known to the receiving party 
before the start of this Agreement, and not impressed already with any obligation of 
confidentiality to the disclosing party; or (ii) is or becomes publicly known without the 
fault of the receiving party; or (iii). is obtained by the receiving party from a third party 
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in circumstances where the receiving party has no reason to believe that there has 
been a breach of an obligation of confidentiality owed to the disclosing party; or (iv). Is 
independently developed by the receiving Party; or (v). is approved for release in 
writing by an authorised representative of the disclosing Party; or (vi). the receiving 
party is specifically required to disclose in order to fulfil an order of any Court of 
competent jurisdiction provided that, in the case of a disclosure under the Freedom of 
Information Act 2000 or The Freedom of Information (Scotland) Act 2002, none of the 
exemptions in that Act applies to the Confidential Information. 

(c) The provisions of clause 13(a) and 13(b) above shall survive the expiry and/or 
termination of this Agreement in accordance with the terms of the Main Contract. 

(d) If either Party receives a request under the Freedom of Information Act 2000, or The 
Freedom of Information (Scotland) Act 2002 to disclose any Confidential Information, 
it will notify and consult with the other Party (which may involve consulting the NCSC). 
The other Party will respond within five working (5) days after receiving notice if the 
notice requests assistance in determining whether or not an exemption in that Act 
applies.  Nothing in this Agreement shall prevent the relevant Party from complying 
with the relevant freedom of information act. 

14.  Subject to clause 14 of the Main Contract and clause 13(a) of this Agreement, the 
Subcontractor shall be permitted to publish, jointly where applicable, results of the Project 
obtained during the course of the Project.  

15.  Bristol may terminate this Agreement with immediate effect if:  

(a) for any reason Subcontractor is unable or unwilling to carry out its obligations under 
this Agreement to the satisfaction of the NCSC; and 

(b) the Subcontractor is in material breach of this Agreement (including for the avoidance 
of doubt the Main Contract),  

provided that written notice of any such breach or dissatisfaction has been provided to 
Subcontractor and the Subcontractor has not remedied the breach and/or omission within 
thirty (30) days of said notice. 

This Agreement shall automatically terminate in the event that the Main Contract is terminated 
by the NCSC. 

In the event of the termination of this Agreement, Bristol shall only be liable for any payments 
to Subcontractor up to the effective date of termination. 

16.  Both Parties agree to comply with all applicable anti-slavery (including but not limited to the 
Anti Modern Slavery Act 2015), anti-corruption and anti-bribery laws (including but not limited 
to the Bribery Act 2010) and any other applicable laws in connection with their performance 
under this Agreement.  Furthermore, each Party shall comply at all times with the Data 
Protection Act 2018 in their conduct of the Project. 
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17.  Nothing in this Agreement shall create, imply or evidence any partnership or joint venture 
between the Parties or the relationship between them of principal and agent. 

18.  Each Party shall ensure that it has well defined arrangements for investigating and resolving 
allegations of research misconduct. Where an allegation of research misconduct arises in 
respect of the Subcontractor’s participation in the Project and leads to a subsequent formal 
investigation, the Subcontractor shall immediately inform the Bristol and the NCSC of the 
investigation and its outcome.   

19.  Neither Party shall use the name or any trademark or logo of any other Party or the name of 
any of its staff or students in any press release or product advertising, or for any other 
commercial purpose, without the prior written consent of the Party. 

20.  If any dispute arises out of this Agreement the Parties will first attempt to resolve the matter 
informally through designated senior representatives of each Party to the dispute, who are not 
otherwise involved with the Project. If the Party are not able to resolve the dispute informally 
within a reasonable time not exceeding two (2) months from the date the informal process is 
requested by notice in writing they will attempt to settle it by mediation in accordance with 
the Centre for Effective Dispute Resolution (CEDR) Model Mediation Procedure. 

212.  This Agreement and any dispute or claim (including non-contractual disputes or claims) arising 
out of or in connection with it or its subject matter or formation shall be governed by and 
construed in accordance with the law of England and Wales.  Each Party irrevocably agrees that 
the courts of England shall have exclusive jurisdiction) to settle any dispute or claim (including 
non-contractual disputes or claims) arising out of or in connection with this Agreement or its 
subject matter or formation. 

22. If any one or more clauses or sub-clauses of this Agreement would result in this Agreement 
being prohibited pursuant to any applicable law, then it or they shall be deemed to be omitted. 
The Parties to this Agreement shall uphold the remainder of this Agreement, and shall 
negotiate an amendment which, as far as legally feasible, maintains the economic balance 
between the Parties. 

23.  This Agreement may be signed in one or more counterparts, each of which when executed will 
constitute an original of this agreement, but all counterparts will together constitute the same 
Agreement. 

24.  A person who is not a party to this Agreement shall not have any rights under or in connection 
with it. 

25. This Agreement constitutes the entire Agreement between the Parties in relation to its subject 
matter and no statements or representations made by any Party have been relied upon by the 
other in entering into this Agreement. 

26. The rights and obligations of the Parties are personal and may not be assigned at any time 
without the prior written consent of the other Party.  
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27. Any variation or amendment to this Agreement must be made in writing and signed by an 
authorised signatory of each Party. 

 

 

EXECUTED as an agreement by: 

UNIVERSITY OF BRISTOL   

Signature:    

Name 

Title:    

Date:  

 

 

 [SUBCONTRACTOR]  

Signature:  

Name: 

Title:  

Date:  
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Annex 1: Main Contract terms and conditions 
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Annex 2: Work 

[Work to be undertaken by the Subcontractor] 

In addition: 

- Usage data will be requested from CyBOK in future, to gain an idea of how much the outputs are 
used.  

- The Subcontractor will present their project at a future CyBOK showcase event, for which 
expenses will be reimbursed in accordance with the University of Bristol expenses policy. 

 

Annex 3: Funding 

[ £xxxx ] with details 

 

Bristol shall pay to Subcontractor in consideration of the Project to be carried out by Subcontractor 
under this Agreement the total sum of [£xxx] inclusive of VAT if applicable, in accordance with the 
budget headings in Annex 2. 

Subcontractor shall invoice actual expenditure to Bristol on completion of the Project. Payment shall 
be made to Subcontractor by Bristol within thirty (30) days following the end of the month in which 
the invoice is received, subject to receipt of funds from the NCSC, up to the maximum sum set out 
above.  

Invoices must be sent to: The University of Bristol, Finance Services, 3rd Floor, Augustine's Courtyard, 
Orchard Lane, Bristol, BS1 5DS, UK quoting reference ‘R125771-108 86440’. The invoice must include 
accurate and complete breakdown of costs against the main budget headings shown above. 

 

 

Project timeline & Milestones for payments: 

A short mid-term progress review will held at a date to be agreed, with the draft project output (for 
eventual external publication) to be submitted for review by 30 April 2024. Any payment is subject to 
the acceptance of the final project output. 

 

 

 


