
The Cyber Security
Body of Knowledge
RiskManagement andGovernanceKnowledge
Tree

Version 1.1.1
22nd July 2021

https://www.cybok.org/

https://www.cybok.org/


The Cyber Security Body Of Knowledge
www.cybok.org

COPYRIGHT

© Crown Copyright, The National Cyber Security Centre 2021. This information is licensed
under the Open Government Licence v3.0. To view this licence, visit:

https://www.nationalarchives.gov.uk/doc/open-government-licence/

When you use this information under the Open Government Licence, you should include
the following attribution: CyBOK © Crown Copyright, The National Cyber Security Centre
2021, licensed under the Open Government Licence: https://www.nationalarchives.gov.uk/doc/
open-government-licence/.

The CyBOK project would like to understand how the CyBOK is being used and its uptake.
The project would like organisations using, or intending to use, CyBOK for the purposes
of education, training, course development, professional development etc. to contact it at
contact@cybok.org to let the project know how they are using CyBOK.
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CHANGE LOG

Version date Version number Changes made
July 2021 1.1.1 Version updated in line with KA version 1.1.1
March 2021 1.1.0 New section on Vulnerability Management added, and

version updated in line with KA version 1.1.0
October 2019 1.0
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risk definition

risk governance

risk assessment and management principles

business continuity: incident response and recovery planning

risk assessment

risk management

levels of perceived risk

governance models

risk perception factors

human factors and risk communication

security culture

enacting security policy

technocratic

decisionistic

transparent

education

training and inducement of behaviour change

creation of confidence

involvement

just culture

awareness awareness metrics

presentation of risk assessment information

risk communication principles

component vs systems perspectives

elements of risk

risk assessment and management methods

risk assessment and management in cyber-physical systems

security metrics

vulnerability

threat

likelihood

impact

NIST guidelines

ISO/IEC 27005

FAIR

Octave Allegro

STRIDE

attack trees

STAMP

TOGAF

dependency modelling

SABSA

prepare

conduct

communicate

maintain

OT

ICS and CNI

SCADA

NIS

characteristics of good metrics

regulatory compliance

actor-oriented approaches

quantitative vs qualitative approaches

ISO/IEC 27035

NCSC guidance

plan and prepare

detection and reporting

assessment and decision

response

learning

establish incident response capability

training

roles

recovery

test

report

gather evidence

develop

report
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