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Building CTF challenges into cyber security labs is an effective way of engaging 
students, but it’s hard work.

We developed SecGen, which generates randomised security challenges.

We have developed a whole curriculum of labs, spanning technical CyBOK topics, 
most of which include randomised CTF challenges:

● ethical hacking and penetration testing
● web and network security
● systems security
● incident response and investigation
● malware and reverse engineering

Randomised hacking challenges



Open source resources mapped to CyBOK covering a wide range of KA’s with a focus 
on hands-on application of theory and technical applied skills development.

Mapping approximately 40 full length VM scenarios/challenges/labs.

Labtainer scenarios (an open source framework by the Postgraduate Naval School, 
included in SecGen) which has 65 shorter cyber security labs.

25 recent lecture videos published to YouTube with CyBOK KAs and Topics.

Project aims



Helpful for HE educators to plan curriculum based on CyBOK, finding and making use 
of these resources.

Our technical framework will provide a common method for sharing lab challenges 
and VMs based on clear CyBOK mapping.

Clear demonstration of the mapping to CyBOK, which will help in HE planning 
towards NCSC course accreditation.

Our open source frameworks and resources include innovations, such as randomised 
CTF challenges and interactive attacker chatbots that can be deployed into a 
cloud-based infrastructure.

Project benefits




