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motivations for secure software lifecycle

prescriptive processes

adaptations of secure software lifecycle

assess the secure software lifecycle

breaches are costly

vulnerablities can be exploited without being noticed

patching can introduce vulnerabilities

customers don't apply patches

trusted computing

SAFECode

Microsoft SDL

Touchpoints

application security control definition

design

secure coding practices

manage security findings

vulnerability response and disclosure

planning the implementation and deploment of secure development

manage the security risk of using third-party components

perfrom static analysis security testing

perform dynamic analysis security testing

perform penetration testing

secure design principles

secure coding practices

legal and industry requirements

internal policies and standards

incidents and feedback

threats and risk

common criteria

CVSS

provide training

define security requirements

define metrics and compliance reporting

establish design requirements

perform threat modelling

design and use cryptography standards

use approved tools

establish a standard incident response process

SQUARE

KAOS

KPIs

PCI DSS

GDPR

Saltzer Schroeder principles

IEEE Center for Secure Design principles

STRIDE

games for threat modelling

archtectural risk analysis

code review (tools)

penetration testing

abuse cases

risk-based security testing

security requirements

security operations

attack resistance analysis

ambiguity analysis

weakness analysis

human error

OWASP ASVS

agile and DevOps

mobile

cloud computing

IoT

road vehicles

ecommerce

use software composition analysis and governance

use tools and automation

keep credentials safe

use continuous learning and monitoring

OWASP Mobile Application Security Verification Standard

Mobile Security Testing Guide

mobile app security checklist

moblie threat model

mobile application architecture

mobile data

threat agent identification

methods of attack

controls

multitenancy

tokenisation of sensitive data

trusted compute pools

data encryption and key management

authentication and identity manangement

shared-domain issues

TPM

SSO

use of RFID tags

default passwords and credentials

use the manufacturer usage description

develop a secure upgrade process

US National Highway Traffic Safety Administration

IS21434

US SPY car act

Intelligent and Connected Vehicles initiative

PCI DSS

SAMM

BSIMM

Common Criteria

structural testing

methodical testing

methodical design

semi-formal design

semi-formal verified design

formally verified design

ssl101
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