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secure design princples
secure coding practices

legal and industry requirements
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customers don't apply patches
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perform STRIDE
code review (tools) ‘games for theat modeling

motivations for secure software lfecycle

prescriptive processes

attack resistance analysis
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abuse cases
riskbased securiy testing OWASP ASVS

securiy requirements
security operations
use tools and automation
keep credentials safe
use continuous learning and monitoring

‘ OWASP Mobile Application Security Verification Standard

agile and DevOps
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adaptations of

data encryption and key management

use the manufacturer usage description
develop a secure upgrade process

US National Highway Traffc Safety Administration

10ad vehicles.

Intelligent and Connected Vehicles initiative

assess the secure software lifecycle

structural testing

semiformal design
semiformalverified design

formally verified design
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