
The Cyber Security
Body of KnowledgeSecurity Operations and IncidentManagementKnowledge Tree

Version 1.0
31st October 2019

https://www.cybok.org/

https://www.cybok.org/


The Cyber Security Body Of Knowledge
www.cybok.org

COPYRIGHT
© Crown Copyright, The National Cyber Security Centre 2019. This information is licensedunder the Open Government Licence v3.0. To view this licence, visit:
https://www.nationalarchives.gov.uk/doc/open-government-licence/

When you use this information under the Open Government Licence, you should include thefollowing attribution: CyBOK Version 1.0 © Crown Copyright, The National Cyber SecurityCentre 2019, licensed under the Open Government Licence: https://www.nationalarchives.gov.
uk/doc/open-government-licence/.
The CyBOK project would like to understand how the CyBOK is being used and its uptake.The project would like organisations using, or intending to use, CyBOK for the purposes ofeducation, training, course development, professional development etc. to contact it at con-
tact@cybok.org to let the project know how they are using CyBOK.

— October 2019 Page ii

https://www.cybok.org
https://www.nationalarchives.gov.uk/doc/open-government-licence/
https://www.nationalarchives.gov.uk/doc/open-government-licence/
https://www.nationalarchives.gov.uk/doc/open-government-licence/
mailto:contact@cybok.org
mailto:contact@cybok.org


The Cyber Security Body Of Knowledge
www.cybok.org

fundamental concepts

monitor: data sources

analyse: analysis methods

plan: security information and event management

execute: mitigation and countermeasures

knowledge: intelligence and analytics

human factors: incident management

workflows and vocabulary

architectural principles

intrusion detection

security information and event management (SIEM)

security orchestration analytics and reporting (SOAR)

MAPE-K

demilitarised zone (DMZ)

intrusion prevention systems

CISOs and analysts

cyber-threat intelligence (CTI)

information sharing and analysis center (ISAC)

network traffic

network aggregates: netflow

network infrastructure information

application logs: web server logs and files

system and kernel logs

Syslog

pcap

new protocols

volume

packet size

segmentation and fragmentation

timestamps

MAC layer interpretation

application layer interpretation

encryption

IoT

LoRa

Profinet IRT

netflow / IPFix

naming

routing

DNS

DNSSEC

DNS as DDoS amplifier

detecting botnets by DNS

BGP hijacksweb server logs

files and documents common log format

extended common log formataudit trails

orange book

STIDE

eXpert-BSM

format

protocol

misuse detection

anomaly detection

machine learning

testing and validating intrusion detection system

the base-rate falacy

contribution of SIEM to analysis and detection

CVE

antivirus engines

haystack and NIDES

snort

YARA

models

specification vs learning

adherence to use cases

blended misuse and anomaly detection

unsupervised techniques

graph-based models

anomaly models

support vector machines

C4.5

datasets

machine learning for malware detection

data collection

alert correlation

security operations and benchmarking

alert message layers

schemas

schema

encoding

transport protocol

Syslog

CEF

LEEF

CIM

XDAS[CADF

CEE

IDMEF

correlation between alerts

correlation between alerts and the environment

correlation between alerts and external services

incident and information exchange

intrusion prevention systems

SIEM platforms and countermeasures

SOAR: impact and risk assessment

site reliability engineering

specialised examples

denial of service

session border controllers

web application firewalls

software defined networking (SDN)cyber insurance models

cyber security knowledge management

honeypots and honeynets

cyber-threat intelligence

situational awareness

CVE

CVSS

CWE

CAPEC

indicators of compromise

signatures

information sharing and analysis centres

prepare: incident management planning

handle: actual incident response

follow up: post incident activities

TF-CSIRT

FIRST

ENISA

mitigation

gathering evidence

performance metrics

communication

attack attribution
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