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code corruption attacks

contro-flow hijack attacks

information leak attack

safe languages

CVES and CWEs

memory management vulnerabilties

script injection vulnerabilities (XSS)
higher-order injection vulnerabilities

structured output generation vulnerabilities

categories of vulnerabilities }—{ race condition vulnerabilties

APl vulnerabiliies

micro-architectual effects

side-channel vulnerabilities

physical faultinjection
software faultinjection

principle of least prvilege

cading practices

memory management mitigations

immutable state

and type systems } } ‘

prevention of vulnerabilities ‘ static checks
ttuctued output generatons mitigatons }—{ ype systems

race condition mitigations

non-executable memory.

mitigating exploitation

automated software diversity

limiting privileges

taint analysis

object-capabilty systems

information flow analysis

program verifcation

abstract interpretation
model checking

detection of vulnerabilities }—{ dynamic detection

completeness

generating relevant executions

white-box fuzzing
dynamic symbolic execution
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