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When you use this information under the Open Government Licence, you should include
the following attribution: CyBOK © Crown Copyright, The National Cyber Security Centre
2021, licensed under the Open Government Licence: https:/www.nationalarchives.gov.uk/doc/
open-government-licence/.

The CyBOK project would like to understand how the CyBOK is being used and its uptake.
The project would like organisations using, or intending to use, CyBOK for the purposes
of education, training, course development, professional development etc. to contact it at
contact@cybok.org to let the project know how they are using CyBOK.
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CHANGE LOG

Version date | Version number Changes made

July 2021 1.0.1 Version updated in line with KA version 1.0.1
October 2019 | 1.0
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fundamental concepts and approaches

client side vulnerabilities and mitigations

server side vulnerabltes and mitigations |

permission dialog based access control curity policy

Uniform Resource Locators (URLs)
Hypertext Transfer Protocol (HTTP)

Cascading Style Sheets (CSS)
JavaScript script processing
application stores signing

impact of user ratings and reviews on application security ‘

application isolation

content isolation

security principles
reference monitor

same origin policy (SOP)

sandboxing

content security policy (CSP)

system applications

third-party applications

different permission approaches
warning messages

web PKI and HTTPS adoption

rogues certificate authorities and certificate ‘

form-based authertication
HTTP authentication

mobile device authentication
graphical passwords
password policies

unlock pattems
password strength meters
passwords and altematives

multi-factor authentication }—{ european payment services directive 2 ‘

WebAuthn
OAuth
automatic updates in browsers
frequent software updates
automatic updates in apps
outdated third party libraries
address bar manipulation attacks

intenationalised domain name homographs attacks ‘

phishing phishing training

drive-by-download attacks

confused deputy attacks
clickjacking

client side storage
HTMLS5-based storage

storage in mobile applications }—{ information leakis in Android applications

physical attacks

smudge attacks

shoulder surfing

input sanitisation
SQLrinjection

command injection

restrictive frameworks

injection

user uploaded files

metadada filtering
path sanitisation

stored XSS attacks

reflected XSS attacks

cross-site scripting (XSS)

cross-site request forgery (CSRF)
HeartBleed

& vulnerable } firewalls

load balancers HTTPS
password leaks
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