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fundamental concepts and approaches

client side vulnerabilities and mitigations

server side vulnerabilities and mitigations

appification

webification

application stores

sandboxing

permission dialog based access control

web PKI and HTTPS

authentication

cookies

passwords and alternatives

frequent software updates

Uniform Resource Locators (URLs)

Hypertext Transfer Protocol (HTTP)

Hypertext Markup Language (HTML)

Cascading Style Sheets (CSS)

JavaScript

WebAssembly (Wasm)

WebViews

protocol format

cookies

script processing

side-loading

vetting procedure

signing

impact of user ratings and reviews on application security

application isolation

content isolation

same origin policy (SOP)

content security policy (CSP)

security principles

reference monitor

security policy

different permission approaches

system applications

third-party applications

warning messages

adoption

rogues certificate authorities and certificate transparency

HTTP authentication

mobile device authentication

form-based authentication

biometrics

graphical passwords

unlock patterns

password policies

password strength meters

password managers

multi-factor authentication

WebAuthn

OAuth

european payment services directive 2

automatic updates in browsers

automatic updates in apps

outdated third party libraries

phishing

clickjacking

client side storage

physical attacks

address bar manipulation attacks

internationalised domain name homographs attacks

anti-phishing training

drive-by-download attacks

confused deputy attacks

cookies

HTML5-based storage

storage in mobile applications information leakis in Android applications

smudge attacks

shoulder surfing

injection vulnerabilities

server side misconfigurations & vulnerable components

input sanitisation

SQL-injection

command injection

user uploaded files

local file inclusion

cross-site scripting (XSS)

cross-site request forgery (CSRF)

blind attacks

second order attacks

prepared statements

restrictive development frameworks

metadada filtering

same-origin policies

path sanitisation

stored XSS attacks

reflected XSS attacksHeartBleed

firewalls

load balancers

databases

HTTPS misconfigurations

password leaks
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